Expressb800/R120h—-1M (2nd-Gen), R120h-2M (2nd-Gen)
ZHERBFOEESEIE

COEVEFEHBESKESEVLFOEE, BICHYNES TTVET,

AREOTHERICEVNT, TEBEVWLEESIENHYFET . MITEENAYETA, CHEARMICTREARZLT -5
(f2Ely,

BE. FERREGEZICT CIZSRTEDLSIRYRELTLESLY,

D [FCHIZ

2) YR TLROMDHEEEICEY 5 FEEE
3) iL05 OHEREICET 5 EEIA

4) 0SICBEY 2 FEHE

5 EMOHEEICET HIEFIR

A 27—LOz7ERITHIEER

B) FRECATIE

1) [ZL®IC
@ AHINDT=1F7ILIZDINT

AERICET HEMIE. LTDWeb oA FIZEEHELTWAY 2 7ILICEELTUHET,
https://www. support. nec. co. jp/

TNEC 47R— b R—FILAEER] LY. UTOID TREL TS,
R120h-1M (2nd-Gen) : 3170102287
R120h-2M (2nd-Gen) : 3170102288

F 1=. ESMPRO/ServerManager. ESMPRO/ServerAgentService, THO X FLRABHY—ER/TH XA T L RABHY—
EXHTTPS) /T H R FL R @Y —E X (MG) [CEI L TIE.
ESMPRO BAEEAR— % JLH A k<https://jpn. nec. com/esmsm/>
NEC H7R— kA R—% )L <https://www. support. nec. co. jp/View. aspx?id=9010102124>
DRFDERBIUN—D3 Vv ETHERDS A, CFIACESLY,

@® Starter Pack IZTDLMT
AE S THEET B Starter Pack (X, LLTD Web 44 FZHRFMBMABE IATHNET,
Web U4 FICIBEEINTWARBZEEL., /A—2 3> 58.10-006. 02 LIEZEAL TLEELY,

https://www. support. nec. co. jp/
( TNEC U R— F7R—ZJLRKRFE] &Y. [S8.10-006] #H&FK)

® VMware ESXi D KS A/ - H—ERED a—)LIZDUVT

AEGZTHEAT S Wware ESXi D K54 /8 - Y—EXED a—)LIE, LUTD Web 4 MIRFRABE I TLE
¥, Web A MCHBSNTWVWSIRBTEHRA L., BYGN—TaVvEERAL TS,

(1) Agentless Management Service & & T iLO Channel Interface Driver

https://www. support. nec. co. jp/
( TNEC HrR— FR—B JLREFER] & Y. MAgentless Management Service] ##&ZE L. [HE#IR] £xRTEhD
MiLO FW X. XX LLEE A Agentless Management Service # & U iLO Channel Interface Driver (VMware
ESXi/ESX 8.0/9.0 k) 1 @A L TLZELY,
ESXi 6. x £f(XESXi 7.0 %= ZHADBEIE. [IHR] LRTEINZZED L0 FW X XX LLEEAT, BFELOD
ESXKi "A—=PaVIicHiE LIz EBERAL TS EEEL, X XX [X#F) )

(2) WBEM /A #H KU CLI v—)L
https://www. support. nec. co. jp/
( TNEC H7Rh— b7R—2 LR &Y. TWBEM ZO/1 &) Z#&FE L. T[FEEHAR] WBEM Fo/N4 #H KU CLI
Y—JL (WMware ESXi 6. x MR (x=b E£7#=I1&7), 7.0k, 8.0hR) ] ZFEAHAL T &Ly




(3) VMware ESXi /N4 R K54/
https://www. support. nec. co. jp/View. aspx?id=3140105866

( TPCH—s\/T L— FH—s\(Express5800 1) —X) | DR OS D TTF/INA R KRS A/ —& ] %#ER

® ARREDRTFERFMICEALT

AERE, BERERFICHESIKRTERICEL, RFEMEEHE T 7—LI 7.,
F2TIE, RFERICHBEET D EADHYET,

FS A N\DHEAEDLEIC




2) YATLROMOEEEICEY 2 EEFE

@ UEFI Boot Order Control MF=ZEIE
SRATLRM/AN— 32 3.34 Di5E . UEFI Boot Order Control A =a—(*1) TEH=-HT— FF/N14 RDEF L.
FIEENEDREOCRENTEEREA,

SEMIZLAT D Web o FEREEEL T &Y,
https://www. support. nec. co. jp/View. aspx?id=3140109992

T— rTFNRAZADEHEXIBERLEZLEET 5L, UEFI Boot Order A =2 —(*2)IZTITHoTLEELY,
E7f-. UEFI Boot Order # =a—=F7-I£ UEFI Boot Order Control * —a—IZRFT 5=z, EEFEIZHS

“Changes Pending” XEFIDRIZFLONKRTRENET,
WMEIZHLCLTFIOXR—%HT L, REDREFEZITHO>TLIESLY,

(*x1)BI0S/Platform Configuration (RBSU) > Boot Options > UEFI Boot Order Control
(*2)BI0S/Platform Configuration (RBSU) > Boot Options > UEFI Boot Order

@ Submit Fail For Form® Question(BR) Ry F7 v TRRIZDODVWTHDIEERIE

VATFLLI—TF A4 YT AIZBVWTHREDLETERIZ, KO Submit Fail For Form @ Question (BR) ARy FT7 v TH
RRINEBEE, TFvotil] #BRLTEFFHEL TSI,

LI, H—N—DBEEFTOTVRATLALI—TAUTAICAYELTHORENERFZFETH-TLES
We HL TOKI ZHHLTZEDEFERTEERTZEDDH & KEICERHFEENTLVS Serial Number, Product ID 2 & D
REBRRMNELTEEDADHYET,

@ Question

Submit Fail For Form: BIOS/Platform Configuration (RBSU)

Select Cancel to discard changes for this page. Select OK to go to this page

RERTDES

O =m

Submat Fail For Form: BIOS/7 9 7 A 7 2 — ARR(RESV)

COR-JOREEZERTIMARFr U EAEHRLEY, COR-JCACHEARBOKERRLEY,




@ F3X=EE (RSOD : Red Screen Of Death) MFERINIF=IBEDXILIZDINT

KENHHBEECRELRRELECATLOREZERELEBEY. BT NA AANDT IR 24 0TI2&
Y. 08 EEFNRETICENICHXFEE RSD) ARTEN, REGDEEANTELRS LI ENHYES . BREEY
RELEICHES —BHEOERDZENHYBRELF 7. A 0F5LITE>THRELES,

FXFEE RSD) ARTINIGEE, EEDBRDOA I, AU EBBELLEY,
MENBRRLGVWEZE, 77—X a2 bEUF—ITERVEHOECEEL,

RXFEEDH

@ X7 T— Mk LUBE. FXFEM RSO : Red Screen Of Death) METEh B &MH D
RBSU @ Attempt Secure Boot () % Enabled [CERE L TWAIBA., tXa 77— FEOERRIFICLKT &, 0S
EEIRNCHAXFE R RSD) ARTEIN., REURADBRENTELEL LD ENBHY FT,
(%) BIOS/Platform Configuration (RBSU) > Server Security > Secure Boot Settings > Attempt Secure Boot

FXFE T RSD) TR RENIBE., BEEDEREZA I, A Liz&IC. X2 77— KK T SRE
F:T—+ta—=F/0SDaAVR—F2 FHAEL, BEDEF2T7T— R O—THREEICKKT 515 E) %
FBEHLTHDS, T TS AMSEHLTLEELY,

st AED—HIE LT, Attempt Secure Boot % Disabled I L 7= 0S(FE=IET— rO—4/EEEE) &
EHOIREEICHES L. BE Attempt Secure Boot % Enabled [CERE#. 0S DEEEHEZRE L T FEELY,

BIEMNFRRLGWVWEEE, J7—RA a8 bEVE—IZBRVLELEEEL,

® Ry bFIT—YPXE T— FTCH—N—DRENTELLL LD LDLHD

SRATLRMAN—D 323,10 (02/22/2024) RFEDHE. £V bT—2 PXE T— Mk % 0SEFHICZ, Fhi
AEGNBELLGSBDIENDHYET,
COBENRELIZES, UTa. b, WINHhOFIEZEREL., AESKZEEBHL T,

a) POWER R4/ v FZ#ERBLLTAEZDEREZA 7ICL. ZND%. PIWNER R4 vy FORTICLYAERZDER%E
FUIZLTLEELY,
b) ILO Web 12— z4XHh5 TERI > MBLKETS] ZBRLTAREOEBEREREZF 7I2L. 2D,
BRIl > MEEMKICEYT ] 28R TAREROEBEREA VICLTLEEEL,

DRATLRM/AN—2 323,10 (02/22/2024) TlE. COMEMEESNTLET,

@ [Memory Initialization Start] M+ vt — < TPOST EIL LI-BEDORMIZDOINT

[Memory Initialization Start] WA v t—LTPOSTIEIE LB E. VATLAVTFHFURRAL YvFD N6 =
FYIRTLEEET 74 MEICRT L THEIBTHIENTEET,

HMAFIEEX. AVTFUARAAR MEJ 43 SRATLEEFZT I74ILMEIZED) ] DIEZTSBEESLY,

4




® L UFNLATY—ILIZPOST TRy TiE@AEhEhBEICDNT

DRTFLRMAN—2 32232 (03/09/2020) 12350V T, POST EfTHF. FEAIZ POST 7/3w JIEHRA S ) 7ILR— b
[CHASH, POSTRITRENEE LT 2R LI ENHYFET,
DRATLRM /A= 32 2.34 (04/09/2020) TlE. COMEIMEESNTLET,

@ Server Configuration Lock (SCL) [ZDWWTDXEEIF

(1) SRTLERTILSCLEEEEZJ|MICL., FALAEVTLESILY,

(2) SCL BEBEBRXNBFICERE T /AR T— FIFARYIZREL TS, SCL D/ART— RE#HER LziKEET, SCL
HeEElzkYOws (0S T—hEIzfEL) Shbd e, OvsRBRTEY, —ELEJ—rTEHAYET,

T— bATEEREE~ADIEIR/EEISHEICTRSL ISRV FET,
BE. SCLOINRT—RFZEHELIBE. SCLO/IRT—REH YTTBIHEEIHY THA.

Q) RFEIKEET DIRIL. SCLHEEZEMEL L TOVEKRELHY ET,

SCLBEZ |MICTEHWMEE. BFEHAEICTERSLICLICHYET,

(4) RBSU @ THalt on Server Configuration Lock failure detection. | #REIFHEMIELLENTLEEL, £ L
AMITHE LGS, SCLEEEANEEFEEFHOZRLAZHREL, Oy Y 0ST—FHIZFEL) SNhTLES &,
VATFLA—T 4T 4 HBETES, ZELEY—N—BROVIEENTEIENTEERA,

J— FAIBRIREEADEIR/EEFEEITRS CEICHYET,
SCL #RE D EE T BES S
- RBSUDREZEEICLY O VY Shi=i5E
- J7—ADITEHICKYOVIIN, TOIT7—LITT7 N—C 3 VICRT ZENTELRWEE
- DIM, F£-IEPCI AT avh—Ko&EIZLEYOyvY Snt-15Ha

@ RESTful 1 8 —27 x2—RAY—JLIZXBRBURBRED/AVv I 7y TRE) EVR M7 EX) DETEE

iL0S 27 —LHxzTF7/N\—2 32 2.40 LIBEDHE. RESTful 1 42— x—XY—)LE{FERALT=-RBSU REDRTF
LERIIERATEFEEA,

RBSUSREDREFLETIE. Y ATLI—TFT 4T 1 ® Backup and Restore Settings A =2 —M 517> TL EE L
(AVTFURAA R HEBR) O PAFLA—F 4 )T« DRBSUREDNREELET] #5H8),

® JA+—ILk kLT kAT #HEE (ADDDC) DEMRERIZDILNT

AEIOEH I 7— LI T TOEHFIZHEL, T+—ILE LS M AT 5 (ADDDC) DHERIZEENHY £9,
T, EEAFTEHLET,

- YXATLROM/AN—2 32204 (04/18/2019) LARE, CPU 7=t DIMM 8 #2. % L <IEDIMM 12 LIS DIERK T
HoTH, TA—IL LT MAEYHEEADDDC) AEATESBRTHNIE, FHEIBEBMICHKREEE
L. RREDERERDETS,

- YATLRM/N—23 2210 (05/21/2019) LARR. & F ¥ RILHT=Y D RANK BDEEHMN 2 LLEIZHE S K5I
AERVEBHLGELSTEH, T4—IL b LT R AT HEEADDDC) IFFATEEYS,

@ SW RAID BH%h8§, AR DVD K54 T (N8151-137/138) bt 2 BERFR SN B HIZDLNT

SRATLRM/N—2 322,32 (03/09/2020) RiFED1HE . Embedded SATA Configuration %5 (x1) % [Smart Array
SW RAID Support]i%ERs. BRIREIZ LY Disk Utilities A=Za—(2)IZAE DD FS 4 JiEsHMA 2 ARTSN
FF9,
EELDFSATEERLI-BGATERLLAEDID FS A4 JDERASEBTEEYS,
(%1) TSystem Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller
Options > Embedded SATA Configuration]
(%2) TSystem Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities]

@ IIZHFEEOREICOINT
UTDHEBIZDOWTIX, TIHBHAREICUTOLSICEELTLET,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > Workload Profile % [lCustoml IZEX%E.,

(2) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options >
Minimum Processor Idle Power Core C-State % [No C-states] IZER%E.

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options >

Minimum Processor Idle Power Package C-State # No Package States] IZERTE.,

5




@® L0 A R> +rO% (IEL) (= IPMI Watchdog Timer Timeout O4 Ai&EFEh 5B,

AT L ROM /18— 3> 2.62 (03/08/2022) AR SN TLNBIEE. M D IPMI Watchdog Timer #7713 &
Misabled (HEFREDIRTE) 1 ICHRELTWSEBE, iILOARN FOYIZTEED IPMI Watchdog Timer Timeout AS
BERIhBERHY FT,
UTOFIEZERET 5 & TABENFEELET,
iLO IPMI Watchdog Timer Timeout: Action: None, TimerUse: 0x44, TimerActions: 0x00
ARV F R 0x23
AR ka—F: 0xB3

EBIBFIE :
UTOEIEFIE. £LIE20EEMZEHEL TV I LT, REBELIEETEET,

EIBFIET
(1) KEDEBRZAZICL. BRa—FZav vt 68T,
(2) 0MLULEBLI-DOL, BRI—FZa vt MIERT 5.

BI8FE 2
DRATLA—T 4 YT 4 &Y. IPMI Watchdog Timer # 7> a v DBFEEX 2EBERELEY,

(1) POST FIZKFRF—ZFMT L, VRATLI—T 1) T4 %EET S,

(2) System Configuration > BIOS/Platform Configuration(RBSU) > System Options > Server Availability
> IPMI Watchdog Timer & 7S 3> % [Enabled] IZERET S,

@) KFIDF—ZHTL. BREEZHREFELTORATLEZEEHT S,

(4) POST HIZKFRF—ZFHT L., YRATLI—T4 ) T4 %EET S,

(5) System Configuration > BIOS/Platform Configuration(RBSU) > System Options > Server Availability
> IPMI Watchdog Timer &# 7> 3> % [Disabled] IZ5RET 5,

6) <SFIDF—%#HTL, BEEZHREFELTORTLEEBEHNT D,

@ JRTLI—TFAVTABLUVIVESLLT—FAZ2a—DRRITDONT

(1) BMC Configuration Utility BB TMDA =21 —®DOEBMERIZDLVTIEL, BMC Configuration Utility > Setting
Option > Require user login and configuration privilege for BMC Configuration ZH%hIZF 52 & T
RELTLCESL,

BIOS/Platform Configuration (RBSU) > Server Security > Set Admin Password MERETIIRESINFEEA,

(2) System Information > Processor Information T& r&H 5 L2 Cache, L3 Cache 0 Maximum Size. Installed
Size [X IMB % 1048576 /N1 MIZHEL-BETERTINET,

B) UTOHREEHEEHE-TIEE., ToAALT—FRA=2—¢ RBSU®D PCle Device Configuration A =2 — (%)
2. RARIDaY FA—SBANELLRERTEINEWVWZELHYET, RAIDaY FO—FBRTDAHDEIRET
HY. RAIDaY FO—FICEEHIN TS HID/SSD MDD T— RZIEFEELEETA,

(*)BI0S/Platform Configuration (RBSU) > PCle Device Configuration

(FEEEH]
- N8103-189, N8103-190, N8103-191, N8103-192, N8103-193. N8103-194, N8103-195, N8103-196,
N8103-197. N8103-201. N8103-237. N8103-238 MiF&
UT2O00&BEIRTHETEHER, RELFT,
1. RRIDa> bA—=F T 7—Loxz7MvA 11 LI, FF=(ELv3.01.04.072 LI
2. YRATLROMAN—2 32268 (07/14/2022) R




@® PCle Slot X MCTP Broadcast Support #* —a—[ZDL\T (X IZPGle Slot &E)
SRXAFLRM/N—2 32210 (05/21/2019) LIBEDEBEIZHELNT, #1HTPCle MCTP Options A =1 — (x1) #3&8R
L-1BE. EBDT 74 FREEBFMIZHETDEDRY T7 v T *2) M, BREREEL PCle Slot O KRTE

INFET,
HEE—ERFEITILE. RELUBRY T7v TRRIEShERE A,
BE. FTRVATLRMNNA—=C 30058, RERERICRY T7Y TE)ARRTINBREIREFESNELTA,
REISNGWIEIZEY, RAZ1—ZRFTEESEUITPCle Slot DRy T7 v T ) MARTEIND I &I
HYEST, CDBA. MCTP Broadcast IEEIZEMTHELXT,

= 2.22 (11/13/2019)

= 2.30 (02/11/2020)

-+ 2.32 (03/09/2020)

*1 : System Configuration > BIOS/Platform Configuration(RBSU) > PCle Device Configuration >
Advanced PCle Configuration > PCle MCTP Options

*2
O 15—

"PCleAOY NI MCTP7O— KXY AROYR— KN REORTENSREATREATa @E—RLEEA
o REMREMMNHCTF 72 NECREZART,

Enter¥—Z#LTRTLTLSLEZV,

*3 :
@ =M

Submit Fail For Form: BIOS/Z'2 ¥ k7 # — AMR(RBSU)
COR—DDEELZHEMIDBEARBRF Yy L EZRRLEY, COR—DUEHUCBEROKZERRLETY,

@ Extended Memory Test 7S 3 Y DEREEICDILNT
SRAFLRM/AN— 32 2.36 (07/16/2020) DIEE . Extended Memory Test &7 3 ik, BEIAIZ Disabled &
BYET,

System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options > Extended Memory Test




3) iL05 MHEREIZREY 5 FBFEE

@ L0 NEEBETIBENDIEEH

Y—/I\—BEHN S 0S DIEESTET £ TOM POST ETHFEEAFET) (L. iILODFEBZTHHENTLIEELY,

Fl. VRATLI—T 4 )T« DiEEERFL. IL0DBREBEITHHROLTCESLY,
BREAMIVITILODBEEZTS L. HIFLAVWIELLIZENHY ET,
FEZIEVRTFLA—TFAVTFADBRELTEFRDIC L0 DBEH (K ET5&. BEROV AT LEEHLE
(Reboot) WIEEIZENME L AR LMEE Y, EEIZEEEE S TULVS Serial Number, Product 1D 7 & DR EIHEHRAE K
THIENHYET, £z, POSTEFTHIZ iLO DBERREZITS L. iLO Web A 2 —T A X : [Information] >
[Overview] R—(2H 1+ 5 UWID, UWID GREE) AR EGRRIZEDEENHY ET,

TEGRRELGSTHEF. KAZEEOEREZA T, A2 LTS,

<R &L%GBH ILODBEEBIDAE>
iLOWeb £ B —D ARG EZFMALE=RY FT—VBHETO iL0 DFHILE,
- UD XAy FZFEALT ILODEIEE,

¥ VAFLA—TF4Y)F4® [BMC Configuration Utilityl] TOHRTEZLERD L0 DHEFEIZ-DL\TIX. XZD
[YRTFLA—TFT4"')T 4@ TBMC Configuration Utility] DIEEIZDWLWTOIEEIE] #3BLTERELT
<&y,

Q@ IL0DEILUTL— KR —BEEDTEER

iLO DRSS A U AMNAS VR F—ILENTWLBEAE. [Security]l > [Access Settings] > [Update Servicel >
[Downgrade Policy] DEXE % [Permanently disallow downgradesl] [CZBE LAZWLTLEELY,

[Permanently disallow downgrades] I[CERELFIEE. 77 —LOTT7DEIUTL—RZEFS2ENTELEL
BYFEST, T, L0 L TRENLBEENITHON S8, [Permanently disallow downgrades)] I1ZE%E#&(%.
iL0 DBIEA VA — T A APEEL—T AU TADOEARRENEELXITEOELTEEET S ENATEEE
Ao

BE. RFKEIL Set to factory defaults AT aoh i iL0 ZHAROT 7HILMREICU Y FETH1BE
IZHWWTH, Yty bENT [Permanently disal low downgradesl] Z###HLET .

@ iL0DEX1Y T« HEEDERER

iLO Web £ > 2 —2J =4 XD [Information] > [Security Dashboard] & LU iL0O Web /4 > 2 —TJ x4 REENDA L
BIZPUVRINKRTEINDBENHYET,

RBSU MERER iILO DHRENDARICE T, iL0EF2 )T+ DIREDA Y RV IKRE (FB) TRRINEFT DT,
BEHROEX L) T AR I—IZRLTEXF IV T ORNETo>TLEELY,

WRELZEDEMIZDOWLTIE, L0 A—F—XH4 RESBLTLEEL,

=12 L. [Require Host Authenticationl] EBEICDWLTIX. XERD IYRAFLA—FT1 )T« &Y., Adnin
Password ZE&5E (3%1) L= &%, iL0O Web 1 44— x4 XD D[RR FRENDEIBRELZEHH(X2) IZBEL
BAOFEERE] ITRENHYFTDT, THERECLESL,

iL0b D7 —Lx7DN—2aVItE > THRYUTHIEENELRYFES,

05 J7—LYI7A—D3> | BEEk
N=T321.40 G%1). BEUEK2)
N—Cav L BLR (%2)

iLO DBEFDIKEEIZL Y [Information] > [Security Dashboard]®” £t F1UTF4RXATF—ER” A [YR4Y]
TH-oTH, iL0O Web 1 23 —T /A REEDAELED” iIL0 X)) T4” FAAUNERIZEBZSENHY FE
9, [Information] > [Security Dashboard]®” €&kt Fxa)F 4 RAT—E2R" ANREDEFX1) TFoRKEZRL
F9,




@ VATLA—T4')T4&VY. Admin Password Z#E&E (K1) LF-ZEEX. iLO Web 1 23— x4/ AMB[RR FER
MEADEIREEZTD (XK ICHEL-IGEDEEEIR

(%1) L5 Z7—LDzF7N—2ar : . BXFEEALELRBEOBEN/HEELYET,
[System Configuration] > [BIOS/Platform Configuration (RBSU)] > [Server Security]& Y. Set Admin
Password # 7+ 3 VIZT/HRRT—FEBET 5.

(%2) ILO5S 727—LoxzF7N—2ay  1LAOLUKBEERALEFREDGEEAREELZYET,
[Security] > [Access Settings] > [iLO]IZ& & [RR FEBEEASAE/Require Host Authentication] % &
I IZERELEVTLCEEL,

REFTOBE. RISRTRELARELET .
T I I~t:|. 712, “Remote Insight/Integrated Lights-Out ZBIEShniL A5 4 VETHRE” OA v E—
UHhEBHRTINET,
- Starter Pack (Standard Program Package) &3 2L ITS—MEELET,

Ffz. ROY—EXDOREE CHRAVEEITERA,
CIHRTLRABRY—ERICEWT/N—FYz 7EEZICEAT 58K
- RAID B#HY—E R
s H— N\ AIILTON— Ko 7 SEE
S ILOARET BN—FD T 7ICET 5T /\1 ABEROCBRTEFROSE. BLUA AN ~OJEREERE

@ iL0 BRSOV TOEESER

iL06 27 —Lx7N—23 2 1.4 RETILOD NP DRENESDIHE. L0 DBEBEBZT & iL0 DEZIMN
TNTLESHESHYET,

iLO DEFZIEREIEL, iLO Web 4 >3 —T A RICTSNTP DERFEZTL. SHEAWVEESIEZHELET,

iLO @ SNTP DEREAEICDOWNTIE, iL05 A—H—XH41 FESEL TS,

@ ilOWeb AU E2—T A ADFY FT—JBHRDERTRIZDONT

iL05 AARESE/NVY :1.40 2ZFADFEE. 77A4N\—F YR FO—5—HPEEINTWVWEIRATL
T. iLO Web £ 2 —T A ADOEFBICAXRENBIRSAh TS L, [VRTLER] > Ry FT—Y]ITRRS
NEZT7AN—F RN bA—F—D"FR—bDRT—ER"M [TA] ERFTENFET,
NET7AN—F v bO—5—0DFEHEN [F02] ODKRETHIZLEZRLETDT, HABAT
CFIALEEL,

® ilOWeb 1 >2—2J x4 ADVirtual NICREDTEHIE

[Security] > [iLOI® “Virtual NIC” ®F 7 #JL MMEIX, LS 77 —LDzT7DNR—TavVICKYBRLKRY FT,
BUC#EBA—FT 4T «ICT “ITHBHFEDTIAILMIEY M ZFEHELEBEE, UTZIHEZELFESL,

(1) QL0 77 —LDxF7/IN—232 210 L&, 2. 18 RKETITHERADIGE. T4/ MEIX [E%) (Enabled) ]
T3,
I NIC 47— k LTULVEL Windows Server 2012 R2 2 USB CDC-EEM KS A /A\h A4 VX h—ILE N T
LMEE LY Windows Server 2016/2019/2022 DT /84 AR £—2 v —T [Virtual NIC] WEERRTINBZES
NhYET,
[Security] > [iLO]®” Virtual NIC” ME&E % [#Exh Disabled)] ITEBL T 2L,

(2) L5 Z7—LrozF7/N—23 2 1.40 LR, 1.47 R, £=F 2. 31 UBETTEROBE. 774/ MEIX
% (Disabled) ] T9,

@® Windows £ T® vEthernet (Hyper-V Virtual Ethernet Adapter){#EmB:® iLO Web £ B2 —T /A ADRY b —
STF7ETADIPv6 7 FLARAERRICET 5 EE31E

iL05 27—LDozT7/N—a> 2.10 LI, 2.18 RETTHERADIEZE. Windows 0S T vEthernet (Hyper-V
Virtual Ethernet Adapter) A#ERishTULV51E&. iLO Web 4 >4 —T =4 XD [Information] > [Network] >
[Physical Network Adapters]IZ& VT, BRI TLVS K [Adapter]d [Network Ports]d” IPv6 Address” [Z
BWTIELWIPV6 7 FLANKRITENLEIMEENH Y £, vEthernet #EREFD IPv6 7 KL XIZBIL T, 0S £
DAY RIT—HF7ETROTANRT A IZTTHERLLESL,




® Ry rT—9 Ty TBEBD ILOWb AV E2—T A ADRY FT—VEROFRRIZDONT

Ty bT—=0FT)yOERETHEAL., L0 77—LYx7/IN—232 2. 31 UETIHEADHZE. iL0 Web

A 28— x4 AD[Information] > [Network] > [Physical Network Adapters][CRIRENZABEHN0S LORE
E—HBMLAEWNEEAHYET, T vy IIFEROFEMIE. 0S Oy FI7—9F7H5 720 TO0NRF4IZTITHEREL
=3y,

@ ilLO Web £ & —2J x4 XM Device Inventory tEHDETRIZDILNT
<SAS THxR /N FH— K(N8116-51) >

iL05 27—LozF7NN—23 2231 LBETIHEADEZS., iLO Web 1 42 —27 4 XD [System Information]

> [Device InventorylIZHWVT, SAS TX XN HH— FORTFTIEBRBALUTOLSIZRETEINZBELAHY FT
N, H—NN—0DEBRBLUSAS THFRNNUAH— FOEMEIZELEITIHY FTHA,

- Firmware Version . N/A
- Status : Disabled

Q@ ilOWbAUA—TIAADRA FL—UIERIZET A IBESEHEICDOLNT

iL05 77 —Lz7/N\—2 323,00 LEZE CHEARADIGS:

H—/N\—BEEIEIC, ILOWeb A/ B —T A RATIVRATLIER] > [AML—T14T720 w0358,
UTDAyE—UNREREN, RAIDaY hE—5H, FS4 TEREDR b L—UERNRTINLZVNGEN
HYFET,

“Failed to retrieve complete storage device information. Refresh the page in a few minutes.

ERAVE—UDARR FL—VBEBA—VICRTENGE, (L0 EY FEIToTLESL,
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iLOWebf 23— A RADEF2) T4 F YL aR—FOEESE

iL05S 27 —Lozxz 7/ N\—2a 1. 43 &, 2. 10 kiExE CFEADESE. [Information] > [Security Dashboard] Iz
[Last Firmware Scan Result]MBRENFTA, ANAIR—1 2T EH )y LENTLEEL,

BoTHOI VY LI=EE. Web 4 FROA 2 —MBINTELLL BV ET, ZOHE. TS5o¥F—n)A—FK
REVESY ST BN, HLLIEWS=AILOWb A V2 —T A RADOOFTT I F2ERFTLTEEQSTAULT
&L,

4R - X )T F v ai—F ® O ® @ 9 / 7

f-£:3 )T Hyvaf—F ©yra/)Ak Lo~ ks A/TIU—ToRRRI X80T

Active Health Systemn”/  22Uf

QO 2tFalF 27F-22:0K

fs BUE R ES 22
) - Disabled

2T 8545 2752 R xR
LHAUF A ) = SAF A2 F 90K off O
IPMUDCMI over LAN 9 0K =3 O
BA2O-EE 90K oK O
j =TT 90K 0 O
DI EOs 90K i O
L2 77t 9 0K E) O
H2D-FOINBR 90K weh O

= O

OK O

® 0O ® Q9 A/ 7

Overview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

@  Overall Security Status - OK

Security State Production
Server Configuration Lock: Disabled

Security Parameter \],Stalus State Ignore
Security Override Switch 9 0K on O
IPMIDCMI Over LAN 90K Disabled O
Minimum Password Lengih 9 oK oK O
Require Login for ILO R 90K Enabled O
Authenti n Failur i 9 0K Enabled O
Secure Boot 9 0K Enabled O
Password Complexity 9 0K Enabled O
Require H thentication 9 0K Disabled O
Firmvear n Result 9 OK oK O
RERTOBHAE




® MERSATORAT—FREERD SNWP Trap BHN O — 3 VIFRRBICET H3LITONT

MBRSA TORTF—F2 REERO SNW Trap BHRIZEWLT, OF5—2 a3 VIEBRARIET 2EE1”HYET,
O— a3 VERICEALTIE, iLOWeb A VB3 —T A XDMER] > [41 v THL—Ty K2R AL rOY]T
BLARY DO —2 3 VIFHRECHERLIEILY,

5] :Abnormal, physical drive status change detection, iLO SNMP Trap, mgr_WIN-UGHIHPNIH1Q, uru-
rhel83, 192. 168. 0. 57, , 2021/10/01
15:22:57, iL0, 0xc0000be6, “A physical drive status change has been detected. Current status is 3.
(Location: Port 12 Controller: Slot 12)”,”If the physical drive status is ’'failed(3)’',
"predictiveFailure(4)’,

@ il0 Web £ >4 —7 A4 XM Agentless Management Service (AMS) DR F—4B XIZDLNT

iLO Web £ 4% —2J A4 XD [System Information] > [Summary]l > [Subsystem and Devices]® Agentless

Management Service AMS) DR T—ARRXIZHWT. FH(FLIEFIAFAEE) XEXRTINFHEES, IL0VEY %

ToTLEEN, T, Z0%&. 10 0 EBELZB L&, LLTD Agentless Management Service (ANMS) DHEEZE]

HEDOXE 0S 25Z&(Z, Agentless Management Service (AMS) ZEHE£&IL TS0y,

3% Agentless Management Service (AMS) DR TF—%4 AMABA (F=IEFAFTTEE) DIREEDIHE. iLO Web 1 >4 —
J 1A AD[System Information] > [Storage]*>[Network] D—EPDIFHAMBTES. ELL R RINFEH
Ao
< Agentless Management Service (AMS) DEB#EEISE >

« Windows DIBE
Windows DEEY—JL — H—E X — “Agentless Management Service”"ZH2 Y wvo L, BiegILTL
Ly,

- Red Hat Enterprise Linux 7.x/8.x MiB&
UTOavT 2 FEETLET,
# systemct! restart smad
# systemct| restart amsd

- ESXi6.5/6.7 miHFE
UTDaAT Y FEETLET,
# /etc/init. d/amsd. sh restart
HLLIE
# /etc/init.d/ams. sh restart
X BELDOMS AN—CavickYavwy FRERLRY ET,

- ESXi 7.0/8.0 miG&
UTDavTY FEEITLET,
# /etc/init.d/amsd restart

@ il05 J7—L I T7/IN—23 20266 BDOEER

iL0 Web M 2 A—T A RD T RATLIERI > TT7/84 R4 AR 1) ] TBackPlane (BP) DEIEFHMFIEIS
HHEERHY EFITARTEITORETHEICEEIHY A,

IEERE) Slot=t#:Port=t!]:Box=# KUFBEREIZKVBESHLEDY ET,
FRIERF) Slot=#:Port=?1:Box=? HFEOEIMNERTEINET,
F/=1E Box=t Box DAKRITEINET,

@ Java IRCDtE YL 324 L7 FREORTRIZEHT HIEEEIZONT

Java #i§Y E—bta>v—)L(Java IRC)EEIFIZYE— O VY—ILDEYIIVIUNEFEIC, £y a3y
PUNF-CEERTRY TTvTE—#ITEY Y a VN EFERBROGVABRORY T7y T RRINFE
ERS

Java IRCOt v L a v INf=I5&ICIE, IRCOTEIZUTDA vE—IUNRTENET, KA vE—IUMNKRT
ENTVBBARICE, REREATVWARY T7 Y TORBRTEEFELTILZE,

Bty a3 @BEALTY DEESAGVT I ERICE o THEORFELLE,
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@ Rapid Setup EITICREF B ETFIEIZDOINT

iL05 D7 —Lz7/IN—23 202 1N FE-IF212%ZFRDIGE:
Smart 7 L« SW RAID #&RHIZ. POST BF(Z<F10>F—38T > Provisioning > EXPRESSBUILDER /v Rapid Setup
=ETTHEIEL, E/NZ L0 Web 4 >4 —T x4 XM [System Information] > [Device Inventory] . Smart
Array S100i SR @ Status A” Enabled” (24> TWA I EZHREL T &L,
Status A" Unknown” &RFREINTUVSIREET., Rapid Setup 2E179 5 & “HE SN2 RAID R E&HH---7
DREDEIZUTDA Vv E—UNRREINIBENDHY T,

B “Rapid Setup [E. CHOLVARATAICKRESNTWLWERHR—FART A RIVERDFLNAFELEATLT .
TARIREBREEINTWEWS, Yy—IJIERLZEDDORELAHY FT,
Rapid Setup ##&T L. N—Foz7HEBRZHERAL TSN,

® Y—/\—BiERO FAN HZELICEY 5FEBEICONT

iL05 77—LHz7N—23v2 90 LRE CHEADIES:
Y—N—DOBEBZETI &, FNICFANDOBERERELS BYEN T 2ULBET SBENHYFT,
COBEEEF. BEY—N\—0OBEBZEEHEL TILEEL,

@ ERICEHTHIIEHER

iL05 27 —LoxzF7/N—23 3.0 LIEE CHEADIGS:
ESMPRO/ServerManager Z CFIR SN TWSIHEE. MEBRFS A JORELZILIZHENL., FS5—FE2—T7IZEWT
MMBRSATORT—2RELRBRE] OF7 53— bBRTRINET,
COB. MEBLESATDRAT—F2RIZELT, A= 3 VIEBAUTOZNRE—COWThhTREREINE
ER

@ (Location: Slot=(A) :Port=(B) :Box=(C) :Bay=(D) Controller: <NULL>)
@ (Location: Port=(B) :Box=(C) :Bay=(D) Controller: Slot (A))

Ao ba—50OME(RAY FEE)

B¥MEBKRSA ITDKR—+EES

CHYEBRSATDRYI RES

DYERSA TORLES

@ Intelligent Platform Management Interface (IPMI) DEFBILR A — FZ2ERATIIHEADIEEIH

iLO5 (X, IPMI ORESILR A — 1T Z#HR—FLTLWEHA,
“ipmitool"A—F 4 T 4/N—2 a3 1.8 18 LIEEFALT, 1 2 —TJ A4 A% lanplus”, BHLRAAS— %
“MTT7IZ4BEL. IPN a2 FZ2EFTLEEGE. UTOIS—AHELEL, IPM o< FETHAEKELET,

Error in open session response message : no matching cipher suite

Error: Unable to establish IPMI v2 / RMCP+ session.
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4) 0SICEHY 2 FEFE
@ EXPRESSBUILDER T Windows FE& 4 YR F—ILIZDWNT
EXPRESSBUILDER 5 Windows &4 YR b—ILg B EE, [FB 7TV a VvEBRLEBFEETHOTH, 1 VR F

—IVETARIDIN—T 43I VNTRTHINVTENET, BA VA M=), A——T—4A0EFELET S5
[FTEELTLES,

@ Windows Server 0S C{HEABFDIEEIR

HiR— &R D Windows Server 0S TUSB T/3A/ REZHBFELIDIFEE., LTOIURATFLARY fOTHAERENSZ
ERBYET,
CRNIZTDOWNTIE, PRTLEBELEEHY FHA.
ARy rOs>
ID o1
Y—X VDS Basic Provider
LRI 1 T5—
BT CFRHLAEVWIS—AEELFELIZ, T5—3— F:32001000004

@® Windows Server EBIET® Agentless Management Service (AMS) D;EXEEIR

Windows Server 2012 R2, Windows Server 2016, Windows Server 2019 MIxiHE(Z Agentless Management Service
(AMS) version 1.40.0.0 A1 R b—ILENTLBBA, ams.exe TOEIAANY FILEOENERLET,

N BRIV —=7 A Y DBREEICEYRHOZERE EBITNTH—T U AOMBEES| R 2 I AIaEE
HYFET,

O KEZR(L Agentless Management Service (AMS) 1.43.0.0 TEEINTULVET,
AMS % Starter Pack [C&EMNTULVET, Starter Pack Version S$8.10-006. 03 LI #EA L TL &Ly,
FTIZANS 1.40.0.0 A1 VR b—JLENTIL\SIRET Starter Pack Version S8.10-006. 03 ##FH¥ 5

HEIE. BEACAMS 27 v TT— T 2RENHY ET, Starter Pack HBH SN TL S Web 4 FORE
FRELTT Yy TT—hLTLEZEL,

@®Agentless Management Service (AMS) 1.40.0.0 Z{FR I BBAX. —ELUTOFIEZEMRT S & T
N FLEFEMLUGELSBRYET,
M) UTFRavrF2av 2 RF7AY T RTEITLTM #EFIELET,
>net stop ams
(2) “C:¥Program FilesYOEM¥AMSYService”" T4 L&Y k) E2TH R TO—S5STHEET,
(3) “storelib.dl "D 774 L4 % storelib.dll.bak"IZZEEBLZET,
4) LFOaAv>rF£a<v o F7AV T FTEITLTAS ZRBLET,
>net start ams
(%1) AMS ZLLEFICUTDA v EZ—UBREFEINDIEAHY FIHMEDY FHA-
Agentless Management Service H—E X Z{F1EHTT ..
VRTL IT—HNEELFELT,
DRATL T5— 10671 MEELEL,
TOERERPTHRHELT LEL,
Agentless Management Service H—ERIZEEIZELEENFE LT,
(%2) AMS EEBIEFICUTDA v E—UBREFRINDIEAHY FIHMEDY FHA-
ERLEY—ERIZERICBBSATULET,

@®Agentless Management Service (AMS) D/N— 3 U DFERFEICIZFUTD 2 DOHEELHY £,
- REED 0S ETHRIT 545%
(1) Windows PowerShell| Z#2&IL TLUTDa<T Y FEETLET,

> Get-WmiObject Win32 Product | Select-Object Name, Version | Select-String “Agentless
Management Service”

(2) a2V FETHEENMN—Da Vv EHERLET,

-iLOWeb 1 > 2—T A/ XRZEFIALT. UE—FDOBHERT IHE
1N VE—FEEICENT, Web TS50 —M5 il0 Web 4 32— 4R IZATA 2V LET,
2) EAZa—D 77—LIz7 &0SYT+ozT7] Z&RL. VI DT ZERLET,
(3) EmEm® TProduct Related Software] @ Tams.exe] M/N\—T a3 U EEELET,
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@ ESMPRO/ServerManager (Windows i) B L UT YA TLRABBRHY—EXMG) B8 2 FEEE

AREZD L5 77 —L™ Tz F7/A— 3> &, ESMPRO/ServerManager (Windows FR) B UIT R TLRABHRY—E
A MG) D/N— 3 VDA B HEIZL o TIX ESMPRO/ServerManager (Windows hR) & & U iL0 EIHIEER (T DZ1E
BRREEIT7AILDT v T T— bDBREIZLEDZBENHY £,

UTEZSRBDS%, 7y 77— FARELGEBEIE, FHA—2avIZ7yTT—RFLTLESL,

BN— 3 VOBRAEICOVNTIE, XEIEFEOREICRELET,

@®ESMPRO/ServerManager (Windows hR) (BT AHEWE

iLO ESMPRO/ RERR
J7—L 7 | ServerManager
(Windows k)
Version Version - BEA2 T > H—N—iREE
2.10 LAB% 6. 25 ki “SNWP BIREEE M EBICKEMLELI"ERTEIND

JE—FHIEA T > iL0OEER > IML ORFR. INL OREE. I FHRo
WMEFICRBL. BRELVRENTEHL

75—hkEa—7
T7—LOxzT7T7yvTT—MIEELEBVEBMENzZN—FI T 7OESE
NF7S—FEa—TFIZ"FBRHAEA T D75 —rELTRTREIND
Version - 75— hEa-—7

6. 47 K& I27—LOzF7F7y7T—RERHRVENENIZN—FD I T7TOEE
NF7S—FEa—T7IZRRINEL, 3 LLF"FTHEHE2A T D75 —F
ELTEREREIND

@ESMPRO/ServerManager Ver.6 (Windows i) D7 v 75— A%
(1) LAFD Web 44 k& Y FZ#FhRD ESMPRO/ServerManager 24~ >0— KL%,
https://www. support. nec. co. jp/View. aspx?id=9010103524
(2) TESMPRO/ServerManager Ver.6 1 A bL— 384 KWindows #m) 1 D M2FE 4 VX b—JL] 258
L T ESMPRO/ServerManager 27 v 75—k LE T,

@ ESMPRO/ServerManager Ver.7 (Windows ) ~D7 v 75— b A%k
(1) LT Web 4 + &Y ESMPRO Platform Management Kit 24 >O0—KLZEY,
https://www. support. nec. co. jp/View. aspx?id=9010109532

ESMPRO/ServerManager Ver.7 [ ESMPRO Platform Management Kit [CEFENTULET,

(2) ESMPRO Platform Management Kit @ ESMPRO 4 R b—JLY—ILZEEILET .

Q) A VA P=ILY—I)LEEDHBAEZEZS ) v L, Software Manuals H 5 ESMPRO/ServerManager %
2)v o LET,

(4) TESMPRO/ServerManager Ver. 74 YA kL— 3> HA KWindows #R) 1 #2Jv o LFET,

(5) TESMPRO/ServerManager Ver. 74 >R bL— a3 >HA EMWindows#®) 1 @ M2 E A VA +—JL] %
M L T ESMPRO/ServerManager & Ver. 6 ™5 Ver. TA7 Yy 75— FLET,

¢iL0 EEBAERATOREEBRRET 7ML ITHT HIRERR
KIJRATLRABHY—EAMO ZFHASHTLEIANHETY,

iLO iLO EIRMERER [T D RERZ
T7—LoxT | ZIEHEREE
274
Version i lo_jp.mtb Version TJ7—L9zT7T7yvITF—FrIZELHEVEMENT/N—F
2.10 LIE& 1.4.0 kX% DIT7OEEERMNITDHENATELG L, YFEEZER
TBRIEMNTEARLY,
iml_jp. mtb Version KR EBREEI7ANETYTIT—LIZBAT
1.5.0 R #H-oTH. ESMPRO/ServerManager M7 v FT¥— k& TLY
BWEEIL, LEEAKRICEMEINF/N—FI T T7EED
XiL0 EEEEMTORZIE | RABLTERLPTEAHL,
BHRERET 71 /L& 2 185
HYET,
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¢iL0 EEBERTOREBREEI7MILDT v TT— bAE
(1) UTDWeb YA bk YRIRDZEFHRFXE 7 7/ /L (ilo_jp.mtb, iml_jp.mth) #FHo>O—KFLFET,
https://www. support. nec. co. jp/View. aspx?id=9010100096
ilo_jp.mtb, iml_jp. mtb [& MGMTB. zip ICEE L TWLET,
2 TZHORTLRBEHRY—ERMG) 41 A FL—230HA KWindows #&) 1 @ 13.1.5 ZEFMDEKXE L
FrE 13.2.4 ZEFROBRTE] 28R L TCEZEFROZTEE CTEREFADZERREZHBRLES,
@) MTHYA—FLEEFROZERBRRERE I 7MILEERLET,
TTHORTLURBHRY—ERMG) 4 >R ML—32HA K Windows #7) | (ELATD Web 4 bhDHEDIY
A—RLTLESLY,
https://www. support. nec. co. jp/View. aspx?id=9010102124

QiL05 J7—LDxT7ODIN—D 3 VHERFE
- Server Health Summary THERI B A%
Y—N—FKADOUIDRZ ZEZHT LT, —N—[CEHINIzaVY—ILIZRFEIND IL6 T7—LDT
DN—2 3 U ERERLET (Server Health Summary MF#IE iL05 11— —XHA FSHB),
-2y b=V RBRBTHRTDLAE
iLO 12y FO—Y EEARERES. To5OoH—D5 il0 (A A4 VLT, AZa—T2J27—LH 7 &0S
JYIr9xz7] M il0DN—2 3 U EERELET,

@ESMPRO/ServerManager (Windows fR) D/S\— 3 VHESR A%
(1) ESMPRO/ServerManager [cOS 4 > LET,
(2) EEA LD TESMPRO/ServerManager IZDWLNT ] DY Lo EEIRLET,
(3) FTREIMN B ESMPRO/ServerManager M/N—< 3 EHREHERLE T,

&iL0 EEBERTORER/MRE 7 71 IVD/N—D 3 VHERHE
TTHORTLRBHRY—EZAMG) 4R bL— 3274 FWindows #R) 1 @ 13.1.5 ZEFHROHEI F= &
13.2.4 ZEFEHOHRE! 2R L TREBFROREEET MFMIEHR) O TiLO SNWP Trap) ON—D 3 VIEHREHE
BLEY

® VMware ESXi AT 558D EEER
ESXi #ZBIRFD WMware vSphere DERR > N— KO 7 > PRATFLEVY— > o —DRFRIZTDOVNT,

(1) FETTE FAN #RIZTH T ESXi EEIETHR. TEROEUH—OELM (vienter : R T—2 X) DRTFH
2% &Ee)] LE3EENHYEFITMN. N—F DzT70HEZRTEOTIEEGERICHEDLY FH
ADT, ZOFEFFERWEITET,

- Cooling Unit 1 Fans

(2) ESXi &5 T#%.. Tt H—DESME (vCenter : ATF—2R)DRFEN [N EHBEELAHYET
B, N—FOzT7OHEEZRTIDOTIEECERICEEHY FEADT, TOFTEERW=EITET,
- System Chassis 1 UID

® VMware ESXi TTPM Xv F 2RI 2BENDEEEE

SRTLROM/N—2 32 2.00 (02/02/2019) LARE. A D N8115-35 TPM v FAMEFH S TULVEIES TPM Mode (x1)
£ TTPM 2.01 [ZT. VMware ESXi Z(FERCEE LY,

HL L. TPM Mode A% TTPM 1.2 [CERE SN TULVBIEE. F4IZPSOD (Purple Screen Of Death) MEAET B LAY
HYFET,

(1) HERFOFEARE ITPM 2.01 T,
TPM Mode DR S L UBRELEBIETRRA 2 —K YRR L TLESLY,
- System Utilities > System Configuration > RBSU > Server Security > Trusted Platform Module
Options > Current TPM Type (R EWESR
> TPM Mode Switch Operation (EBREZEH)
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@ RAID EEREHAXDEEIZDOINT

VMware ESXi 1235 LvT. N8103-189/190/191/192/193/194/195/196/201/237/238 RAID 2> kB —3 & N8103-239 0S
TJ—rEASD R—FETFERAIhTILSES. RAID SR E$RIZ SNWP Trap ICK 2 @ICERICH Y ET,
ML, TEEDWeb U & THEECIZELY,
* NEC 7 R— FR—4% )L
https://www. support. nec. co. jp/View. aspx?&id=3140108419

@ Linux 0S #3556 0DFEEE
0S ANEBMIZFRHET B LON A T2 a U NICDTNA REEZFALTLLEEL, B udev L—ILZEBIMT B,

PCI 7 FLRZEEICNICTNAREBZEELY, BELEYTARERITHLENTLEZEL,
Ff=. PC1 7 FLRZEEL /dev/disk/by-path/BEFDR b L—I T NS RAFERALGENTLZEL,

PCIl7 FLRZEEIZLETNA RBEFE - BASRELFEE. POl 2Oy bADh— FEER/IRE. BLUV.

CPU BRIZEEZTHLENTLCEEL, POl NRADT7 FLRAERMNEIL L. PCl HHEDT/NA RBICEENTHI L
TEY, RYFT=I PR L= ADTIEANTELRLSRY, VRATLPEREICEBTELRLLEHENH
YEY,

@ Red Hat Enterprise Linux 8.5 £f=Id. ThLUpiZERT BADIEFIR

DURALT— A a—hbiEHT BHE. 0S T— kY R—T ¥ —#5l: Red Hat Enterprise Linux) %R
LTLEEL,

0SHAA VR P—ILENF-HD P SD HEDT— LT/ 41 RERIRL T35S, RSOD(Red Screen Of Death) AAF4E
TBHIENBY FET,

One-Time Boot Menu

Red Hat Enterprise Linux
Generic USB Boot
)Emboddod LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv6)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv6
)

Embedded SATA Port 1 : ST1000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

TURALT—FAZ2—EE
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5 =MROWEEICET HIEFE

® VATFL1—TF 4T 1 TBMC Configuration Utilityl OERIEIZDWLNTOTESEIA

SRTFLA—TFT 4 )T 4@ [BMC Configuration Utilityl] TOEEIZEWVWT. UTO M) DRy T7 v THAKRTE
SNFIGEEIE Q) LBOFIEFEEF LTI,

AEEHEIIH S HIBEEERINGVMES. Memory Initialization Start] A v+E—CTPOSTELE, HBLY
[TEBICEESR SN TULVA Serial Number. Product ID DiEskhF4Ed 2EENHY FT,

1) YRFLA—F41Y)F4® TBMC Configuration Utility] ICEBWVWTHREDNEEFEZTS &, iL0 DHFREHZ
T51=01Z, XD WarningCGEE) Ry TT7 v THRREREINDZEABY ET,

» Warning

BMC configuration has changed and BMC needs to be reset. The configuration utilty will not be avadable unti
next system reboot

Enter to Continue / Esc to Cancel

-3

EMCREGREZ N, BMCRUE 7 AYLZRTY, ARI-FAUVF /R, RCIAFLNBERENRDIRT
HATEREA,

BROTTICREMer / ¥ v LTI RESC

BARERTOSEE

(2) TOK] ##LCTHEHET,

Q) XD WarningGEB) Ry T7 v INRFRSINET,
ZDOWarningGEB)RY TT7 Y THRTENTUWDIREIZT, BT 1 HULEBEL S,
ZOME., MHEELEVLTLEEL,

£ Warning

The management processor is resetting! Please wait a minute for the reset to complete, then hit Esc to ext the
configuration utiity and reboot the server

BMCRVEY RRTFI ULy MIRTTINEBHELEL, TLT, EscERLTRRI-FT1UT 1%
BTL, ¥=/\-ZBEBLTINEL,

AABRTOBE

@) 1 9L EZAE, REMEORT—2ASVTHAREBETRITLTWS I EZHIELTLESLY,
¥ L0 NEF&EF CRAT=ARASUTHNEETER (B 1 E)
iL0 DEEBMNET LEEEE : AT —2 RSV THAKRBTEHL
(b) BEBDSETHNHERTE5. K] ZHLTLESL,
6) <ESOOF—ZEHEF L TUARATLAI—T 4 ) T4DE@EIZEY EFT,
(7 YAFL—F 14T 4® TReboot the System] ZEIRL THEEELET,
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@® Serial Number. Product ID A%iE% L1=BEDOMRIZDNT
Serial Number, Product ID AVELLT-HE&. UTOFIEIZTEIBT S ENTEET,

(1) EEDERZAZICL, ERa—FZavtEro oA LET,

(2) IMLUEBELI-DL, EBRa—FZFavtEY MIEHELET,

(3) POWER XA v FCTEEDEBREZA VICLET,

4) H——hEFL. POSTEEARTRENET,

B) SFRF—FHLTIURTLA—TAVT4ZBBHLET, L. VATLI—T 1) T4 HEEITEAHL
REIZH->TWEBEE, AVTFURAA RO NMED.4.3 SRTLEREEZT 74U MEIZET) ] %
BHBL., VATLAVTFURRA vy FERELT, RBSUBREDHMELEZLET,

6) YRTFTLaA—FT4YUT1® [System Configuration > BIOS/Platform Configuration (RBSU) > Advanced
Options > Advanced Service Options] # —a—d& Y, Serial Number & Product ID DEZ#EZELET,

(1) Serial Number & Product 1D MEMEAFT HIEDIZEL. FIE 14) IEAFT,

(8) Serial Number & Product ID MEAEIEFT AIETIEAWLCEELTWA)BEIF, YATFLLI—T14UT 4«
M5, ISystem Configuration > BIOS/Platform Configuration (RBSU) > System Default Options] %
ERLFET,

(9) TRestore Default Manufacturing Settings] #&E{RLET,

(10) TYes, restore the default settings. | Z:&IRLET,

(1) BEBMICEENFEE L. POSTEEMNRTEINET,

(12) FOF—FWLTIRTLI—TFT14 )T ZREILET,

(13) HEEDASA KA JIZEBEH S TLVS Serial Number & Product ID 2SR FLa—TFT 1Y) F 4@ [System
Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service
Options] *=a—&kY, BEELFET,

Serial Number

OLLLLL T T e

Hmm ===

N8100-2557Y ——
o

ol

Product ID |
@3

Jpanec.com/express/

[EE] Product ID &I, [N8100-2773Y] D& S HEEDZ ETY,
(14) RBSUSRFEIEB 2T 74/ MENLCER SN TLSEBAE. FORBSUEBBDERLBEREZLET,

@ UPS ik DT BRI
- UPSZL ) FIAR— KL TERT HI5EE. UTOREZES Disabled) [TLTLZELY,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options
> BIOS Serial Gonsole and EMS > BIOS Serial Console Port % [Disabled] IZEREL TL &Ly,

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status %
MDisabled) ITERELTL LY,

- N8181-160 EJR1 ="y I (800W/Platinum) ZLREM TEH L TLHIHEE. UTOREEZEEL TS,

System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced
—-zn

Power Options ~ & ## . Redundant Power Supply Model % THigh Efficiency Mode (Auto) ] IZEREL T
&L,

3% High Efficiency Mode (0dd Supply Standby). FE7=I1&. High Efficiency Mode (Even Supply Standby)(Z
RESNTLDIEERICONTIE, LROEERIIFETT,
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@ N8116-51 SAS THX R/ Fh—F CHEAKRDIEEEH

Starter Pack Version S8.10-009.01 [Z&FE N TUL VS, N8116-51 SAS THXF R/ A A— KD T2 7 7—L9T7
Ty TT—RrEDSa—)LVer.5.08) 1%, BMRLAEWLWTLEZLY,

Sy — D875
Supplement Update / Online ROM Flash Component for Linux (x64) ? HPE 12Gb/s SAS Expander Firmware
for HPE Smart Array Controllers and HPE HBA Controllers

(firmware-smartarray2de15b6882-5. 08-1. 1x86_64)

FHEMICOEFELTIE. LLTD Web ¥ FICEBEINTLWIAREHEREL TS,
[Starter Pack Version S8.10-009.01]
https://www. support. nec. co. jp/
( TNEC - R— b R—2ILNEEI &Y. I88.10-009] ##H&K)

@ SHHBEDNDEHIZDOINT

UTDFHTLavEzEETIHEE. TEBRBOLOREZOAINT 7 o DEEE% lncreased Cooling] ~EHE
LTLEELY,

BEICAEI T 7 o DEEFE%E lNncreased Coolingl F71=I& TMaximum Cooling] IZEEEINTWREBEIX. AEE
T5SBEEHY FEA.

WNEFTay
- N8150-551 %% FH 300GB HDD
- N8150-552 1%% FH 600GB HDD
+ N8150-553  #&% FH 900GB HDD
- N8150-602 &% FH 900GB HDD

O EFIRE
(1) POST FIKFPF—%FWT L, PRTLA—TFT1 )T+ %EEILET,
(2) System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options >
Fan and Thermal Options ZZERLET,
(3) Thermal Configuration #*=a1—% [HFLI3H/EI ITEELET,
@) <FIDF—%WTL, BEZREFELTORTLEBEHLET,
X AHT 7 UREDERIZEL., BEHROERREVCARICE >TIEAHN T 7 VOREHS ENSZ LN
HYET,

@ N8103-184 SASa > bA—35 ZCHEAKOIESRE

N8103-184 SASa > brO—S % (FHT H5HE. iLO Web 4 > 2 —7 = 4 AD[System Information] > [Storage] >
[Storage Controller]® Status A% “ZA<EA (Unknown)” &ERTREINBJBELHY TTHIEICEEETHY FTEA.

@ EXPRESSBUILDER DA JLFIZDLNT

EXPRESSBUILDER DAL T EA U TF U AAA FTRBLELZEEIF. A UTFURAS FOREEEELT
(S,

@ H—NBWAHILTIZDONT

S—NEZHAILTIE. REHASOEEBRRETLHRL. AZLICBEBREODZH AL TZR®T I Y—ERTY,
H—/N\EBWAHILT DML, Starter Pack I TH—n\BEAILT £y b7y THA K] 28BLTLESLY,

Y—NEEHALTOFEBEIZCDOWTIEITED Web U FZ TR ELY,
WWindows Xtk
NEC 47 R— t7R—%JL (Windows *FFSHR)
https://www. support. nec. co. jp/View. aspx?&id=9010106809

WVMware ESXi %fShR
NEC H-7R— FAR—%JL (VWMware ESXi xfhER)
https://www. support. nec. co. jp/View. aspx?&id=9010107805
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® 741

AFTLAHR—FZDVT
EBHEDT 4 AT LA R— FOBMEIL. Y R—FLTULEEA,

FXaotr FOBRERABZICONT

REAHNY (0 [3HF) TROJBEOREICRTENTVWS RFa AV FA—HY—XHA K, ATFUR
A4 F)TIE, BESNTLANEEBEITH ZEAMLTHERABZ TSI,

{5 : N8100-2773Y — N8100-2773H1Y
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AN 27—LOzT7ERIZHESEER

B BI0S/Platform Configuration (RBSU) A =2 —MDZEE(ZDILNT

AEURDEH I 7 —LVITOEHITHWD, A1 —D—MITEELHY FT,
TiE. EERZERHELET .

(1) Server Availability * =a1—
SRFLaA—F 4 YF4m 5. ISystem Configuration > BIOS/Platform Configuration (RBSU) > System Options
> Server Availability] #&iRd B &, IServer Availability] *=—a—MNRFEEINFET,

BIDOA T aIZDO0NT, RORESELTLESLY,

AFar NS A—H— | BB
IPMI Watchdog [Disabled] IPMI [C#EBL-EBFDO POST) O+ v F Ky 544 <T— WD) ZHZIC
Timer Enabled TEFET, COFAT—E. I—F—BIRATLIZHLT IPMl a7 2 F
@) ERATTHEENCEY . BEMNICIXENIZEY FEA,
IPMI 949y F Fy5 24 <—WDT) (X, POST h(=<FOF—, Fi=(I<F10>
F—FRTELELTEET,
POST AD<KFPRF—, FIEFIOF—%HHLLUNDIES, WDT (TR
Shi= IPMl 94 9 F RV TEA4I—DEA LT FIRIDEIZE2 M L
FobL, SATLIRBIREAE IPM 939 F Ry T84T —816%
mITLET,
IPMI Watchdog | 10 Minutes Y—R—DAY I Ty ITNEELEBEIZY—/—(20 L TREL
Timer Timeout | 15 Minutes BALTY FEIMEEETTHETOSBBMZRETEET.
61 20 Minutes
[30 Minutes]
IPMI Watchdog | [Power Cycle] | —/I—D AV I Ty TFIZk>TO+vF Fv I a4 v—mERMEINIC
Timer Action Power Down BoleZDRA LTI FMAMEERETEET,
G 1) Warm Boot

[ ]! HERORE

F1VRTLRMNA—S 32254 YBICTEMENEF TS a0 T,

(2) Power and Performance Options *=a1—
SRTFLaA—TFT 4T a4h 5, System Configuration > BIOS/Platform Configuration (RBSU) > Power and

Performance Options] Z:#iRJ B & . Power and Performance Options] * —a—MRRESNET,
BDA T a3 VIZDO2NT, RORXRESBLTLLESLY,

AFoay NSA—R— L]
Energy [Disabled] COFTVavEFRALT, IRALF—IRTF—T R
Performance Enabled BEZEDELFEDICLET, CEAOBETRYUF

T—YEEHBL, NTF+—T U ROALEEZELEL
T, AA T avEBUMLTLESL,
[ I:

Preference ()

HEEEDRE
F1UOXRTFLRMNS—322 80 LIEIzTEMNENDA T3 VTT,
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(3) Advanced Performance Tuning Options * = a1—
SRTFLaA—TFT 4T 45, System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options > Advanced Performance Tuning Options] Z#:#EiRd % & . lAdvanced Performance Tuning

Options] A*=—a—MREENFET,
BMDOA T avIcoWVT, RORESBLTLEELY,

GED

AT ay NS A—H— B8R

Processor Optimized for AT avidBENHIEEERVT, HEHRENSEEL
Jitter Throughput Optimized | ZELNTL &L,

Control for Latency COFA T avik, TRy —AEEESOBEREB#ED
Optimization | [Zero Latency] MEZRELELLET.

MOptimized for Throughputl #:#ERT 3 L. LEWLTEELE

RACHEBLEVESZHELIFHEZLET,

MOptimized for Latency] #ZEiRT S&. FAtvyU—RFEE%E
TFTIF3EEIHMNETIHI L E2HBLEHBELET,

Zero Latency] #BIRT D& . FIRBESHZIYER< & 5 ICHlfE
L/*?O

[ 1 HERORE

F1: RXFALRMNSA—2 a2 2. 10 LIRICTEMEINSA T3> T,
(4) Server Security * =a—
AT LA—T 4 YT 4h 5, [System Configuration > BIOS/Platform Configuration (RBSU) > Server
Security] %EiRd B &, Server Securityl] A =—a—"RREINET,
BMOA T asIZonNT, RORESBL TS,

AT ar NS A—H— | BB

UEFI Variable | [Disabled] FRUL—F A4 VT VRTLGBEMDY T b7k DHEED UEF1 ZEHD
Access Enabled ETAHE,. VATLBIS TREICHETESELSICHRELET,
Firmware MDisabled] ABIRETNTWBZEEIX, TXTO UEF] EHAE ZAATHE
Control 1) T9 . [Enabled] NBRESATULSB/E. ¥ XTL BIOS LSOV T+

T7IC&>TEER UEFI ZHIZMASNBZEERERZXTRTIAVI EhE
T, BIZIE, RU—TF A VT RTFLBFLWNWIT— T avEzwT—
FMEFDRLEMICEMLES ETDHE. BERICIET— MNEFORTAIICE
BEhFzd, F5: UFIZEHF7HIO RO T77—Loz7ay bA—IHE
M TWBBE, ARL—TFT A VIV RATALAOBEO—RNRYFES
YICBIELEWS ERHYET, FILWARL—TFT A VI VRTLDA Y
A b=LRCIS—MRBETIBENRHBYET,

[ 1@ HERORE

E1TVRATLRMNA—D 32 254 RICTEMENZAF TS avTT,

(a) Advanced Trusted Platform Module Options #* = a1—
CRATLA—T 4T a4h 5, [System Configuration > BIOS/Platform Configuration (RBSU) > Server
Security > Trusted Platform Module Options > Advanced Trusted Platform Module Options] Z#Ei{RI B &.
l'Advanced Trusted Platform Module Options] * —a—ARRFEINET,

EBMOA T avITONT, RORESBLTIEEL,

AF a3y NS A—4— | BB

Omit Boot [Disabled] T—FTFNRARARY FEBRORHEERELET, [(Enabled) IZRET S
Device Event | Enabled &, PR J—FERTORIENEIZH Y, PCRUITHRAEMNRRDHRINLGLE
ﬁn U ij—o

[ ]: HERORE

F1VRATLRMN—D3 2280 URICTEMEN DA TS avTT,
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(6) Advanced PCle Configuration A —a1—
SRTFLaA—TFT 4 F4h 5, [System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device
Configuration > Advanced PCle Configuration] #3i#iR9 B &. lAdvanced PCle Configuration] A =a—M

REEINFET,
BMOAZ2—[2DONVT, ROXREFSEL TS,
AT ay NS A—H— B

PCle MCTP Optionsss - -
E1VORTLRMN—S3 2 210 URICTENShZFH T3> TT,

(@ PCle MCTP Options »* —=a1—
SRATFLaA—FT4) T a4Mm5, [System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device
Configuration > Advanced PCle Configuration > PCle MCTP Options] #%:&iR9 % &. TPCle MCTP Options]
AZa—MRTENFET,
BMDOA T avIco20VT, ROXESELTLIZELY,

AFay | kSrA—4— | &HiHA
PCle Slot | [Enabled] PCle Slot [232%9 3 PCle #i3EH— KAYSlot Bifurcation #gk%xYR— 9"
XX MCTP Disabled BIBE. BECH LT ISlot Bifurcated] 2B/ELTL &L,
Broadcast TAuto] ZRET S &. Plle Slot(k, YR— FShAEXIETERINET,
Support g 1) Slot Bifurcated] #&8&E 3 5 &. PCle Slot L¥L3EH— FRIDIERHA. 2 E
ICREEhET,
XX: 1/2/3... (CPUHOS A PF—h— FBEICIECTREAEDLYET, )

[ 1@ HERORE
E1TVRATLRMA—23 2 210 IRICTEMESNEF T a v TT,
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B) FRECATIE

B Express5800/R120h—1M (2nd-Gen), R120h-2M (2nd-Gen) 1—H—XHA FIZDUL\T
A—H—XHAA FICREAHYELI=DOT, UTICETEWLW:=LET,

B 1
H7R— k 0S VMware ESXi™ 6.7 Updatel LL[% VMware ESXi™ 6.7 Update2 LA[&
& CPU Xeon Gold 6234 Processor (3.40 GHz, Xeon Gold 6234 Processor (3.30 GHz,
8C/16T, TDP 130W, DDR4 2933 1TB) 8C/16T, TDP 130W, DDR4 2933 1TB)

EEEICDOLT
EXPRESSBUILDER, ESMPRO [ZIAAXREZHXEHDBEREETT .

Microsoft (R). Windows (R). Windows Server (R). [&3#E Microsoft Corporation DK(EH L VFDHMDEIZEITS
EREEE-IEETY,

Intel R). Xeon(R) [XkE Intel Corporation D& FEETY ,

LinuxR) [%, Linus Torvalds EOXEH LU ZFDMOEICE T SEEL-IFBRBEIETT .

Red Hat(R). Red Hat Enterprise Linux (R) [x%E Red Hat. Inc. DXEELUVFDMOEIZHITAEEE-ITEEE
BETY,

VMware is a registered trademark or trademark of Broadcom in the United States and other countries. The
term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

Zof, BHEOSHBELVERB IEHOBEERL-FEEHIZTT .

BAEICET 5 BBLEHEIZTONT
RKEOABIZFBHELAHYELBEIE, TRI7—A a9 b EUVA—FTERBVEDLELESLY,

BEIWEhEE: 27— baVE I bEVE—
TEL : 0120-5800-72
S{TRER  : 9:00~12:00 13:00~17:00 RAEH~2EA @HHEZK)
MKEEEEHEZICELSHVESBENDD S ZEBNEHOE LS,

NEC

20265 3A SB21ER
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Precautions for Using
Express5800/ R120h-1M (2nd-Gen), R120h-2M (2nd-Gen)
I —

Thank you for purchasing our products.
This document provides the precautions on the use of this product.
Please read through the instructions below and keep this document in a safe place for your future reference.

)

) Notice about the function of the System ROM
3)Nohoeaboutﬂ1eﬁ.|ndlon oftheiLO5

)

5) Notice of the function in general
A) The additional options by fimware update
B) Errata Information

1) Introduction

o About the manual of this product.

For Starter Pack, the user’s guide and the other related documents of this product, please refer to Download on the following URL.
Regarding Starter Pack, itis also provided as an optional product.

< hps/Avwwwv.58support.nec.co jp/globalidownload/ >
->Document & Software
->Rack
> (Select your server model)

Please check latest information and versions on ESMPRO portal site before using NEC ESMPRO Manager, NEC ESMPRO
ServerAgentService and Express Report Service / Express Report Service (HTTPS)/ Express Report Service (MG).

< https/Amww.58supportnec.co jpldiobalidownload/ >
->ESMPRO

o About Starter Pack
Please see the following website to check the latest Starter Pack.

< htfps:/Awww.58support.nec.co.jp/global/download/ >
->Document & Software
-=>Rack
> (Select your server model)

o About service and driver modules for VMware ESXi
Please see the following website to check the latest modules.

(1)Agentiess Management Service and iLO Channel Interface Driver

< https/Amww.58support nec.co.jp/global/download/ >
->VMware

(2) WBEM Provider and CLI tool

< https:/Aww.58support nec.co.jplglobalidownload/ >
> Utiity

o Notice about service operation time of this product

The service operation hours of this product may require more hours than usual depending on the combination of the equipped fimware
and driver.




2) Notice about the function of the System ROM

© Note for UEFI Boot Order Control

If the System ROM Version is 3.34, you cannot enable or disable new boot devices or save these settings in the UEFI Boot Order Control
menu (*1). To change the priority of the device to boot from, please adjust the priority in the UEFI Boot Order menu (2).
Additionally, each time you navigate to the UEFI Boot Order menu or the UEFI Boot Order Confrol menu, a red circle (©) will appear in front
ofthe "Changes Pending" string at the bottom of the screen. Press the F10 key as needed to save the settings.

(1) BIOS/Ptatform Corfiguration (RBSU) > Boot Options > UEF1 Boot Order Control
(2) BIOS/Ptatform Corfiguration (RBSU) > Boot Options > UEF| Boot Order

¢ Caution for the “Submit Fail For Form” Question pop-up

If you encounter the “Submit Fail For Form” Question pop-up while changing the corffiguration in the System Ultiies, discard the
changes by pressing Cancel. To apply the desired changes after that, reboot the server and re-enter the System Utiliies. Selecting OK
to continue the changes may cause some server settings such as Serial Number and Product ID to be lost

Question

Submit Fail For Form: BIOS/Platform Configuration (RBSU)

Select Cancel to discard changes for this page. Select OK to go to this page

e Caution for recovering from a RSOD(Red Screen Of Death) screen

Ifyou have changed the server configuration/settings or the system status, a RSOD(Red Screen Of Death) screen appears in rare cases
before starting up the OS. This may cause the server to become uncontrollable. However, the server may recover from the RSOD by
tuming off and then on the power again.

To recover from this condition, power off and then on the server again.
If the problem persists, contact your sales representative for maintenance.
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o [f Secure Boot fails, a red screen (RSOD: Red Screen Of Death) may be displayed

If Attempt Secure Boot (*) in RBSU is set to Enabled, and Secure Boot (signatuire verification) fails during boot, a RSOD(Red Screen Of
Death) may be displayed before the OS starts, and you may no longer be able to operate this product.

(*) BIOS/Piatform Configuration (RBSU) > Server Security > Secure Boot Settings > Attermpt Secure Boot

Ifa RSOD(Red Screen Of Death) appears, power the device OFF and then ON. After that, resolve the cause of the Secure Boot failure
(e.g., the boot loader/OS components are outdated and fail verification under the cument Secure Boot policy), and then boot from the boot
device.

As an example workaround, set Attermpt Secure Boot to Disabled, update the OS (or the boot loaderrecovery environment) to the latest
version, then set Attempt Secure Boot back to Enabled and confirn that the OS starts successfuly.

Ifthe issue is not resolved, please contact the First Contact Center.

o Server may become unresponsive during Network PXE Boot

If the System ROM Version is earfier than 3.10 (02/22/2024), the server may occasionally become unresponsive when booting via
Network PXE Bootwith an OS. If this issue occurs, please follow one of the procedures below to restart the server:

a) Press and hold the power button to um off the server. Then, press the power bution again to tum on the server.

b) Select “Power” > “Press and Hold” from the iLO Web Interface to tum off the server. Then, select “Power” > “Momentary Press’
from the iLO Web Interface to tum on the server.

Thisissue has been fixed in System ROM Version 3.10 (02/22/2024).

o How to recover stop POST by the message of "Memory Initialization Start”

If the server stops POST by a message of "Memory Iniialization Start", recover them by setting to the default value by SW6 of the system
maintenance switch.

Referto “Chapter 1 - 7.4.3 Set the System Configuration Back to Default Values™ of the maintenance guide.

o About UEFI Serial Debug output on BIOS Serial Console

UEFI Serial Debug output could inadvertently be seen over BIOS Serial Console with System ROM Version 2.32 (03/09/2020). This
issue would be seen periodically on server reboots. POST time will increase by about 2 minutes.
This issue has been fixed in System ROM Version 2.34 (04/09/2020).

o Notes on the Server Configuration Lock (SCL)

(1) Set SCL function to disabled and operate the system.

(2) Set the password when the SCL function is enabled and keep the password in a safe place. If you lose your SCL password and itis
locked by the SCL function (stopped before booting the OS), you will not be able to unlock itand you will not be able to boot the server
OS again.

You will be charged for recovery / recovery to the bootable state.
If you lose your SCL password, there is noway to clear it

(3) When you will be requesting maintenance, itis necessary to disable the SCL function.
If you cannot be disabled the SCL function, maintenance will be a charged one.

(4) Set "Halt on Server Configuration Lock failure detection.” option to disabled and operate the system. If it was enabled, when the SCL
function detects an unrecoverable condition and is locked (stopped before the OS boots), the system utility will not be able to startand
the server configuration lock will never be disabled.

You willbe for ing to the bootable state.
Unrecoverable conditions of SCL function:
-When the server boatis locked by the SCL function due to change in the RBSU settings.
- When the server boot is locked by the SCL function due to the update of firmware, and the original firmmware version cannot be
restored.
-When the server boatis locked by the SCL function due to a failure of the DIMM or PCl option card

o Notice of the backup and restore of RBSU Settings by RESTful Interface tool.

In the case ofiLO5 Fimmware Version 2.40 or later, backup and restore of RBSU Settings should be done from "Backup and Restore
Setlings" menu under System Utiities. (See "Backup and Restore of RBSU Settings" in Maintenance Guide (Common).)
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o About the change of specification in Fault tolerant memory function (ADDDC)

Specification of the Fault tolerant memory function (ADDDC) has been changed by firmware update. Change points are below.
- For the System ROM Version 2.04 (04/18/2019) or later
Even if the system has other than 8 or 12 DIMMs per channel but has the fault tolerant memory function (ADDDC) available
configuration, the systerm will change its setting automatically and starts to use this function.

- For the System ROM Version 2.10 (05/21/2019) or later
+ The Fautt tolerant memory function (ADDDC) can be used even if the amount of RANK number per channel does not exceed 2.

-N8102-709 becomes ready for use of the fault tolerant memory function (ADDDC).

o About the intemal DVD-ROM (N8151-137/138) display

Embedded SATA Configuration setiing (* 1) is set to [Smart Amay SW RAID Support], two infemal DVD drive information is displayed in
the Disk Utiities menu (* 2) depending on the operating environment.
Both can refer fo the same intemal DVD information.
(*1) 'System Configuration > BIOS/Patiorm Configuration (RBSU) > Storage Options > SATA Controller Options > Embedded
SATA Configuration

(2) T'Systern Configuration > HPE Smart Amray S100i SR Gen10 > Disk Uities

o Factory settings on the following items of BIOS/Platform Configuration (RBSU) are as below.
(1) System Contiguration > BIOS/Piatform Configuration (RBSU) > Workioad Profile : Custom

(2) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum Processor Idie
Power Core C-State : No C-states

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum Processor Idle
Power Package C-State : No Package States

¢ "IPMI Watchdog Timer Timeout" may be logged in the iLO event log (IEL)

When System ROM is v262 (03/00822022) and the IPMI Watchdog Timer option is set fo Disabled (factory seffing),
the following "IPMI Watchdog Timer Timeout' may be logged in the IEL:

iLO IPMI Watchdog Timer Timeout Action: None, TimerUse: 0x44, TimerActions: Ox00.

Event Class: 0x23

Event Code : 0xB3

Recovery procedure:
This problem will be solved by exercising either of the recovery options (A or B) described below.

Recovery option A
1. Power off the server. Then disconnect the plug from the outiet
2. Wait for 30 seconds. Then plug the server into the outiet again.

Recovery option B
In System Utiities, change the setling of the IPMI Watchdog Timer option two times as follows:
1. Poweron the server.
2. During the POST, press the F9 key o start System Utiities.
3. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI Watchdog Timer option
to Enabled

4. Pressthe F12 key, save the change, and then restart the system.

5. During the POST, press the F9 key to start System Ultliies again.

6. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI Watchdog Timer option
to Disabled.

7. Press the F12 key, save the change, and then restart the system.
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o About the System Utilities and One-Time Boot Menu display

(1) To protect the change pemissions on the menu under BMC Configuration Utiiity, enable BMC Configuration Utility >
Setiing Option > Require user login and configuration privilege for BMC Configuration.

ltisn't protected by seting of BIOS/Platform Configuration (RBSU) > Server Security > Set Admin Password.

(2) The Maximum Size and Installed Size of L2 and L3 cache in "System Information > Processor Information” are indicated by the values
thata 1 MB to 1048576 bytes.

(3) Inthe PCle Device Configuration menu of BIOS/Platform Configuration (RBSU) (*)and in One-Time Boot Menu, the name ofaRAID
controller may not be comectly displayed on the following conditions:

- For N8103-189, N8103-190, N8103-191, N8103-192, N8103-193, N8103-194, N8103-195, N8103-196, N8103-197, N8103-
201,N8103-237,0rN8103-238
The above problem occurs if both of the following conditions are met
1. The version of the RAID controller frmware is v4.11 or higher, orv3.01.04.072 or higher.
2. The version of System ROM s lower than v2.68 (07/14/2022).

However, the problem does not affect a boot from the HDD/SSD managed by the RAID controller.
* Select BIOS/Platform Configuration (RBSU) > PCle Device Configuration.

o About the PCle Slot X MCTP Broadcast Support menu (X is PCle Slot number)

In the device with the System ROM Veersion 2.10 (05/21/2019) or later, when the PCle MCTP Options menu is selected (as described in
*1 below) for the first ime, the pop-ups (*2) informing that the settings for the device will be forcbly set to default will be displayed as many
as the number of settable PCle slots.

Meanwhike, in the device with the System ROM of the following versions, when the settings are tried to be saved, the pop-up (*3)
appears and the settings are not saved. As a result, the pop-ups (*2) will be displayed as many as the number of the PCle slots every
time this menu is displayed. In this case, MCTP Broadcast always operates in an enabled state.

-v2.22 (1113/2019)

-v2.30(02/11/2020)

-v2.32 (03/09/2020)
*1 : Systern Configuration > BIOS/Platform Configuration(RBSU) > PCle Device Configuration >Advanced PCle Configuration >PCle

MCTP Options
2:
e Error
[ ok |

*3:

o Question

Submit Fail For Form: BIOS/Platform Configuration (RESU).

Select Cancel to discard changes for this page. Select OK to go to this page.

o About set value of Extended Memory Test option

When System ROM Version is v2.36 (07/16/2020), Extended Memory Test option is set to "Disabled" automatically aftera systermn reboot.
System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options > Extended Memory Test
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3) Notice about the function of the iLO5

e Caution about ResetiLO

Do NOT Reset iLO during the period from server boot start to the completion of OS boot. This period incudes the execution of POST
(Power On Seff Test)
Do NOT ResetiLO whike users are using the System Uliliies.

Under such circumstances, restarting the iLO may cause unexpected result.

For example, while changing options of the System Utiiiies, Reset iILO may lead to loss of server settings such as Serial number and
Product ID. Ifthe iLO is reset during POST execution, the screen display of UUID and UUID logic in iLO Web Interface : [Information] >
[Ovenview], may be comupted. Please tum off and tum on the power this product.

iLO Resets whichis subject to this caution
-ResetiLO via network such as iLO Web Interface
- ResetiL O via UID switch

* Refer to Caution for operating “BMC Configuration Utility” in the System Utities below, for the cases where iLO is reset after changing
the settings in “BMC Configuration Utility” in the System Utiiities.

e Caution about iLO Downgrade Policy
In case that iLO License for Remote Management s installed, Do NOT set “Pemmanently disallow downgrades” in [ Security] > [Access
Setlings] > [Update Service] > [Downgrade Policy] setting.

If the setting “Permanently disallow downgrades” is set, downgrade of any fimware cannot be done afterward. The setting of this
“Permanently disallow downgrades” is permanent and imeversible, and users cannot change this setting from any iLO interfaces or any
utiities.

This setfing cannot be removed by setting “Set to factory defaults” and the setting “Permanently disallow downgrades” is kept unchanged.

e Caution about iLO security function
@ isalways displayed in [Information] > [Security Dashboard] and iniLO Web Interface screen.
Depending on the setting of RBSU or iLO, the status of security may be displayed in red showing securtty is at Risk. Please set security

settings appropriately in order to follow customer’s security policy.
Forthe recommended settings, please review the iILO5 User's Guide.

Forthe settings of “Require Host Authentication”, please refer to the other descriptions of Caution for the case where Admin Password
is set from System Utilities(*1), or the case where the setting “Require Host Authentication” is enabled from iLO Web
Interface(*2).

The matching condition is different by iLOS Fimmware Version.

iLO5 Firmware matching condition(s)
Version 140 (*1),and (2)
Version 143 and later (2)

The iLO security icon on the right upper portion of Web Interface may be transparent even if “Overall Security Status” of [Security
Dashboard]is “Risk’.
"Overall Security Status" of [Security Dashboard] indicates the cument security status.

o Caution for the case where Admin Password is set from system utility (*1), or the case where the setting “Require
Host Authentication” is enabled from iLO Web Interface (*2).

(*1) This caution is for iLO5 Firmware Version lower than 1.43.
“System Configuration > BIOS/Platform Configuration (RBSU) > Server Security”
Set password by “Set Admin Password option”

(*2) This caution is for iLO5 Firmware Version 140 and higher.
Set “Require Host Authentication” Enabled in “Security > Access Settings >iLO”

When the setling described above is executed, the following symptoms are expected
- Many messages “Remote Insight/Integrated Lights-Out Unauthorized Login Attempts” are displayed n alert viewer.

31



+ Emor ocours, when Starter Pack (Standard Program package) is applied.

The following services and functions are not supported
- Report services for hardware faults in Express Report Service

- RAID Report Service
- Function to display Device information and configuration oolecied by iLO
 Fundtion to collect event logs oollected by iLO

o Caution about iLO time function

This caution is foriLO5 Firmware Version lower than 1.45.

In case that SNTP setfing is disabled, and if the ILO is reset, iLO time may be slipped.
ltis recommended that SNTP is set enabled atiLO Web Interface.

Forthe details of iLO SNTP setfing, please refer toiLO5 User's Guide.

o About the corrupted screen display of UUID in iLO Web Interface

If the iLO is reset during POST execution, the display of UUID and UUID logic in iLO Web Interface : [Information] > [Overview] page
may be comupted.
When any corrupted texts are displayed, please tum off and on the system.

e Caution about Virtual NIC settings on iLO Web Interface

The defautt value of “Virtual NIC” in [ILO] of [Security] depends on the version of the ILO5 Fimware.
If"Set to factory default" is executed in the BMC configuration utility, check the following:

(1) Fyou use iLO5 Fimmware Version between 2.10 and 2.18, the default value of “Virtual NIC” is “Enabled’”.
Awaming may be displayed for “Virtual NIC” on the device manager of Windows Server 2012 R2 which does not support virtual
NIC or Windows Server 2016/2019/2022 where USB CDC-EEM driver is not installed.
If you do not use the iLO virtial NIC funcfionality, go to [Security] > [ILOJ, and set “Virtual NIC” to “Disabled”.

(2) ffyou use iLO5 Firmware Version between 1.40 and 1.47, or 2.31 or later, the default value of “Virtual NIC” is “Disabled”.

e Caution about IPv6 address of Network Adapter on iLO Web Interface if vEthemet(Hyper-V Virtual Ethemet
Adapter) is configured on Windows

If LO5 Fimmware Version between 2.10 and 2.18 below is used and vEthemet(Hyper-V Virual Ethemet Adapter) is configured on

Windows, “IPv6 Address” of [Network Ports] in each Adapter may be not accurate on [Information] > [Network] > [Physical Network

Adapters].
Please confirm The Property of each network adapter on Windows, if vEthemet(Hyper-V Virtual Ethemet Adapter) is configured oniit.

o Display of Network information on iLO Web Interface

IfiLO5 Fimmware Version 2.31 or lateris used and the network bridge is configured, the information displayed (foreach adapter) in [Physical
Network Adapters]in [Network] of [Information] on iLO Web Interface may differ from the actual status on OS.
Forthe detall of the bridge information, please check the Property of each network adapter on OS.

o Displaying Device Inventory information in the iLO Web Interface

< Environment with SAS Expander card (N8116-51) >
iLO5 Firmware Version 2.31 or later, SAS Expander card information might be displayed as follows, but it does not affect server

-Fimware Version  : NA
-Status - Disabled
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o About Storage Information of iLO Web Interface
If you are using the iLO5 Firmware Version 3.00 or later
iLO5 may not retrieve Storage Information after server reboot.

In this case in the ILO Web Interface, under "System Information,” dlicking on the "Storage” tab displays the following:
"Failed o refrieve complete storage device information. Refresh the page in a few minutes. "

If above the message is displayed on "storage”" page iniLO Web Interface, please run the iLO reset

o Caution for the Security Dashboard of iLO Web Interface

If you update to iLO5 firmware greater than or equal to 143 and lower than 2.10, “Last Fimmware Scan Result’ is displayed in “Information
> Security Dashboard”. Do not diick this Hyperfink.

If you dlick this link by mistake, you won't be able to move between menus and tabs.

In that case, you need to reload the page by the reload bution of the browser.

Oryou log out the cumrent session of iLO Web Interface, and please log in again.

Information - Security Dashboard ® ©O D O 9 /A 7

Overview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

@  Overall Security Status : OK

Security State Production
Server Configuration Lock: Disabied
Security Parameter J/Status State Ignore
Security Override Switch 9 0K oft O
IPMUDCMI Over LAN 90K Disabled O
Minimum Password Length 90K oK O
Requir n for iLO R 90K Enabled O
9 oK Enabled O
Secure Boot 9 OK Enabled O
Password Complexity 9 OK Enabled O
Require Host Authentication 90K Disabled O
90K oK O

e What to do if you receive a corrupted alert about physical drive status changes?

When you received the comupted SNIMIP alert about physical drive status changed, confirm the location information of the same event at
“Information” - “Integrated Managementlog” of iLO Web Interface.

eg:
Abnormnal, physical diive status change detecionLO SNVP Trapmgr WIN-UBHIHPNIH1Quuru+hei83,192.168.0.57, 202110101
152257 JLO,0xc0000bef"A physical drive status change hes been defedied. Current status s 3.

(Location: Port 12 Controller: Siot 12)'ffthe physical ciive status s falled(3), prediciveFaiure(),
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o About status of Agentless Management Service(AMS) on iLO Web Interface.

When you received the comupted SNIVIP alert about physical drive status changed, confirm the location information of the same event at
“Information” - “Integrated Managementlog” of iLO Web Interface.

When status of Agentiess Management Service(AMS) is “Unknown” or “Not available”(*) on iLO Web Interface,

please resetiLO.

After about 10 minutes, please restart Agentiess Management Service(AMS) by following procedures.

*Verifying AMS status
Please confim the status fromiLO Web Interface : [System Information] > [Summary] > [Subsystems and Devices]

"Agentiess Management Service".
If the status of Agentiess Management Service(AMS) is “Unknown” or “Not available”, iILO can't collect some part of
information of storage, network and iLO can't display those information correcty.

< Restaring AMS >
Procedure
+ Windows
Navigate to the Windows Services page and restart AMS.

- Red Hat Enterprise Linux 7x and 8x
Enter the following command:

# systemctl restart smad
# systemctl restartamsd

- ESXi656.7
Enter the following command:

# letc/initd/amsd.sh restart
Or
# letc/initd/ams.sh restart

* Command depends on the version of AMS you are using

- ESXi7.080/
Enter the following command:

# letc/initd/amsd restart

o About Java IRC session timeout message.
Whie Integrated Remote Console (Java IRC) is launching, the pop-up messages indicate the IRC session expired appear after that
session has expired. At the same time, imelevant popup appears too together.
\When the following message in bottom layer of Java IRC window, ignore description in displayed pop-up message.

-“Sessions Closed due to Timeout or Unauthorized Access.”

o Note About Rapid Setup
tfyou are using the ILO5 fimmware 2.71 or 2.72:

Before using Rapid Setup for configuring the Smart Amay SW RAID on your system, open the iILO Web Interface, go to [System
Information] > [Device Inventory], and then confirm that “Status” of Smart Aray S100i SR is “Enabled”. During a POST after that, press
the F10 key, select [Provisioning] > [EXPRESSBUILDERY], and then run Rapid Setup.

If “Status” is “Unknown”, running Rapid Setup may display “Preparing recommended RAID conffiguration” and then the following
message:
m “Rapid Setup did notfind any supported disk installed on this system.

Either there is no disk installed, or there is a cabling or other problem.
Please exit Rapid Setup and check your hardware configuration.”
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¢ Possible high-speed fan rotation and abnomal sound
If you are using the iLO5 firmware 2.90 or later

Restarting the server can on rare occasions rotate the fan at high speed and emit an abnormal sound.

If this state continues for more than seven minutes, restart the server again.

 SNMP Alert
If you are using the iLO5 Fimmware Version 3.00 or later

For NEC ESMPRO Manage, the Alert Viewer nofifies you of a change in a physical-drive status when itis detected.
Depending on the status, the location information is displayed in either of the following two pattems:

1. (Location: Slot=(A):Port=(B):Box=(C)Bay=(D) Controller: <NULL>)
2. (Location: Port=(B):Box=(C):Bay=(D) Controller: Slot (A))

A: Controller location (siot number)

B: The port number of the physical drive

C: box number of the physical drive

D: The bay number of the physical drive

o Caution about Using Cipher Suite for Intelligent Platform Management Interface (IPMI)
iLO5 does not support IPMI Cipher suite 17. If you run the "ipmitod!” utility version 1.8.18 with
the interface specified as "lanplus" and cipher suite as "17" for an iLO5, the following emor will be displayed.

Emorin open session response message: no matching cipher suite
Emor: Unable to establish IPMI v2 / RMCP+ session.
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4) Notice about the OS

o About EXPRESSBUILDER Manual Installation
Partiions in the target disk are deleted when you install the Windows by EXPRESSBUILDER even if you select the "Manual" option.
Pay attention to the user data stored in the system drive when re-installing VWindows.

o Notice of Windows Server

When the USB device is used in supported Windows Server OS, the next eventlog is sometimes registered.
Butignore this message since it does not cause any problem for the operation.

<EventLog>
D 1
Source : VDS Basic Provider
Level :Emor

Unexpected ermor occurred. Eror code :32@01000004

o Notice of Agentless Management Service (AMS) on the server running Windows Server OS

The server running a Windows Server 2012 R2, Windows Server 2016, or Windows Server 2019 operating system with Agentiess
Management Service (AMS) version 1.40.0.0 installed, the ams.exe process will exhibit an increasing handle count. Handle leaks can
cause performance issues overtime due fo over consumption of memory.

@ This symptom is fixed in the Agentiess Management Service (AMS) 1.43.0.0.
This AMS is induded in the Starter Pack. Please apply the Starter Pack ersion S8.10-006.03 or later: If the AMS 1.40.0.0is already
installed in your server, and you want to apply Starter Pack Version S8.10-006.03, you need to update the AMS separately. Forfurther
explanation about the updating, please check the Starter Pack website.

*ifyouwant to use Agentiess Management Service (AMS) 1.40.0.0, please do the following steps to stop the increasing of the
handle count.

(1) Stop the AMS sexvice by typing "net stop ams" in a command prompt.
(2) BExplore to C:\Program Files\OEMAMS\Service folder.
(3) Rename the file storelib.dll to sforelib.dilbak

(4) Start the AMS sexvice by typing "net start ams" in a command prompt.

(*1) The following message may be displayed when stopping AMS, but there is no problem.
Asystem emor has occurred.
System emor 1067 has occurred.
The process terminated unexpectedly.
The Agentless Management Service service was stopped sucoessfully.

(*2) The following message may be displayed when starting AMS, but there is no problem.
The requested service has already been started.

# There are 2 ways to check the version of Agentiess Management Service (AMS).
- The way to confirm on the OS of the target system.
(1) Run the following command on Windows PowerShell.
> GetWmiObject Win32_Product | Select-Object Name,Version | Select-String "Agentiess Management Service”
(2) Check the version from the command result

- The way to confirm on the remote system with using iLO Web Interface.
(1) Login to iLO Web Interface with Web browser on the remote system.

(2) Select the "Fimmware & OS Software” on the left menu, and then select "Software".

(3) Check the version of "ams.exe" displayed in "Product Related Software”.
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o Notes on changing configuration of CPU board after setting up Windows Server 2019/2016/2012 R2

When afixed IP address or DNS is set for the following options, add a CPU board by the following procedure.
(The procedure is necessary to take over the fixed IP address setting even after the CPU expansion.)

N8104-173  Dual Port 10GBASE-T LOM Card
N8104-177  Dual Port 25GBASE SFP+LOM Card
N8104-182  Dual Port 10GBASE-T Adapter (2ch)
N8104-183  Dual Port 10GBASE-T Adapter (2ch)
N8104-185 Dual Port 10GBASE SFP+Adapter
N8104-187  Dual Port 25GBASE SFP28 Adapter
Expanded PCl Card with PCHo-PCl bridge

(1) Change setlings such that the service that refers to the relevant option does not start up automatically and stop service. In
addition, when the storage is connected to the option, remove the LAN cable from the option before the following work so that
the option does not recognize the storage.

(2) When seting LAN tearming at the option, canoe! teaming.

(3) Record IP address of the options / sub netmask / default gateway / prefermed DNS server/ altemate DNS server (the partsinthe
red frames below.)

Internet Protecol Version 4 (TCP/IPv4) Properties X

You can get IP settings assigned automatically if your network supports
this capability. Oth need to ask your network administrator
far the appropriate

(O Obtain an IP address automatically

(@) Use the following IP address:
o —

Default gateway:

[validate settings upon exit

cancel

(4) Change the settings of the option as follows: “Obtain an IP address automatically”, for IP address and “Obtain DNS server address
automatically.” for DNS address.

(5) Follow the user’s guide to add a CPU board.

(6) SetIP address /sub netmask / defautt gateway / preferred DNS server / altemate DNS server, which are recorded in Step 3), to
the option.

(7) Set LAN teaming again.

(8) Set up again the service whose setting was changed in Step 1) so that the service starts automatically. VWhen the option is
connected to storage, connect the LAN cable again such that the option can recognize the storage.

Tips

If you do not follow above procedure, a message appears, teling for example, that the fixed IP address is used by another device,
and you may not be able to set a fixed IP address.

In that case, execute the commands below by command prompt and boot the device manager. Then, dick [View] > [Show
hidden devices] and expand the network adapter tree, and then delete the grayed out devices that are notin use.
>setdevmgr_show_nonpresent_devices=1
>Start DEVMGMT.MSC

When you refer o network of NEC ESMPRO Manager, a duplicate network card wil be displayed after the configuration of the expanded
CPU board is changed CPU processor kit. Please ignore the network device that is not displayed on the OS, and the detail information of
the network device wil be displayed as “Unknown”,
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o Note on using NEC ESMPRO Manager (Windows) and Express Report Service (MG)

Depending on the combination of iLO5 Fimware Version of this product with NEC ESMPRO Manager (Windows) and Express Report
Senvice (MG) (Windows), it may be necessary to update NEC ESMPRO Manager (Windows) and iLO Receiving Information (o
en.mtb). Please refer to the end of this chapter to confirm/update to the latest version, if needed.

#Phenomena regarding NEC ESMPRO Manager (Windows)

iLO5 Fiimware | NEC ESMPRO Phenomena
Version Manager (Windows)
Version
210o0rlater Eariier than 6.25 - Configuration Tab - Server Status screen

"SNIMP Alert setting” will show ermor message "Failed to get SNMP Alert seting”.
Remote Contol Tab - iLO Information - Show IML or Save IML

NEC ESMPRO Managerwill fail to get IML information and Show IML or Save IML
feature will not work.

- AleriViewer
New Alerts of hardware failure added with firmware update will be displayed as
"Unknown" alert on AlertViewer.

Eariier than 647 - AlertViewer

New Alerts of hardware failure added with firmware update will be displayed as

"Unknown" alert on AlertViewer, or they wil not be displayed on AlerfViewer.

#Updating NEC ESMPRO Manager Ver 6 (Windows)
(1) Download the latest version of NEC ESMPRO Manager from the following website.
htips:/Amww.58supportnec.co.jp/globalldownioad/index.himl
-ESMPRO tab
-NEC ESMPRO Manager

(2) Update NEC ESMPRO Manager. For details, refer to Chapter 2 Installation in "NEC ESMPRO Manager Ver. 6 Installation Guide
(Windows) [PDFT".

#Phenomena regarding iLO Receiving Information (lo_en.mtb)
* Intend for users of NEC Express Report Service (MG
iLO5 Fiimware | iLO Receiving Information Phenomena

Version Version
2100rlater lo_en.mtb It is impossible to detect a failure of the hardware added along with the
Earfier than 14.0 update of hardware and to issue an alert of this failure.
* If iLO Receiving Information has been updated and NEC ESMPRO
iml_enmtb Manager has not been updated, it is impossible to detect the failure of the
Eardier than 150 added hardware and issue the alert of the failure, as with the above.

* There are 2 kinds of iLO
Receiving Information.

#Updating iLO Receiving Information

(1) Download the latest version of iLO Receiving Information (lo_en.mtb, iml_en.mtb) from the following website.
https:/Awww.58supportnec.co jpldlobalidownload/index.html
-ESMPROtab
- Express Report Service (MG) (Windows) Receiving Information
-iLOZp

(2) Delete cumrent Receiving Information from Express Report Service (MG) (Windows).
For defails refer to “3.1.5 Setting for Receiving Information” or “3.2.4 Setting for Receiving Information” in "Express Report Service
(MG) Installation Guide (Windows)".

(3) Set the latest version of Receiving Information downloaded in step (1) to Express Report Service (MG)

* Download "Express Report Service (MG) Installation Guide (Windows)' from the following website.
https/Avww.58supportnec.co.jp/globalldownload/indexhtml
-ESMPROtab

- Express Report Service (MG) (Windows)
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@ The steps of confimnation for iLO5 Firmware Version
- Server Health Summary
Push the UID button on the server and check the version of the iLO5 Firmware on the console connected to the server.
(For the detail, refer to Server Health Summary iniLO5 user guide.)

-Remote
Check the version of the iLO5 Fimmware on "Fimmware & OS Software - Installed Fimware" by iLO Web Interface.

# The steps of confimming version for NEC ESMPRO Manager (Windows)
(1) Login NEC ESMPRO Manager.

(2) Click the "About NEC ESMPRO Manager” link at the top right of the screen.
(3) Conirm the version information of NEC ESMPRO Manager.

# The steps of confiming version for iLO Receiving Information (lo_en.mitb, iml_en.mtb)
Confirm the version of ILO SNMP Trap” in "Setting for receiving information” screen.
Regarding "Setling for receiving information” screen, refer to 3.1.5 Setfing for Receiving Information or 324 Setting for Receiving
Information in "Express Report Service (MG) Installation Guide (Windows)'".

o Note on using VMware ESXi

1. This caution is about the screen display of VIMware vSphere : Monitor > Hardware > System Sensor > Sensorwhen the
ESXiis booted.

(1) Incase of nonedundant FAN configuration, there are cases where the screen display of following sensor Health (VCenter : Status)
shows “Waming (Yellow)’ after ESXi completes boot, This “/Waming (Yellow)’ does not indicate hardware malfunction and there is
no impact to the system operation.

- Cooling Unit 1 Fans

(2) There are some cases where the screen display of following sensor Health (vCenter : Status) shows “ ?” after ESXi completes
boot, this does not indicate hardware malfunction and there is no impact to the systerm operation.

- System Chassis 1 UID

o Notes for using TPM in VMware ESXi

If your system has TPM kit (N8115-35) and is running VMiware ESXi with System ROM Version 2.00 (02/02/2019) or later, TPM mode
should be setto "TPM 2.0" (*1).
PSOD (Purple Screen Of Death) occasionally occurs when TPM Mode is setto “TPM 1.2”.

(*1) The factory default setiing is “TPM 2.0".
Check TPM Mode and change setiing from the following menu.

Menu Location : System Utiies > System Configuration > RBSU > Server Security > Trusted Platform Module Options
Indicating : Cumrent TPM Type
Setlings : TPM Mode Switch Operation

e Change of RAID monitoring and reporting method

if ViMiware ESXi uses N8103-189/190/191/192/193/194/195/196/201/237/238 RAID controller and N8103-239 SSD Adapter for OS
Boot, the RAID monitoring report will be changed to SNIMP Trap reporting.
For details, please check the following website.
NEC Support Portal
hitp/Amww.58support.nec.co jo/globalidownloadN8103-230MVBEM uninstall en.pdf

o Cautions on using Linux OS

Use the device name of LOM or optional NIC which the OS automatically recognizes. VWhen adding a unique udeyv rule, do not change
orfix the NIC device name based on the PCl address.
In addition, do not use the storage device name under /dev/diskiby-pathy that indudes the PCl address.

If operation using a device name based on the PCl address is required, do not addremove the card toffrom the PCl slot, or change the
CPU configuration. If the PCI bus address information changes and the name of the PCl-oconnected device is affected, you may notbe
able to access the network or storage, and the system may not boot nomally.
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5) Notice of the function in general

o How to recover lost Serial Number and Product ID
lf the server loses Serial Number and Product ID, recover them as follows:

(1) Power off the server. Then disconnect the plug from the outiet

(2) Wait 30 seconds. Then plug the server into the outlet again.

(3) Tum on the server with the POVWER button.

(4) The server starts up and the POST screen appears.

(5) Press the F9 key to enter the System Utiiities.
Ifthis fails, initialize the RBSU settings with the system maintenance switch (refer to “Chapter 1 7.4.3 Set the System Configuration
Back fo Default Values” of the maintenance guide).

(6) Check the values of Serial Number and Product ID by selecling the menu of the System Utiities: System Configuration >
BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options.

(7) Ifthe values of Serial Number and Product ID are satisfactory, go to step 14.

(8) If the values are unexpected or lost, select the menu of the System Ulilies: System Configuration > BIOS/Platform
Configuration (RBSU) > System Default Options.

(9) Select the Restore Defautt Manufacturing Setiings option.

(10) Select this option: Yes, restore the default setfings.

(11) The server restarts automatically and the POST screen appears.
(12) Press the F9 key to enter the System Ullties.

(13) Set the proper Serial Number and Product ID (indicated on the pulkout tab of the server) via the menu of the System Uliiiies:
System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options.

Serial Number
e . D

(LR =
N8100-2557Y

}:l}e

el

JPAnec.com/express/

Product ID

[important] Product ID is the model number like "N8100-2773F". Product ID is not PID.

(14) Ifthe RBSU settings have been changed from the defaullts, check and configure the new values.

o Note on using UPS

- When connecting UPS to a serial port, set the items to “Disabled” in the following settings as below:

(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options > BIOS Serial
Console and EMS > BIOS Serial Console Port — [Disabled]

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status — [Disabled]

- Ifthe N8181-160 (power supply unit [BOOVV/Platinumy) is used by redundant configuration, change the following setfings:
System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced Power
Options > Redundant Power Supply Mode — [High Efficiency Mode (Auto)]
Note:

The (':ustomerset as High Efficiency Mode (Odd Supply Standby) or High Efficiency Mode (Even Supply Standby)
is unnecessary for change above-mentioned.
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o Note on using N8116-51 SAS Expander Card

When updating fimware from this Starter Pack (Ver S8.10-009.01), please do NOT apply the following fimware update module
(Ver5.08).

[Package Name]
Supplement Update/ Online ROM Flash Componentfor Linux (x64) ? HPE 12Gb/s SAS Expander Fimmware for HPE Smart Amay
Controllers and HPE HBA Controllers
(firmware-smartamay2de15b6882-5.08-1.1x86_64)

Please check the following Starter Pack Version S8.10-009.01 public page for detailed application procedures.
[Starter Pack Version S8.10-009.01]
< htfps:/Aww.58support.nec.co.jp/giobalidownload/ >
->Document & Software
->Rack
-> (Select your server model)

eChanging the cooling setting
This topic pertains to the following HDDs:

N8150-551 300GB 15K Hot Plug 2.5-inch SAS HDD
N8150-552 600GB 15K Hot Plug 2.5-inch SAS HDD
N8150-653 900GB 15K Hot Plug 2.5-inch SAS HDD
N8150-602 900GB 15K Hot Plug 2.5-nch SAS HDD

if your HDD is any of the above, butits cument codling fan setting is Increased Cooling or Maximum Cooling, leave itas itis (i.e., no
need o change the setting). With neither of the two specified, for the HDD's stable operation, please change the setfing to Increased
Cooling as folows:
#Procedure for changing the setting

(1) Power on the server. During the POST, press the F9 key 1o start System Utilities.

(2) Select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal Options >

Themal Configuration.
(3) Change the setting to Increased Cooling.
(@) Press the F12 key, save the change, and then restart the system.

Note:

Changing the cooling fan setting may increase the cooling fan speed, which depends on the operating environment for and the load
onthe system.

o Notes of using SAS controller (N8103-184)

When using N8103-184, “Status” of iLO Web Interface [System Information] > [Storage] > [Storage Controller] might be displayed as
“Unknown”, but it does not affect server operation and SAS Controller operation.

o About EXPRESSBUILDER Help
Iif the EXPRESSBUILDER help is different from Maintenance Guide, do not use the help but the guide.

o About FCoE function in N8104-173/177
The FCoE function (Fibre Channel over Ethemet) isntt supported with this product as NEC.

The FCoE function is enabled in N8104-173 in spite of the LOM firmware version, in N8104-177 with Family Firmware Version after
8.3543.

Iltis recognized as the FCoE device on the OS, but when not using it from OS and drivers it does not cause any problem for the
operation.
Please ignore detection of the following device.

-HPE 533FLR-T FCoE Device
-HPE 622FLR-SFP28 FCoE Device

o About DisplayPort Connector
DisplayPort Connector at the frontis not supported.
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o About Wake On LAN function in N8104-173

When using the Wake On LAN fundion with PORT2 in N8104-173 (Dual Port 10GBASE-T LOM Card), update the frware version o
7.192or higherin advance.
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A) The additional options by firmware update

m About changing the BIOS/Platform Configuration (RBSU) menu

Some options are added or changed by firmware update of this product
The additional options are listed below.

(1) Power and Performance Options Menu
In System Utilities, selecting System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options displays
the Power and Performance Options menu.

Its additional options are described in the following table:

Option Parameter Description
Energy Performance | [Disabled] Use this option to enable/disable Energy Performance Preference.
Preference *1 Enabled

*1: an option usable with System ROM Version 2.80 or later.

(2) Server Availabiity Menu

[ I Defaultseting

When you select System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Server Availability from the System Uliliies,
the Server Availability menu appears.
For details about the additional options, see the table below.

Option Parameter Description
IPMIWatchdog Timer [Disabled] Use this option to enable a Boot Time (POST) IPMI compliant Watchdog Timer
Enabled (WDT) that is disabled when an IPMI command is issued to the system by the user
and will not automatically be disabled.
IPMI Watchdog Timer 10 Minute Use this option to set the wait imer before performing the desired timeout action on the
Timeout 15 Minute serverin the event of a server lockup.
20 Minute
[30 Minute]
IPMIWatchdog Timer [Power Cycle] Use this option to set the timeout action upon expiration of the watchdog timer due toa
Action+ Power Down server lockup.
\Wam Boot

*1: an option usable with System ROM Version 254 or later.

(3) Advanced Performance Tuning Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced
Performance Tuning Options from the System Ultiies, the Advanced Performance Tuning Options menu appears.

For details about the addiional options, see the table below.

[ I Defaultsetting

Option Parameter Description
Processor Jitter Control Optimized for Throughput This option optimizes the thresholds used when the Auto-tuned function
Optimization *1 Optimized for Latency detects fluctuations in processor frequency. Optimized for throughput
[Zero Latency] allows only the amount of fluctuations that doesn'timpact overall compute

throughput. Optimized for Latency allows for a very small amount of
occasional fluctuations to occur before reducing processor frequency.
Zero Latency attempts to eliminate any frequency fluctuations.

*1: an opfion usable with System ROM Version 2.10 or later.

[ ]: Defaultseting
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(4) Server Security Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server Security > from the System Utities, the Server Security

menu appears.
For details about the additional options, see the table below.
Option Parameter Description
UEFI Variable Access [Disabled] Use this option to allow the system BIOS to completely control certain UEFI variables
Firmware Control *1 Enabled from being written fo by other software such as an OS. When Disabled is selected, all

UEFI variables are writable. WWhen Enabled is selected, all changes made by software
other than the system BIOS to critical UEFI variables will be blocked. For instance, new
boot options the OS attempt to add to the top of BootOrder will actually be placed atthe
bottom of the Boot Order. Note: VWhen UEFI Variable Access Fimmware Controlis
Enabled, some OS functionality may not work as expected. Ermors may occur while
instalinganew OS.

[ I Defaultsetting
*1: an option usable with System ROM Version 254 or later.

(5) Trusted Platform Module Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server security > Trusted Platform Module Options from
the System Utiliies, the Trusted Platform Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Omit Boot Device Event *1 [Disabled] Use this option to record Omit Boot Device Event. If enabled, PCR Boot Attempt
Enabled Measurements will be disabled and measurement in PCRJ4] will not be recorded.

[ 1 Defaultsetiing
*1: an option usable with System ROM Version 2.80 or later.

(6) Advanced PCle Configuration Menu

When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration > Advanced PCle
Configuration from the System Ultiiies, the Advanced PCle Configuration menu appears.

For details about the additional options, see the table below.

Option Parameter Description

PCle MCTP Options
1
*1: an option usable with System ROM Version 2.10 or later.

i. PCle MCTP Options
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration > Advanced PCle
Configuration >PCle MCTP Options from the System Ultiiies, the PCle MCTP Options menu appears.
For details about the additional options, see the table below.

Option Parameter Descripion
PCle Slot XX MCTP [Enabled] Use this option to control the PCle Management Component Transport Protocal (MCTP)
Broadcast Support *1 Disabled Support for a given slot. This option can be used to disable MCTP support to a given PCle

endpoint that may not property support this protoool. It is recommended that this option remain

enabled for full system functionality.

XX:1/2/3... (XX appears as specific slot number by the processor or the riser card configuration.)
[ I Defaultsetting

*1: an option usable with System ROM Version 2.10 or later.
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B) Errata Information

m Emata Information for Express5800/R120h-1M (2nd-Gen). R120h-2M (2nd-Gen) User’s Guide

The following table covers comrections for User's Guide.
Please read the following information and use it as reference.

Emor Correct
OS supported VMware ESXi™ 6.7 Update1 or later VMware ESXi™ 6.7 Update2 or later
Onboard CPU Xeon Gold 6234 Processor (340 GHz, 8C/16T, | Xeon Gold 6234 Processor (3.30 GHz, 8CH16T,
TDP 130V, DDR4 2933 1TB) TDP 130V, DDR4 2933 1TB)

m Emrata Information for Express5800/R120h-1M, R120h-2M Maintenance Guide

The following table covers cormection for Maintenance Guide.
Please read the following information and use it as reference.

m For Inquiries Regarding this Matter

If you have any questions on the contents of this document, please contact the dealer where you purchased the product or our sales representative.

NEC

March 2026 21st Edition
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