Expressb800/R120h—-1M (3rd-Gen), R120h-2M (3rd-Gen)
ZHERBFOEESEIE

COEVEFEHBESKESEVLFOEE, BICHYNES TTVET,

AREOTHERICEVNT, TEBEVWLEESIENHYFET . MITEENAYETA, CHEARMICTREARZLT -5
(f2Ely,

BE. FERREGEZICT CIZSRTEDLSIRYRELTLESLY,

D [FCHIZ

2) YR TLROMDHEEEICEY 5 FEEE
3) iL05 OHEREICET 5 EEIA

4) 0SICBEY 2 FEHE

5 EMOHEEICET HIEFIR

A 27—LOz7ERITHIEER

1) [FCHIZ

@ FHUIADT=aTF7I)LIZDNT

AEURICET HEMIE. LTDOWeb oA FIZEEHELTWAY 2 7ILICHEELTULET,
https://www. support. nec. co. jp/

TNEC H#R— b R—%IILARER] LY. UTDID TRELTIEEL,
R120h-1M (3rd-Gen) : 3170102353
R120h-2M (3rd-Gen) : 3170102354

% = . ESMPRO/ServerManager . ESMPRO/ServerAgentService, TH9 XA LA BHRY—ER/ZTHRXRTLRAERH
H—EXHTTPS) /TR T LR EHY—ERXMG) IZEFL TIE.

ESMPRO BAEEAR— % JLH A k<https://jpn. nec. com/esmsm/>

NEC H7R— FR—% )L <https://www. support. nec. co. jp/View. aspx?id=9010102124>
DRFOEBREIUVN—23 VETHERDS A, CFIRACESL,

@® Starter Pack IZTDLMT

AE D THEAT S Starter Pack £, LITD Web 44 FZRIRABEH I TNET,
AB R (CHEET S CPU OEREFEA., NB101-1519A iE EREMN A F£/=(E B THNIL/N— 3 > $8.10-006. 06 LIFE,
N8101-1723C I EXREM C £ 1= D THNIE/A— 3> 58.10-007. 01 LIEZEZFERH L TL &Ly,
Ff=. [2022 FEHRFEETIL]IE S8.10-010. 04 LI Z@EARAL TL &Ly,
https://www. support. nec. co. jp/
( TNEC HR— rR—2J)LAEZER] KUY, T1S8.10-006] #HBLrE S8.10-007)1 TS8.10-010] #H&ZR)

® VMware ESXi/ESXD FS A4/« Y—ERED 2 —JLIZDVT

AEMTHEAT S Wware ESXi/ESXD RS54/ - Y—EXED a2 —)LIE. LITD Web 44 FMIHRFRABE INT
WEF, Neb ¥ FMBHESATLWIARZHEREL, BUGN—Ca v EBRALTIESL,

(1) Agentless Management Service # & T iL0 Channel Interface Driver
https://www. support. nec. co. jp/
( TNEC #7R— b R—%)LRIEZR] LY. MAgentless Management Service] ##&ZR L. [RFIR] £XRTEhD
MiLO FW X. XX LLLEE A Agentless Management Service & U iLO Channel Interface Driver (VMware
ESXi/ESX 8.0/9.0 k%) | Z@AL T =&Y, ESXi 6. x FI=IXESXi 7.0 ZZFADBEIL. [IHR] ERFE
NBEZUO L0 FW X. XX LEERAT, 8FELOEXi N—Ua vt Lizd0ZEBALTLEEL, XXX
$#F) )

(2) WBEM FO/NA AE KU CLI v—JL
https://www. support. nec. co. jp/
( TNEC H7R— b R—A2IILAKRER] &Y. TWBEM o/« 4] Z#&F L. T[H&EHHR] WBEM o/84 £ EH KU CLI
W—JL (WMware ESXi 6. x fR(x=b Z71=(&7), 7.0k, 8.0hk, 9.04R) 1 WAL TLESLY)




(3) VMware ESXi/ESX T/8M1 A K54 /N
https://www. support. nec. co. jp/View. aspx?id=3140105866
( TPCH—73/T L— FH—/ S Expressh800 1) —X) | MRS D [F/AL R RS/ /13— &R

® ARREDRTFERFRMICEALT

AL, BERERFCHESKRTERECRL, RFBHEBH T 7LV 7. RS/ 1\OEAEGOEIC
FoTIE, RTFERICKBEZET S ENHYET,

® Linux @Y R— M2 T
RHEL B R— MRIRIZDWNTIE, LT Web o FECHERLTWEELSSD, Z7—X a8 b5 —
FTHEBLAEDLECESLY,

NEC Linux H—EXt v FREETIL
https://jpn. nec. com/ | inux/|inux—os/ss/model. html




2) YATLROMOEEEICEY 2 EEFE

@ UEFI Boot Order Control MIEHIF
SRATLRM/AN— 32 3.34 Di5E . UEFI Boot Order Control A =a—(*1) TEH=-HT— FF/N14 RDEF L.
FLIEENEDRECRENTEEEA,
HMIEXLTOWeb U FEFEZELTLESLY,
https://www. support. nec. co. jp/View. aspx?id=3140109992

T— b TFNRARDEEMBEIEEZEETT L. UEFI Boot Order A =a1— (*2) IZTITF->TLE&LY,
Z71-. UEFI Boot Order A —a—=Ff=IL UEFI Boot Order Control * —a—I[Z#ET S, BEFEICHD

“Changes Pending” XFF|DFIZFLONKRREINET,
WEIZIELTEFIOXF—ZMT L, HEDREFEZITOTLEXIL,

(*1)BIOS/Platform Configuration (RBSU) > Boot Options > UEFI Boot Order Control
(*x2)BI0S/Platform Configuration (RBSU) > Boot Options > UEFI Boot Order

@ Submit Fail For Form @ Question (BR) Ry F7 v TRRIZTDVWTHEEEIE
RAFLA—TFAVTFAIZBVTHREDEESRIZ, RO Submit Fail For Form @ Question(BRY) Ry TF7 v ITM
RRSNEBEE, TFvotL)] ZBRLTEEEZHREL T,

LI, H—N—DBREBFTODTVRATLALI—TAUTAICAYELTHORENEREZFETH->TLES
We HL TOKI ZHHLTZDEFERTEERTZEDDH & KEICERFEENTLVS Serial Number, Product ID 2 & D
REERMNHELRTHEDADHYFET,

€@ Question

Submit Fail For Form: BIOS/Platform Configuration (RBSU)

Select Cancel to discard changes for this page. Select OK to go to this page

KERTDEZE

O xm

Subme Fail For Form: BIOS/I7 9 7 K 7 2 — AR (RBSV)

COR-JOREEERTIMARF T EAERRLEY, COR-JCACHARBOKERRLEY,

BAERTDSEE




@ RXFEE (RSOD : Red Screen 0f Death) AT RS Ni-IFEDRMLIZDILNT
HEEDEREFCRELFLEVRTLOREZER LRGSO, BT NNA AANDTIEREL43I VT2
&Y. 0OSEEFNZENIZHFXFET RSD) ARTEIN, AEFZDRENTELLBEEZIENHYET,
BREECHRELERICHES —BEOBROBENHYEREZA T, I 5 EIck->TRELET,

FRXFEE RSD) NRTFRENHE., BEOERDA T, £ 0 EHBLLET,
FRENMBRLAGVWEZR, 77— b8 VA2 —IZBBVEDE LS,

RXFEEDH

@ Xa17J— MkELIBEE. FXFEM (RSOD : Red Screen Of Death) MFREhBZ &MH B
RBSU @ Attempt Secure Boot () % Enabled [CERE L TWAIBA., tXa 77— FEOERBRIFICELKT &, 0S
EEEICHRXFE®E RSD) AR TEIN, FREGDRENTELL BB ELAHYFET,
(%) BIOS/Platform Configuration (RBSU) > Server Security > Secure Boot Settings > Attempt Secure Boot

FRXFETE RSD) AR TFTENT=GE., EBEDEREA 7. £V LIRIZ, X177 — AR T SRR
Bl: T—rO—=F/0SDaR—F2 bHAEL, BEDEFXF2T7IT— bR S—TRIEICKERT 54 E) %
RELTHD, T—FTNRAADMSEBEIL TS0,

s AED—HI & LT, Attempt Secure Boot # Disabled [T L#=12I12 0S(Ff=1&T— FO—4/EEBIE) #
SIOIKEEICEL L. BEE Attempt Secure Boot % Enabled [ZER5E#%. 0S DEFHEHEZRL T ELY,

BIEMNFRLGVWEEE, J7—R 380 bEVE—IZERVELEEEL,

® Ry bFIT—YPXE T— FTCH—N—DRENTELLL LD LDHD

SRATLRMAN—D 323,10 (02/22/2024) RFEDHE. £V bT—2 PXE T— Mk % 0SEFHICZ, Fhi
AEGNBELLGSBDEIENDHYET,
COMBEIFELEHE. UTa. b, WIhHMDFIEEZERL. ARFEEEHL TS,

a) PINER R/ v FZRMLLTARGDEBERZA TICL. £D&. POWNER R v FOMTICLYARGDERZ
FrlcLTLEEE,

b) iLOWeb A >2—TxA RN BRI > MLKETS] ZERLTEARGODERZL 7I1L. T0&,
MER] > TEEMICHT] ZE8RLTEREGDEREZLT VICL TS,

DRATLRM/AN—2 323,10 (02/22/2024) TlE. COMEMEESNTLET,

@ [Memory Initialization Start] M+ vt — < TPOST EIL LI-BEDORMIZDOINT

TMemory Initialization Start] A vy t—CTPOSTBIELI=BE. PRATLAVTFURARLYF®D SW6 (2
FYSRTLEEET 74 MEICRT L THIBT A ENTEET,

HMEFIEE, AVTFURAAR MEJ 43 SRFLEREEZT IAIMEIZRT) I OEZSSELEEN,

4




® L UTFILaryY—ILIZPOST Ty FIEBNHAETABEIZDONT

SRTLROM /A= 322.32 (03/09/2020) IZ& LT, POST EATEE, FhIZ POST T/ JiEHRA L) 7ILAKR— b
[CHAEh, POSTRITRMAEELE 2R LGHIIENHYET,
SRTLROM/N—2 32 2.34 (04/09/2020) TlE. COMEIMEESNTLET,

@ Server Configuration Lock (SCL) [ZDWTDXEERIF

(1) SRTLERTILSCLEEEEZJ|MICL., FALAEVTLESILY,

(2) SCL BEEBRNBFICERET H/ART—FIFARYIZREL TS, SCLD/SRT— RE#HKLzKEET, SCL
HeEElzkYOws (0S T—hEIzfEL) ShbdeE, OvsRBRTEY, —ELEJ—rTEHAYET,

T— AT EEREE~A DB IR/ EEISHEICTRSL LICHRYFET,
BE. SCLDONNRT—RFEHELIEE. SCLDO/IRT—REH YTTB3HEEIHY FTHA.

Q) RFEIKEET DIRIL. SCLHEEZ|ME L TOVEKRELHY ET,

SCLBEZ |MICTERWMGEE. BFEHEICTERSICLITAYET,

(4) RBSU @ THalt on Server Configuration Lock failure detection. | #REIFHEMIELLENTLEEL, £ L
AMITHELIZIHE. SCLEEEANREREEFHORLAZHREL, Oy Y 0ST—FHIIZFEL) SNhTLES &,
VATFLA—T 4T 4 HBETES, ZELEY—N—BROVIEENTEENTEERA,

T— AT EEREE~ADIE IR/ EEIEHEICTRSL LICRYFET,
SCL #RE D EE T BES S
- RBSUDREZEEICLY O VY Shi=i5E
- J7—ADIT7EHICKYOVISIN, TDOIT7—LITT7 N—C 3 VICRT ZENTELRWEE
- DIM, F£-IEPCI AT avh—Ko&EEIZLEYOvY Snt-15Ha

@ RESTful 1 82— 1 —RY—)LIZ& B RBSURED/Nv I 7 v T RE) &Y R M7 (k) DEREER

iLOb 27 —LHxzF7/N—232 2 40 LIBDOEZE. RESTful 1 42— 2 —XY—)LZE{FERHAL7T=RBSU REDRTF
LERIIERTEEEA,

RBSU REDJREEFEEETIE. P XTFLI—F 4 ') T 4« D Backup and Restore Settings * Za—mM5{ToTL &L
(AVTFIORAA FHBRD [PRATFLI—T4)T1DRBUBREDRELET] #58),

@ SW RAID %85, PIEEDVD K54 T (N8151-137/138) % 2 AFRFR SN B HIZDLNT

SRATLROM/NA—2 32 2.32 (03/09/2020) KiEMDiHE . Embedded SATA Configuration 5% (x1) % [Smart Array
SW RAID Support]s%ERs, BRHIRBICK Y Disk Utilities A=Za—2)IZCABE D FS 4 JiEHA 2 BRI N
F9,
ELELNDRSA TEERLEBAETERLABEDID FS A4 TOBHRNASEBTEET,
(%1) TSystem Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller
Options > Embedded SATA Configuration]
(%2) TSystem Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities]

@ IIZHFEEOREICOINT
UTDHEBIZDOWTIX, TIHBHAREICUTOLSICEELTLET,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > Workload Profile % [lCustom) IZEX7E.

(2) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options >
Minimum Processor Idle Power Core C-State % [No C-states] IZER%E.

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options >
Minimum Processor Idle Power Package C-State % [No Package States] IZER%E.,




@® L0 A R> a4 (IEL) (= IPMI Watchdog Timer Timeout O4 Ai&EFEh 5B,

AT L ROM /18— 3> 2.62 (03/08/2022) AR SN TLNBIEE. M D IPMI Watchdog Timer #7713 &
Misabled (HEFREDIRTE) 1 ICHRELTWSEBE, iILOARN FOYIZTEED IPMI Watchdog Timer Timeout AS
BERIhBERHY FT,
UTOFIEZERET 5 & TABENFEELET,
iLO IPMI Watchdog Timer Timeout: Action: None, TimerUse: 0x44, TimerActions: 0x00
ARV F R 0x23
AR ka—F: 0xB3

EBIBFIE :
UTOEIEFIE. £LIE20EEMZEHEL TV I LT, REBELIEETEET,

EIBFIET
(1) KEDEBRZAZICL. BRa—FZav vt 68T,
(2) 0MLULEBLI-DOL, BRI—FZa vt MIERT 5.

BI8FE 2
DRATLA—T 4 YT 4 &Y. IPMI Watchdog Timer # 7> a v DBFEEX 2EBERELEY,

(1) POST FIZKFRF—ZFMT L, VRATLI—T 1) T4 %EET S,

(2) System Configuration > BIOS/Platform Configuration(RBSU) > System Options > Server Availability
> IPMI Watchdog Timer & 7S 3> % [Enabled] IZERET S,

@) KFIDF—ZHTL. BREEZHREFELTORATLEZEEHT S,

(4) POST HIZKFRF—ZFHT L., YRATLI—T4 ) T4 %EET S,

(5) System Configuration > BIOS/Platform Configuration(RBSU) > System Options > Server Availability
> IPMI Watchdog Timer &# 7> 3> % [Disabled] IZ5RET 5,

6) <SFIDF—%#HTL, BEEZHREFELTORTLEEBEHNT D,

@ JRTLI—TFAVTABLUVIVESLLT—FAZ2a—DRRITDONT

(1) BMC Configuration Utility BB TMDA =21 —®DOEBMERIZDLVTIEL, BMC Configuration Utility > Setting
Option > Require user login and configuration privilege for BMC Configuration ZH%hIZF 52 & T
RELTLCESL,

BIOS/Platform Configuration (RBSU) > Server Security > Set Admin Password MERETIIRESINFEEA,

(2) System Information > Processor Information T&Rr&H 5 L2 Cache, L3 Cache @ Maximum Size. Installed
Size [X IMB % 1048576 /N1 MZHEL-BIETERTREINET,

3) UTOHREEHEEHE-TIEE., T2 A LT—FRA=2—¢ RBSU®D PCle Device Configuration A =2 — (%)
2. RARIDaY FA—SBANELLRERTEINEWVWZELHYET, RAIDaY FO—FBRTDAHDEIRET
HY. RAIDaY bO—FZEEH N TS HID/SSD oD T— RZIXHELER A

(*)BI0S/Platform Configuration (RBSU) > PCle Device Configuration

(FEEEH]
- N8103-189, N8103-190, N8103-191, N8103-192, N8103-193. N8103-194, N8103-195, N8103-196,
N8103-197. N8103-201. N8103-237. N8103-238 MiF&
UT2O00&BEIRTHETEHER, RELFT,
1. RRIDa> bA—=F T 7—Loxz7MvA 11 LI, FF=(ELv3.01.04.072 LI
2. YRATLROMAN—2 32268 (07/14/2022) R

- N8103-240 miz&
LUTO&BZmE-IIHEa. RELFT,
-RAIDaY bA—=35T7—L T H b2 16. 3-4455




@® PCle Slot X MCTP Broadcast Support #* —a—[ZDL\T (X IZPGle Slot &E)
SRXAFLRM/N—2 32210 (05/21/2019) LIBEDEBEIZHELNT, #1HTPCle MCTP Options A =1 — (x1) #3&8R
L-1BE. EBDT 74 FREEBFMIZHETDEDRY T7 v T *2) M, BREREEL PCle Slot O KRTE

SNFET,
HREE—EREFETLE. REIUERRY T7y TRREShEREA,
BH., TRVATLRMN—U 3 onigaE,. RERERBIZKRY T79v TE) ARREINREFREFESLFEE A,
BEINGEWVNWIEIZEY, KAZ2—ZRTESESZEUIZPCle Slot DRy T7 Vv T ) MNRFEENBZI &I
HYEST, CDBA. MCTP Broadcast IEEIZEMTHELXT,

+2.22 (11/13/2019)

- 2.30 (02/11/2020)

= 2.32 (03/09/2020)

*1 : System Configuration > BIOS/Platform Configuration(RBSU) > PCle Device Configuration >
Advanced PCle Configuration > PCle MCTP Options

*2
© -

"PCleRAOY R MCTP7O—KF¥ v AROHR— KN REORGTHENRETREAT a2 @E—BLEEA
o REMREMMNHCTF 72 NECREZART,

Enter¥—Z#LTRTLTLSLEZV,

*3 :
@ =M

Submit Fail For Form: BIOS/Z'2 ¥ k7 # — AMR(RBSU)
COR—DDEELZHEMIDBEARBRF Yy L EZRRLEY, COR—DUEHUCBEROKZERRLETY,

@ Extended Memory Test 7S 3 Y DEREEICDILNT
SRAFLRM/AN— 32 2.36 (07/16/2020) DIEE . Extended Memory Test &7 3 ik, BEIAIZ Disabled &
BYET,

System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options > Extended Memory Test




3) iL05 MHEREIZREY 5 FBFEE

@ IL0DEEBHZTIFREDIEER

Y——EBEH 5 0S DEHTET ETOM (POST ETHILEAFFET) &, iL0 DEEBZTHHENTLIEEL,

Fl. VRATFLA—T 4 )T 14 DEEEDL. ILOOFBEBZFTHENTCESL,

BUALI VT TILODBERBEZITS L. HFELAVLWIELLIEENHBY ET,
FEZEVRTFLALA—FAVTADHRELTERTBIC L0 DBEFH K EIT5¢. EROVATLERESHULE
(Reboot) MIEEZEIME L AR LMEEO, BRI SN TS Serial Number, Product ID %2 E DR EIFRASE K
FTEHEIIENHBYFET, £z, POSTEITHIZ iLODFEBIZITI &, iLO Web £ 2 —T =« X : [Information] >
[Overview] R—(2E 1+ 5 UWID, UID GRHIE) AR IERRRICHEDIGEENHY FT,

REGRREGSEHEF. AEEEDOEREZA 7. A LTLEEL,

<R EHDIL0DBEFDAHE>
iLO Web 4/ 2 —D ARG EZEFALIzRY bT7—VHATO iLO0 DEELE,
- UIDRAMyF#FERAL ILODBEREE,
¥ VATLA—T 4T 4® BMC Configuration Utility] TOHRELZEERD L0 DBEESHCDOLTIF. XED
YR FLa—F4')T4® IBMC Configuration Utilityl MDIEEIZDVLWTHDETEEIE] SR L TIEELT
=&Y,

@ ILODFILTL—FRY S—HEDIESEIEA

iLO DRSS A U AMNAS VR F—ILENTWLBIEEAE. [Security]l > [Access Settings] > [Update Servicel >
[Downgrade Policy] DEXE % [Permanently disallow downgradesl] [CZBE LAZWLTLEELY,

[Permanently disallow downgrades] [CEREL=HE. 727—LITTDEIIVTL—FEITSEMNTELL
BYFES, £, L0 L TRENLBEENTTHONST=6. [Permanently disallow downgrades) IZE%E#%(Z.
iL0 DBRIEA VA—T A RPEEI—T AV TADOAREEDEEZITHEOELTHLEETHLNTEEE
Ao
HE. RHE(E Set to factory defaults AT a3 o L0 ZHERHRDOT 74/ FREICY Y bEToEBA
IZBWTH. Uty bEhT [Permanently disallow downgrades)] Z###FLET .

@ iL0DtEXaY T« HEEDEIEEH

iLO Web 4 > 2 —2J x4 AD[Information] > [Security Dashboard]&E LU iLO Web 4 2 —T x4 RAEENDAE L
BIZPURINKRTENZBELHYES,

RBSU MEREX iLO0 DERENPARICE T, iL0EF ) T4 DIREA RVIKEE (Ffs) TRRSNEFIT DT,
BEHROEX L) TARII—IZRLTEXF IV T ORHAETOTLEELY,

WRELZEDEMZDWLTIE, L6 2 —HF—XHA FESBLTLESLY,

f=1=L. [Require Host Authenticationl] F‘EIZDULTIE, ZZEAD L0 Web A 22—z A AMS[RR PR
AN EIBREEZADCOICKREL-BEDIEEE] [CRENHYETOT, THEELLILY,

iLO DEFOKREEIZL Y [Information] > [Security Dashboard]®” £&ktEFa)F4RAT—E2R" A [URG]
TH-oTH. iL0 Web £ >3 —T /A REEDAELIED” iIL0 LX) T4” FAAUNERBIZHEBZGENHY F
9, [Information] > [Security Dashboard]®” €kt xa1!) T4 RXAF—4R” NREDEF1 T REZRL
9,

@ L0 Web 1> B2 —T x4 XM [RR FREINDEIREZAR O ICREL-BAOTEER

(%) LS 77 —Loz7N—2ay LA LUEZERALEEREBEOEENARRELRYET,
[Security] > [Access Settings] > [iLO]JIZ& B [RR FEEEEA W E/Require Host Authentication] %
[EZN ITRELBEWVWTLEEL,

BREFITOEE. RISRIKRENRELET,
75— kEa1—7IZ. “Remote Insight/Integrated Lights-Out EBEEshizvOos 4 VRTERE O
Ayt—UMNEBHRTREINET,
- Starter Pack (Standard Program Package) #@A3 5L I —MNEELFET,
T, ROY—ERPHEEEE CFIAWEEITEEA,
I RTLRABRY—ERICBWVTN— ROz 7EZICET 58
- RAID @Y —E X
CH—N\BWAILTON— K™ T 7 RS
- iLOARET BN FV7ICET 5T /\1 RAERCEEFRODSE. 8FLUAM R O JFEERBEEE

8



® ilOWeb 1 >&2—2J x4 ADVirtual NICREDTEEE

[Security] > [iLOI® “Virtual NIC” ®T 7 #JL MEIX., LS 77 —LDzT7DNN—2avVITKYBRLRY FT,
BUC R A—T 4 )T 4I12T “ITHBEFHEOTIAIMIEY R ZFEELEBEIE. UTE2THERESL,

(1) QL0 27 —LoxF7/N—232 210 L&, 2. 18 K\ TIHERADIZEE. T4/ MEIX [E%) (Enabled) ]
T,
A NIC £HHR— k LTULVELY Windows Server 2012 R2 5 USB CDC-EEM K5 A /\Af VR k—JLEN T
LA Ly Windows Server 2016/2019/2022 ED T34 AR #2—2 v —T [Virtual NIC) WEZEERRSNDEE
NHYET,
[Security] > [iLO]®” Virtual NIC” ME&E% [#E%h Disabled)] ITEBL T &L,

(2) L5 Z7—LroxzF7/N—23 2 1.40 LIRR, 1.47 ki, £ 2.31 LB TTHERODEES. 774/ MEIX
[4&%h (Disabled) ] T,

@ Windows £ T® vEthernet (Hyper-V Virtual Ethernet Adapter) ik iLO Web £ V82— T x4 ADHRY D —
SF7ETADIPV6 7 FLARRICET 3 EERIE

iL05 2 7—LoxzF7/N\—23> 2.10 U, 2.18 RETTHERADIBZE. Windows 0S +T vEthernet (Hyper-V
Virtual Ethernet Adapter) W ENTWLBIBE. iL0O Web 4 > 2 —T x4 XD [Information] > [Network] >
[Physical Network Adapters](Z&HULNT. RSN T 5S% [Adapter]d [Network Ports]1®” IPv6 Address” (=
BWTELWIPVE 7 FLRADBRTEINEWMEENHY £, vEthernet #ERFFD IPv6 7 KL XIZEE LTI, 0S £
DAY RT—HF7ETREOTANRT A IZTTHERLLESL,

@ Y rI—HTYYTHEEEDILOWb A >VE2—T 4 ADRY FIT—HFROIBRIZDNT

2y FIT—H0ZFTY Yy OHETHERL., iL0b 97—L 7NN —23 20 2.3 UBTITERADIES. iLO Web

A 23— x4 XD [Information] > [Network] > [Physical Network Adapters]ICREESNBHAEM 0S LEORAE
E—HBHLENEENAHYET, TY Yy ERDEME. 0S LORYy FT—0F7ET2OTONRT 2 IZTIHERL
&y,

@® il0O Web £ & —2J x4 XM Device Inventory IEHDFRIZDILNT

<SAS THF R/ f1— K (N8116-51) #Emiuks>
iL05 27 —LHz7/IN—2a 2231 UBTIHERADIGSE. iL0O Web £ 42— =4 XD [System Information]
> [Device InventorylIZHWT., SAS THX RNV A H—FORTEBRBNUTOE S ICRTEINDBENHY FT
M. H—N—DERBELUSAS TXR/IUEH— FOBEIZEEIEZHY £H A,

- Firmware Version . N/A
- Status : Disabled

@ ilOWebf VB2 —T A RADA FL—IFRBICEET HEIREEICONT

iL0b 27 —Lx7/NN—2323.00 LIREEZ CERADIES:

H—N—BEFRIC, iILOWeb A V2 —T A RTIVRATLER] > [RFL—D]I8TEIVVITRE.
LUTDAytE—UhRKRREN, RRIDaY FO—F0, R34 TERFDOR b L—DBEHRBRTENGVFEN
HYFET,

“Failed to retrieve complete storage device information. Refresh the page in a few minutes. ”

ERAVE-—IHRRAPL—VBEBRA—VICRTEINGE, L0V EY FET2TLESL,




iLOWeb £ 23— x4 RADEF2) T4 F YL aR—FOEESE

iL05S 27 —Lzxz7/IN\—2a 1. 4T, 2. 10 kExE CFEADOESE. [Information] > [Security Dashboard] Iz
[Last Firmware Scan Result]MBRENFTA, ANAIR—1 2T EH )y LENTLEEL,

BoTHOI VY LI=EE. Web 4 FROA 2 —MBINTELLL BV ET, ZOHE. TS5o¥F—n)A—FK
REVESY ST BN, HLLIEWS=AILOWb A V2 —T A RADOOFTT I F2ERFTLTEEQSTAULT
&L,

48 - LX) FAF v ak—F ® 0@ Q9 A ?

HE TFa)F1Hyvati—F €rra/)Ak iLo~xrny A/TIU=ToRRRIAN0T

Active Health Systemn”/  32Uft

T/ TN
Y- i-Msy2:  Disabled

42T 85— J27-52 .
LHaVF A - F2A(2F 90K on

IPMUDCMI over LAN 90K )

e¥a7I -t 9 0K #eh
H2AD-F: 2 90K W

oA 1S 3 9 OK =

BRIP40 724 AR 90K oK

O} [ OHONOHONONONONON

Information - Security Dashboard ® O & © 9 A ?

Overview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

@  Overall Security Status - OK

Security State Production
Server Configuration Lock: Disabled

Security Parameter J,Sta(us State Ignore
Security Override Switch 9 0K on O
\PMIDCMI Over LAN 9 0K Disabled O
Minimum Password Length 0 oK oK O
Require Login for ILO RESU 9 0K Enabled O
Authentication Falure Logaing 00K Enabled O
Secure Boot 9 0K Enabled O
Password Complexi ¥ 0K Enabled O
ire H hentication 90K Disabled O
ast Firmware Scan Result 90K OK O

EERROBAE




® MERSATORT—FREERD SNWP Trap BHN O — 3 VIFRRBICET S3LITONT

MBRSA TORTF—F2 REERO SNW Trap BHRIZEWLT, OF5—2 a3 VIEBRARIET 2EE1”HYET,
O— a3 VERICEALTIE, iLOWeb A VB3 —T A XDMER] > [41 v THL—Ty K2R AL rOY]T
BLARY DO —2 3 VIFHRECHERLIEILY,

5] :Abnormal, physical drive status change detection, iLO SNMP Trap, mgr_WIN-UGHIHPNIH1Q, uru-
rhel83, 192. 168. 0. 57, , 2021/10/01
15:22:57, iL0, 0xc0000be6, “A physical drive status change has been detected. Current status is 3.
(Location: Port 12 Controller: Slot 12)”,”If the physical drive status is ’'failed(3)’',
"predictiveFailure(4)’,

@ il0 Web £ >4 —7 A4 XM Agentless Management Service (AMS) DR F—4B XIZDLNT

iLO Web £ 4% —2J A4 XD [System Information] > [Summary]l > [Subsystem and Devices]® Agentless

Management Service AMS) DR T—ARRXIZHWT. FH(FLIEFIAFAEE) XEXRTINFHEES, IL0VEY %

ToTLEEN, T, Z0%&. 10 0 EBELZB L&, LLTD Agentless Management Service (ANMS) DHEEZE]

HEDOXE 0S 25Z&(Z, Agentless Management Service (AMS) ZEHE£&IL TS0y,

3% Agentless Management Service (AMS) DR TF—%4 AMABA (F=IEFAFTTEE) DIREEDIHE. iLO Web 1 >4 —
J 1A AD[System Information] > [Storage]*>[Network] D—EPDIFHAMBTES. ELL R RINFEH
Ao
< Agentless Management Service (AMS) DEB#EEISE >

« Windows DIBE
Windows DEEY—JL — H—E X — “Agentless Management Service”"ZH2 Y wvo L, BiegILTL
Ly,

- Red Hat Enterprise Linux 7.x/8.x MiB&
UTOavT 2 FEETLET,
# systemct! restart smad
# systemct| restart amsd

- ESXi6.5/6.7 miHFE
UTDaAT Y FEETLET,
# /etc/init. d/amsd. sh restart
HLLIE
# /etc/init.d/ams. sh restart
X BELDOMS AN—CavickYavwy FRERLRY ET,

- ESXi/ESX 7.0/8.0/9.0 MiG&
UTDavTY FEEITLET,
# /etc/init.d/amsd restart

@ il05 J7—L I T7/IN—23 20266 BDOEER

iL0 Web M 2 A—T A RD T RATLIERI > TT7/84 R4 AR 1) ] TBackPlane (BP) DEIEFHMFIEIS
HHEERHY EFITARTEITORETHEICEEIHY A,

IEERE) Slot=t:Port=#1:Box=t KUFEREICKYBSELEDY T,
FRIERF) Slot=#:Port=?1:Box=? HFEOEIMNERTEINET,
F1-1& Box=t Box DHRTREINET,

@ Java IRCDtE YL 324 L7 FREORTRIZEHT HIEEEIZONT

Java #i§Y E—bta>v—)L(Java IRC)EEIFIZYE— O VY—ILDEYIIVIUNEFEIC, £y a3y
PUNF-CEERTRY TTvTE—#ITEY Y a VN EFERBROGVABRORY T7y T RRINFE
ERS

Java IRCOt v L a v INf=I5&ICIE, IRCOTEIZUTDA vE—IUNRTENET, KA vE—IUMNKRT
ENTVBBARICE, REREATVWARY T7 Y TORBRTEEFELTILZE,

Bty a3 @BEALTY DEESAGVT I ERICE o THEORFELLE,
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@ Rapid Setup EITICREF B ETFIEIZDOINT

iL05 D7 —Lz7/IN—23 202 1N FE-IF212%ZFRDIGE:
Smart 7 L« SW RAID #&RHIZ. POST BF(Z<F10>F—38T > Provisioning > EXPRESSBUILDER /v Rapid Setup
=ETTHEIEL, E/NZ L0 Web 4 >4 —T x4 XM [System Information] > [Device Inventory] . Smart
Array S100i SR @ Status A” Enabled” (24> TWA I EZHREL T &L,
Status A" Unknown” &RFREINTUVSIREET., Rapid Setup 2E179 5 & “HE SN2 RAID R E&HH---7
DREDEIZUTDA Vv E—UNRREINIBENDHY T,

B “Rapid Setup [E. CHOLVARATAICKRESNTWLWERHR—FART A RIVERDFLNAFELEATLT .
TARIREBREEINTWEWS, Yy—IJIERLZEDDORELAHY FT,
Rapid Setup ##&T L. N—Foz7HEBRZHERAL TSN,

® Y—/\—BiERO FAN HZELICEY 5FEBEICONT

iL05 77—LHz7N—23v2 90 LRE CHEADIES:
Y—N—DOBEBZETI &, FNICFANDOBERERELS BYEN T 2ULBET SBENHYFT,
COBEEEF. BEY—N\—0OBEBZEEHEL TILEEL,

@ ERICEHTHIIEHER

iL05 27 —LoxzF7/N—23 3.0 LIEE CHEADIGS:
ESMPRO/ServerManager Z CFIR SN TWSIHEE. MEBRFS A JORELZILIZHENL., FS5—FE2—T7IZEWT
MMBRSATORT—2RELRBRE] OF7 53— bBRTRINET,
COB. MEBLESATDRAT—F2RIZELT, A= 3 VIEBAUTOZNRE—COWThhTREREINE
ER

@ (Location: Slot=(A) :Port=(B) :Box=(C) :Bay=(D) Controller: <NULL>)
@ (Location: Port=(B) :Box=(C) :Bay=(D) Controller: Slot (A))

Ao ba—50OME(RAY FEE)

B¥MEBKRSA ITDKR—+EES

CHYEBRSATDRYI RES

DYERSA TORLES

@ Intelligent Platform Management Interface (IPMI) DEFBILR A — FZ2ERATIIHEADIEEIH

iLO5 (X, IPMI ORESILR A — 1T Z#HR—FLTLWEHA,
“ipmitool"A—F 4 T 4/N—2 a3 1.8 18 LIEEFALT, 1 2 —TJ A4 A% lanplus”, BHLRAAS— %
“MTT7IZ4BEL. IPN a2 FZ2EFTLEEGE. UTOIS—AHELEL, IPM o< FETHAEKELET,

Error in open session response message : no matching cipher suite

Error: Unable to establish IPMI v2 / RMCP+ session.
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4) 0SICBEY 2 FEFE

@ EXPRESSBUILDER T Windows F& 4 X F—ILIZDWVT

EXPRESSBUILDER A\ > Windows &4 YR b—ILg B & E, [FB 7T a v EBRLEHEETHOTH, 1 VA F
—IRTARIDN—=T 43BN ITRTIVTENET, BA VA M—ILF, A—F—T—3NREFEET H5BE
[FEELTLEELY,

@ Windows Server 0S CEREOIEEIF

Y R— h xR D Windows Server 0S TUSB T/N\A REHBFELDHFE. UTOVRTLARY FOTHERIRENS
ENHYET,
hIZDOWTIK, PRTLBMELEESHY FEA.

AR RG>
ID 1
y—X DS Basic Provider
LAL  I5—
EnEA CFHLEVWIS—AFEELEL, T5—a— F:32001000004

@ Windows Server 2019/2016/2012 R2 IRiEIE®E%L. CPUR— FOBREEZITS5HEDIEEE

R®D Option IZEE [P 7 FLR/EE DNS Z/ELTLAHEHEE. UTOFIETHEER CPUR—FEERLTLLEW
(CPUBRRLERE IP7 FLAREESI SR CLDITAFIRNLETY),

N8104-182 10GBASE-T ##tR— K (2¢ch)

N8104-183 10GBASE-T ##t/R— K (2ch)

N8104-185 10GBASE #E#iE AR — I (SFP+/2ch)

N8104-187 25GBASE #ftE A R— K (SFP28/2ch)

PCI-to-PCl J'1) w O Z&HFDIEER PCI h—F

() ZEADATLavESBISZY—ERANEHREBLLEVESICKREEZEEL, y—EXEEFLET S,
Ffo. BEOF T a VIR LU EERLTVSHE. UTOEXRICZADFT T3 ohi LAN
T=ITLENTFERFL—DERBLAENESIZT S,
(2) BHEDATLavTIMNOF—IVITREEZLTVDEBAE. F—I VT 2HBRT 5,
@) BEHDATavD IP 7RLR/BHTRY IRV /TIHIMTF— oA /B% NS H—/3—/HK%E DNS
Y—/N—%5ET 5 (TROFZRED) .
A25=3y h JORIN /(=T 4 (TCIPH)DTO) T« 71 x|
£ |

LM

29N =DTIOHREIH A= FENTODMEL. P T E L AN S2INT
Sfé’,{&"”m"“"""'“u 29M-DENWRVNL P BT S0HE
C P PELALE NG TEO)
7 X0 P PRULEERS) \
P PEVAD [
#7290k TN [
F2aA0 7= M24(D) [

o
(G %D ONS %=1 i-OPELAREXE) )
B ONS %) 1=(P) [
RF ONS #-)1—(A [
= J
r #7echRTselETs BalEV)
OK Ko AN

@) BEDFATavDIP7ELRE TIP7 FLRZEEMICERET S1 . DNS 7 FL X% TDNS 4—/8—dD
7 FLREZEHEMICIET 51 ITHEEET S,

(5) #BFCPUR— FEIL—HF—XHA FIZHE->THEERT 5,

6) ZHUDATLaUIZFIBEQ) TEEELI- IP FRLR/H TRy EIYRY/TIHI T —rD x4 /E5% DNS
Y—i—/RE NS H—/N\—%HRET 5,

N INDOF—IVFE2BRET 5,

8) FIEN) CTHEZEELE-Y—ERZEHRHITDLIICHERET 5, £, ZEOA T aVIZAL—D
FEHELTVEEE. LNy —JLEBERLANL—CFRBETESLSI12T 5,
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W LEREFIETITHLEMNGEE. BE P ZRLADREIMDTNSA ATHERINTWLWERFEDA vyE—UNKRTRSh
TEEIP7 RLAMNERETELRWI EAHYET,
ZOHE. UTOARYFEaAT U RFTAVT R TEALT, TAAMRIR—Dr—FBBILTZELY,
ZD#®. [RFR] > ERRTNARADRT] #9Vv I L. Fy MI—9TFHETa—V)—FREAL. JL—
RRICHEDTWARFERADT /N REHIFRL TS,
>set devmgr_show_nonpresent_devices=1
>Start DEVMGMT. MSC

ESMPRO/ServerManager T3 v kT —49 #SHB L1158, R CPUR— FOBREFRICRY FTI—0h—FH
EELTREREINET, 0S ETRALZVRY FT—9 T34 ADQFEMI(Z TUnknown] ERTENFTT DT, £ER
LTLEELY,

@ ESMPRO/ServerManager (Windows i) B L UT YA TLRABBHY—ERXMG) IZE8F 2 FEEIE

AREZD L5 77 —L Tz F7/A— 3> &, ESMPRO/ServerManager (Windows fR) B LK UIT VR TLRABHRY—E
A MG) D/N— 3 VDA B HEIZEL o TIX ESMPRO/ServerManager (Windows hR) & & U iL0 B EERE (T DZ1E
HERBREIT7AILDT Y TT— bR EIZLDZBENHY T,

UTEZSBDS%, 7y 77— FARELGBEIE,. FHA—2aVIZ7yTT—FLTLESL,

BN—T 3 VOBERAEIZIOVNTIE, XEIEFEOREICEREHLET,

@®ESMPRO/ServerManager (Windows hR) (BT AHEWE

iLO ESMPRO/ RERR
J7—L 7 | ServerManager
(Windows ki)
Version Version - R T > H—N—iREE
2.10 LAB% 6. 25 ki “SNWP BIREEE A ERBICKEMLFELI"ERTEIND

JE—REIEAR T > iL0tER > INL OFRFE. I OFRE. ML 1FHRD
BBIZKBL, RRBLUVRENTEAHL

75—hkrEa—7
T7—LOzT7T7yvTT—MIEELEBVEBMENzZN—FI T 7OESE
NF7S—FEa—TFIZ"FBREEA T D75 —rELTRTREIND
Version + 75— hEa-—7

6. 47 K& T27—LOz 77y 7T—RIEIRHBVENENIZN—FD I 7TOEE
MNP7S—rEa—7ICRTIAEBWL, 3 LLE"FTRHEASA T DT7S5—+
ELTEREREIND

@ ESMPRO/ServerManager Ver.6 (Windows fR) D7 v 75— b A%k
(1) LAFD Web 44 k& Y FZ#FARD ESMPRO/ServerManager 24~ >0— KL%,
https://www. support. nec. co. jp/View. aspx?id=9010103524
(2) TESMPRO/ServerManager Ver.6 £ A bL— 384 KWindows #m) 1 @D M2FE 4 VX b—JL] 258
L T ESMPRO/ServerManager 27 v 75—k LET,

@ ESMPRO/ServerManager Ver.7 (Windows ) ~D7 v 75— h A%k
(1) LAFD Web ¥« +& Y ESMPRO Platform Management Kit #4ro>O0—KLZET,
https://www. support. nec. co. jp/View. aspx?id=9010109532

ESMPRO/ServerManager Ver.7 (& ESMPRO Platform Management Kit IC&EENTULVET,

(2) ESMPRO Platform Management Kit @ ESMPRO 4 R b—JLY—ILZEEILET .

Q) A VAP=ILY—I)LEERDHBAEZES ) v L, Software Manuals H 5 ESMPRO/ServerManager %
2Y)v I LES,

(4) TESMPRO/ServerManager Ver. 74 YA kL— 3> HA KWindows #®) 1 7 Jv oI LFET,

(5) TESMPRO/ServerManager Ver. 74 YA bL— 3> HA KWindows#®) 1 @ 12FE 4 VR =)L) %
M L T ESMPRO/ServerManager & Ver. 6 ™5 Ver. TA7 Yy 75— FLET,
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L0 EEMRERTOREFREET 70V ISHT IRERR
KIJRATLRABHY—EZAMO ZFHASNTLEIANHETY,

iLO iLO EIRMERER (T D RERZ
T7—LoxT | ZIEHEREE
274
Version i lo_jp. mtb Version I77—LOzF7T7yvITTF—hICEETNEMNENRTZN—F
2.10 LIE& 1.4.0 Kk DIT7DEEERMNIDHIENATELG L, YFEETZER
TBHRIEMNTEARLY,
iml_jp.mtb Version KRZEBRREI7ANETYIT—LLIEGETH-T
1.5.0 k& 3. ESMPRO/ServerManager M7 v 75— kSR TULVE LV E
FlE, LRRERRICEMEINzN—FO 2 7EZTO®RMES
XiL0 EEMERITORIE K PBEHMNTEALY,
BHMERE T 71 /L& 2 185
HYET,

L0 EBEEERITOREBREEI7MILDT Y TT— bAE
(1) LATD Web 4 bk Y RFMDZIEFEREZE T 7ML (ilo_jp.mtb, iml_jp.mth) Z&FHon—KLET,
https://www. support. nec. co. jp/View. aspx?id=9010100096
ilo_jp.mtb, iml_jp. mtb (& MGMTB. zip ICE& L TWLE T,

2 TZHORTLARABHRY—ERMG) 4 XA rL—a>HA FWindows #R) 1 @ 13.1.5 ZEHERMDIRE]
FlE 13.2.4 ZEEFROFRTE] 28R L CZEFROBRECEA CTERFADZERBRBRZAIRLES,

@) MTHYA—FLERFROZEBERREI7AMILEEFLET,
TTHORTLRABHRY—ERMG) AR L= 32K KEWindows #R) | (EUTD Web 44 b ED Y
A—RKLTLEELY,

https://www. support. nec. co. jp/View. aspx?id=9010102124

QiL05 T 7—LDxTNDIN—2 3 VHERAE
- Server Health Summary THEERI B4k
Y—N—KADUIDRZ EHT LT, b—N—ICEHINza VY —ILIZRFTSND L6 TJ7—LD T
DIN—2 3 U FHEZR L FEJ (Server Health Summary @£ iL05 22— —XH4A FSHE),
-2y FO—ORBATHRTSAE
iL0 [Ty R — 4 BEERRERIR S, T59F—h5 il0 ITAS AV LT, A=a— [T7—LAYT7&0S
YIrYTT7] A5 IL0DNR—Ca v aHRALES,

@ESMPRO/ServerManager (Windows ki) D /3N— 3 U HEER A%
(1) ESMPRO/ServerManager [cA4'4 > LET,
(2) EmEALD TESMPRO/ServerManager [ZDWLNT1 DY Y EFBIRLET,
(3) FTx&h B ESMPRO/ServerManager M/N\— 3 UIEHRZEELET,

¢iL0 EEEEEMITOREBRBRE I 7 ILD/N—2 3 VHERAE
(THORTLRABHRY—EZRAMG) 4 A FL—232HA KWindows #7) | @ 13.1.5 ZEFMOKRTEI T
3.2.4 ZEFEHROHRTE] 2B L CZEBRORXTETEET MFMEHRL @ TiLO SNWP Trap) O/NN— 3 U1F
WEHELET,

@ VMware ESXi/ESX Z#{EAT 5185 DEEER
ESXi/ESX #ZEFF D VMware vSphere MEEHR > N— KDz 7 > Y RTFLEoHY— > 2o —DRTFRIZDONT,

(1) ETLEFANBRIZCE WL TESXi/ESX BEIE TR, TieD o H—DEEM (vlenter : R 7—42 X) DFRTRH
24 (FEe)] LE2GEE/HYETMN. N—F DzT70HEZRTEOTIEEGERICHEHLY FH
ADT, ZOEFERWEITET,
- Cooling Unit 1 Fans

(2) ESXi/ESX #2BISE T, Tt H—DEEM (vVCenter : AT—RR)DRTFRM [ L BEENHY F
TR, N—FOxzT7OHEEZRTIDTELEGERICHEHY FTHEADT, TOEFFERAWVLEITET,
- System Chassis 1 UID
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@ VMware ESXi/ESX TTPM v AT 554 0XEEIE

SRATLROM/A—S 32 2.00 (02/02/2019) LIBE, HD N8115-35 TPM £ FAEEH S h TULVSHE TPM Mode (*1)
(& TTPM 2.0 [ZT. VMware ESXi/ESX # (@R = &Ly,

£ L. TPM Mode A¥ TTPM 1.2 IZERE SN TWLWBESE. TNIZPSOD (Purple Screen Of Death) MFEE£T B &M
HYET,

(x1) HEEOMLAZREE (TPM 2.0 T,
TPM Mode DHEREL L UVBREZEREI TR A —a—K YR L T,
« System Utilities > System Configuration > RBSU > Server Security > Trusted Platform Module
Options > Current TPM Type (EREHESR)
> TPM Mode Switch Operation (EREZEH)

@ RAID R BHAXDEEIZDINT

VMware ESXi/ESX IZ& L T, N8103-189/190/191/192/193/194/195/196/201/237/238 RAID 3> rA—S & N8103-
23908 J— FERASSDAR—FZTHERASNTILNSIBE, RAID ESR@ERIE SNMP Trap [Tk B @ICEREICHY ET,
SMIX., TEED Web o & THEZECESLY,
- NEC $-7R— F7R—4% L
https://www. support. nec. co. jp/View. aspx?8&id=3140108419

@ Linux 0S #3556 0DFEEE

0S ABEEMIZRH#T 2 LOM OA TS a U NICDTNA REZEZFERALTLESL, B udev JL—ILEBINT B,
PCl 7 FLRAZHEIZNICTNARGZZEBLEY, BELEYTEIREFTHLENTLES,
Ff=. PCl 7 LR ZET/dev/disk/by-path/BE FTDRA FL—CF NS REIXMEALAENTLESL,

PCI 7 FLREZREICLI=TNA RBEFE-ERNBLELFZRIT, POl ROy bADH— FER/IRE. 8L,

CPU BRIZEEZTHLENTLCEEL, POl NRADT FLRAERMNEILL. PCl HHEDT/NA RAICEENTHI L
T&Y, RYRT—=I PR L= ADTIEANTELRLLRY, DRATLPERICEETELHLLIHENH
YFEY,

@ Red Hat Enterprise Linux 8.5 £f=I&. ThZERT IES5DIEEE

DUBALT—FAZa—h LT HHE., 0S T— Y R—Tv— @l Red Hat Enterprise Linux)Z:&iRL
TLEELY,

0S AL VR F—ILENT-HD DO SDHZEDT— T34 R%ZEIRL1-154E. RSOD(Red Screen Of Death) MF4 9
BIELRHBYET,

One-Time Boot Menu

Red Hat Enterprise Linux
Generic USB Boot
)Embeddod LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv6)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv6
)

Embedded SATA Port 1 : ST1000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

DA LT— A= 2—EE

@ Nutanix on Express5800 / Nutanix Core on Express5800 [ZDLYT

N8100-2834S1Y/283452Y/2835S81Y/2835S2Y/2837S1Y/283752Y/2839S1Y/8283982Y % C{ERA SN BiG& (L. LLTD Web
YA MBHELTWAERELT CHERCESL,

https://www. support. nec. co. jp/View. aspx?id=3140107810
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5 =MROWEEICET HIEFE

® VATFL1—TF 4T 1 TBMC Configuration Utilityl OERIEIZDWLNTOTESEIA

SNEERIF Q) UROFIEZRZTL TIEELN,

[TEEBICEESR SN TULVA Serial Number. Product ID DiEskhF4Ed 2BEENHY FT,

T5=01Z, XD WarningCGEE) Ry TT7 v THRREREINDZEABY ET,

» Warning

EMC configuration has changed and BMC needs to be reset The configuration utiity will not be avadable until
next system reboot

Enter to Continue / Esc to Cancel

) EE

EMCREGREZ N, BMCRUL? NYEZRTY, ARI-F(UF (R, REAFLNBERE NIRRT
HATEREA,

RTTICBEmer /¥ v A TILRESC

AABERTOBE

(2) TOK] ##L THEHFET,
B) kD WarningGEE) Ry T7 v IThRRTENET,

ZORE., FAILEBELGNTLESLY,

¢} Warning

The management processor is resetting' Please wait a minute for the reset to complete, then hit Esc to extt the
configuration utiity and reboot the server

E

BMCRUEY APTTI VLY RIRTIINEBHELEL, LT, EscERLTRRI-F(UT (%
BTL, ¥=N-EBEBLTIRZL,

iLONBRBNTET LEFEEE : RT—2RS5 U THAKRETELT
5) BEFOETHERTE5. T0KI WL TLESLY,
6) <ESOF—F#HEHEWLTUVRTLLI—T 4 YT+ DEAIZCREYET,
(7 YATFL—T 4T 4D TReboot the System] ZEIRLTHEHEELET,

1) YRAFLA—TFT1")TFT4® IBMC Configuration Utilityl] ICEWTEREDZETREETS L.

SRATFLA—TFT4")FT4® TBMC Configuration Utilityl TOIEREIZEWLT. UTO M) DRy T7 v THERT

AEEHEIIH S HIBEEERINGVMES. Memory Initialization Start] A v+E—CTPOSTELE, HBLY

iL0 DBERZE

CDWarning CGEB) Ry T7 v THRRRINATVBHREICT, 2T 1 HULESFHLELZEL,

HAEBRTRDGE
@) 1 LB, AEDAT—2AS U TIHRBRBTEITIL TSI E#HERALTLLEELLY,
X il0 b‘ﬁt@]qﬂ AT RASUTAEETER (B 1 E)
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@® Serial Number. Product ID A%iE% L1=BEDMRIZDNT
Serial Number, Product ID AVELLT-HE&. UTOFIEIZTEIBT S ENTEET,

(1) EEDERZAZICL, ERa—FZavtEro oA LET,

(2) IMLUEBELI-DL, EBRa—FZFavtEY MIEHELET,

(3) POWER XA v FCTEEDEBREZA VICLET,

4) H——hEFL. POSTEEARTRENET,

B) SFRF—FHLTIURTLA—TAVT4ZBBHLET, L. VATLI—T 1) T4 HEEITEAHL
REIZH->TWEBEE, AVTFURAA RO NMED.4.3 SRTLEREEZT 74U MEIZET) ] %
BHBL., VATLAVTFURRA vy FERELT, RBSUBREDHMELEZLET,

6) YRTFTLaA—FT4YUT1® [System Configuration > BIOS/Platform Configuration (RBSU) > Advanced
Options > Advanced Service Options] # —a—d& Y, Serial Number & Product ID DEZ#EZELET,

(1) Serial Number & Product 1D MEMEAFT HIEDIZEL. FIE 14) IEAFT,

(8) Serial Number & Product ID DEAEAZET HETIELWLCHLLTWR)BEIX, YRATFLI—F4 YT+«
M5, ISystem Configuration > BIOS/Platform Configuration (RBSU) > System Default Options] %
ERLFET,

(9) TRestore Default Manufacturing Settings] #&E{RLET,

(10) TYes, restore the default settings. | Z:&IRLET,

(1) BEBMICEENFEE L. POSTEEMNRTEINET,

(12) <SFOF—ZHLTIURTLA—T a4 ) T4 ZREILET,

(13) HEEDASA KA JIZEBEH S TLVS Serial Number & Product ID 2SR FLa—TFT 1Y) F 4@ [System

Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service
Options] *=a—&kY, BEELFET,

Serial Number

N3100-2557Y ELEE
g

Jpanec.com/express/

Product ID

[EE] Product ID &I, [N8100-2834Y] D& S HEEDZ ETY,
(14) RBSUSRFEIEB ZT 74/ MENLGERE SN TLSEAE. FORBSUEBRDERLBEREZLET,

@ UPS DT EEIA
- UPSZL ) 7IAR— KL TERT SI5EE. UTOREZES Disabled) [TLTLEZELY,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options
> BIOS Serial Gonsole and EMS > BIOS Serial Console Port % [Disabled] IZEREL TL &Ly,

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status %
MDisabled) ITERELTL LN,

- N8181-160 EJR1 ="y I (800W/Platinum) ZLREM TEH L TLHIHEE. UTOREZEEL TS,

System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced
—zn

Power Options ~ & ##A . lRedundant Power Supply Mode] % [High Efficiency Mode (Auto)] IZ8%F L TK
&y,

% High Efficiency Mode (0dd Supply Standby). F7=I1&. High Efficiency Mode (Even Supply Standby) (<
BEINTULBEEHKICOWTIE., LREOEFIEILRETT,
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@ N8103-240 RAID o> bRA—5 ZHEARDIESEIE

1) #HHRIZN8103-240 RAID 3> bO—35Z A SN H15E. KU Starter Pack (ver. $8.10-010. 10) @A & f=
HERAIDa FA—5DT7—Lo T T7H 152.26.3-5379) &4 YFET,

RKI7—LIxT7TRET7 LA DHGREEZERALGLNTESL,
HRALEGES, RTLELENET LEVWEEAHY ET,

T LA OHREEEFERITT 21 —T AU TAICEYAZ2—DEMMARLBYET,

System Utilities LMDEFR : Reconfigure Logical Drives
LSI Storage Authority ED&# : Modify Array

2) N8103-240 RAID o> FO—SHHEAZEED VAT LRM/A—2 3 UA%3.34 (09/30/2024) RiFEDIHZE. Fh
[CHRE RS TEPRFENLGVIEAHYET. CORFAFELELTH, Y—N—DERICEEEIHY FE
ho RELGEEIE, BE. REFSATEZORFEEELTILE,

DATLROM/AN— 32334 (09/30/2024) TIE. CORMEMEESNTVWETODT, Py TT— FEHRELE
ERS

System Utilities LMD&FH : Logical Drive Name

@ N8116-51 SAS TH R/ & h—F ZHEAKRDIERE

Starter Pack Version S8.10-009.01 ICT&FENTLVS, N8116-51 SAS TH R/ A H—FDTFELE I 7—LITT7T
T TF—FrESa—)LVer.5.08) &, BARALLEWLWTLEZL,

Ny —D&F5]
Supplement Update / Online ROM Flash Component for Linux (x64) ? HPE 12Gb/s SAS Expander Firmware
for HPE Smart Array Controllers and HPE HBA Controllers

(firmware—-smartarray2de15b6882-5. 08-1. 1x86_64)

HMICOTELTIE. LUTOWeb B BB INTWAIABTZHERLTLEEEN,
[Starter Pack Version S$8.10-009.01]
https://www. support. nec. co. jp/
( TNEC 7 R— bR—FILHEEI &Y. I88.10-009] ##&&R)

@ HHB/ENEEIZDONT

UTDOA T a3 v&EEHT 5581, REREBO-OXREGOAENT 7 o DERE% lNncreased Cooling] ~EE
LTLESLY,

BEIZAHI D 7 o DEESE Tncreased Cooling] FEf=I& Maximum Coolingl IZERESNTUWBRIBEX. AXEZET
SHEIEHY FEA.

HMEFTay
+ N8150-551 #%% FH 300GB HDD
- N8150-552 &% FH 600GB HDD
- N8150-553 ##E%FH 900GB HDD
- N8150-602 #&E%FH 900GB HDD
- N8103-239 480GB 0S 7 — FE A SSD /R— K (RAID 1)

O EFIE
(1) POST H[KFPF—%FWHT L, PRTLA—T1 )T+ %EEILET,
(2) System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options >
Fan and Thermal Options &R L £,
(3) Thermal Configuration A*=a1—% [HETEHFI ITERELET,
@) <FIDFx—%ETL, BEZREFELTORTLEBEHLET,

X AT 7 VREDEEICHLD., SEROERRECEMICE >TREIAANT 7 v OEGEHN EADZ EN
HYFI,
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@ N8103-184 SASa > bA—35 ZHEARDIESEIE

N8103-184 SASa > tO—S % ERAT 515E. iL0 Web 4 > 42 —T = 4 XM [System Information] > [Storage] >
[Storage Controller]® Status A% “ZAEH (Unknown)” ERTEINBZBELHY TTHAEICEEIHY TEA.

@ EXPRESSBUILDER MDA JL FIZDULNT

EXPRESSBUILDER DAL T E AV TF U RFAA RTRABNBRLEDHEEIE, A o TFURAA FORBEEEELTL
=&,

® Y—N\BHALTIZONT

H—NBHAILTIE., FRELOBREBRREEDEL,. BCLICEBREDZHHNILT ZIRIHT Z29—ERXTT,
H—/NZWHILT OEEMIL. Starter Pack I TH—NBEAILT £y FFTyTHA K] #83BLTLESLY,

Y—NZHAILTOFEFEIZDODWNTIETED Web ¥4 b & ZHERL S,
WWindows 5t i AR
NEC H-7R— kAR—% JL (Windows xtiShAR)
https://www. support. nec. co. jp/View. aspx?&id=9010106809

WVMware ESXi/ESX i hR
NEC 47R— R—4AJL (VMware ESXi/ESX ki)
https://www. support. nec. co. jp/View. aspx?&id=9010107805

® T4RTLAEKR—FZD1T
ZEBERIEODT 1 ATLAKR— bOEEIZ, Y R—FLTLWERA,

@ KXot rOBERABZICOVNT

RKEMN HY (n FEF) TEOHLIRBOEEICRIEATVWS FFa A M(aA—Y—XHS K, AVTFURAA
F) TlE, BESINTLANEBICH ZMMLTHRABZTLIZSL,

{5 : N8100-2834Y — N8100-2834H1Y

oo REMNSNY (nFHF) TRODEBOZEICHFISATNS FFa A2 TR, BHSATULSNEZEICSn
ZRMLTHEABZ TS,

{5 : N8100-2834Y — N8100-2834S1Y

@ N8103-239 480GB 0S 77— ¥ FH SSD /R—  (RAID 1) AR EEFIE

HEEFEORT—2 AT TTIENGI03-239 DR T—R REZHERTHENTEER AL
HELEEDONSI03-239 D K54 TRAL LED ICTRT—R RADERET>TLEELY,

@ N8103-240 RAID 3>~ kO—3 (4GB, RAID 0/1/5/6) EREDEEFEIR

D FSATHBORFRICODVTOIEEE
iLO Web £ 8 —T x4 ADRX FL—I0FE$R. Server Boot Order. # & U System Utilities DI B A LT—
kA =a—., UEFI Boot Order ITEWNT K54 TDEIEH Box/Bay DIERBICR TSN FEEA,

IEBICRRENGEWVLEFTT, RTF—ER/BE/AT14T73A1ATEBHBOT A ROBE/RERTLTVET
DT, BEEHY FEA

@ RT—ERSUTDRFIZDODVTDEIESEIA
EBAEDRAT—F RS TTIENSI03-240 DA T—A REMERT B ENTEEE A,
Ry TS TG SATA/SAS KRS A4 T, BE/MBMES VTS L URE/BES VT TRAT—2 RDER LT
TLEELY,
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)

AN 27—LOzT7ERIZHESETER

W BIOS/Platform Configuration (RBSU) A —a—®MDZEEIZDIV\T

AUGOBEH I 7 —LVITOEHFITHED, AZ21—0—HRIZEELHYET,
TR, EERERHLFTS,

(1) Server Availability * =2 —

DATLA—T 4 )T a5, System Configuration > BIOS/Platform Configuration (RBSU) > System Options
> Server Availability] Z&iR9 B &, lServer Availability] *=a—MNRFINFET,
BIDA T aUIZDONT, RORESBELTLIESLY,

GEN

[30 Minutes]

AT7oay NSA—4— | zB
IPMI Watchdog [Disabled] IPMI (C#EBL L -2 BhBS D (POST) o+ v F Ky 52 4 <—WDT) ZHHICT
Timer Enabled EFET, CDEFAV—IE, —F—RIRTFLIZHLT IPM o<V F%E
GE1) RITTHEENLY . BBWICITEDIZLZY FEA,
IPMI 24 v F Fy5 2 4<—WDT) (X, POST h[<FDF—, FF=(I<F10>
X—E=W{FLEiLTEET,
POST hD<FO>F—, FF(I<FI0>F—ZH L LN DTS, WT (LBRS
hiz= IPMl DAY FEVTRLT—DE A LT FEBEDORIZCEA LT
FL. SRATAIRBIREA: IPM D+ v F Ky 524 T—BEEHmTL
ﬁj—o
IPMI Watchdog | 10 Minutes Y—nN—0Ov I 7y ITHRBELEBEICH—/N—(ZH L TREL
Timer Timeout | 15 Minutes BA LT FEMEERITTHDETCOFBERZEZRETEET,
20 Minutes

IPMI Watchdog
Timer Action

GE1)

[Power Cycle]
Power Down
Warm Boot

Y—NR—0Ov I 7Y FI&E>TIAYF Fu a4 <2—hEEONIC
BoltZEDAA LTI FNEIMEERETEET,

[ ]: HERORE

F1VRTLRMAN—2 3 254 YBICTEMENSFT T a v T,

Power and Performance Options A —a1—
SRTFLaA—TFT 4T 45, System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options] %3&iRd 5 & . Power and Performance Options] * —a—MREESNFET,
BHMOA T asIzo2WT, ROXRESBLTESL,

Preference (1

ATvay NS A—H— B
Energy [Disabled] COFTVavEFERALT, IRAMF—/INTH—TI R
Performance Enabled BEZBEDE-FENCLET, CERAOEBETRUF

Y—HEEEL. NT7+r—IAOAEZHEZLI-L
T, AF T avEBUMLTLESL,

[ 1! HERORE

F1VRTLRM/AN—2 32280 UBICTEMENSFT T3V T,

Server Security * =a1—

AT LA—T 4 YT 4h 5, System Configuration > BIOS/Platform Configuration (RBSU) > Server

Securityl #:&iR9 B &, Server Security] *=—a—hMRRENET,
BMDA T avIcoWVT, RORESBLTLEELY,

AFoay NG A—HZ— | B

UEFI Variable | [Disabled] FRU—F 4 VT VRTLEEMDY 7 b 7I2&ZHED UEF] EHD
Access Enabled EEAHE. VATLBIOS TRELICHBETESLSICHELET .

Firmware MDisabled] ABIREThTWNBIBEAIX, TTOH UEF] EHAE ZAHAHE
Control ¢z TY., [Enabled] ABIRENTLSFEE. VA TL BIOS USADYT b

T7IC&>TEER UEFI ZHIZMASNBZEERERZXTRTIAVY EhE
T, BIZIE, RL—TF A VT RTFLBFLNWT— T avEzwT—
FMEFDRLEMICEMLES ETDHE. BERICIET— MNEFORTAIICE
BIhFET, FiE: UEFFIEH 79RO I77—Loz7ay FA—ILKRE
M TWBBE, ARL—TFT A VI RATLAOBEO—RNYPFES
YICBIELEWS ERHYET, FILWARL—TFT A VI VRATLDA Y
Abr=LRIZTS—PRETDIBENHYET,

[ 1@ HERORE

E1TVRATLRMNA—D 30 254 RICTEMENZA T3V TT,
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(a) Advanced Trusted Platform Module Options * —a1—
SRTLaA—TFT4)TF4M 5, System Configuration > BIOS/Platform Configuration (RBSU) > Server
Security > Trusted Platform Module Options > Advanced Trusted Platform Module Options] #ERI B &.
lAdvanced Trusted Platform Module Options] *—a—MERFREhET,
BMOF T avIioNT, RORESRBLTIZEL,
AFToay NFTA—4— | 3H
Omit Boot [Disabled] T—FTNARARY FEBDORHEERELET . lEnabled) IZERET S
Device Event | Enabled &, PCR T— FRITORELFESNICEY . PCRIA] THRAENRBESAEGLHE
@) YEJ,

[ ] HFEEORE
FVVRTLARMA—D 32280 LIRICTEMENSF T a>TY,

BARGICETSEAVEHEITONT

AEOABRICTHEAHYELEHZEIE. TEI7—RAFIVE I bV —FTERLEHLE (S,

BEWEHLES : 27— VR VR —
TEL : 0120-5800-72
SATEFRE 0 9:00~12:00 13:00~17:00 AEH~%ER fHBZEKRL)
KESEZHEHEEBAICHELOLRVE I BENDD S ABBVEHLELZEL,

NEC

20265 3A HE22kR
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Precautions for Using
Express5800/ R120h-1M (3rd-Gen), R120h-2M (3rd-Gen)

Thank you for purchasing our products.
This document provides the precautions on the use of this product.
Please read through the instructions below and keep this document in a safe place for your future reference.

)
2) Notice aboutt the function of the System ROM
) Nofioe aboutthe funcion of the iLO5

5) Notice of the function in general
A) The additional options by fimware update

1) Introduction

o About the manual of this product.

For Starter Pack, the user's guide and the other related documents of this product, please refer to Download on the following URL.
Regarding Starter Pack, itis also provided as an optional product.

< https/Amww.58supportnec.co jplgiobalidownload/ >
->Document & Software
-=>Rack
> (Select your server model)

Please check latest information and versions on ESMPRO portal site before using NEC ESMPRO Manager, NEC ESMPRO
ServerAgentService and Express Report Service / Express Report Service (HTTPS)/ Express Report Service (MG).

< https/Amww.58support nec.co.jplgiobalidownload/ >
->ESMPRO

o About Starter Pack
Please see the following website to check the latest Starter Pack.

< hps/Avwwwv.58support.nec.co jp/globalidownload/ >
->Document & Software
->Rack
> (Select your server model)

o About service and driver modules for VIMware ESX/ESX
Please see the following website to check the latest modules.

(1)Agentiess Management Service and iLO Channel Interface Driver

< https/Amww.58support nec.co.jp/global/download/ >
->VMware

(2) WBEM Provider and CLI tool

< https:/Amww.58support nec.co.jplglobalidownload/ >
> Utiity

o Notice about service operation time of this product

The service operation hours of this product may require more hours than usual depending on the combination of the equipped firmware
and driver.




2) Notice about the function of the System ROM

@ Note for UEFI Boot Order Control

If the System ROM Version is 3.34, you camot enable or disable new boot devices or save these settings in the UEFI
Boot Order Control menu (k1). To change the priority of the device to boot fram please adjust the priority in the UEFI

Boot Order menu (k2.
Additional ly, each time you navigate to the UEFI Boot Order menu or the UEFI Boot Order Control menu, a red circle (@)

will appear in front of the “Changes Pending” string at the bottom of the screen. Press the F10 key as needed to save
the settings.

(1) BIOS/Platform Configuration (RBSU) > Boot Options > UEFI Boot Order Control
(2) BIOS/Platform Configuration (RBSU) > Boot Options > UEFI Boot Order

e Caution for the “Submit Fail For Form” Question pop-up

If you encounter the “Submit Fail For Form” Question pop-up while changing the configuration in the System Ultiies, discard the
changes by pressing Cancel. To apply the desired changes after that, reboot the server and re-enter the System Utiliies. Selecting OK
to continue the changes may cause some server settings such as Serial Number and Product ID to be lost

Question

Submit Fail For Form: BIOS/Platform Configuration (RBSU)

Select Cancel to discard changes for this page. Select OK to go to this page

e Caution for recovering from a RSOD(Red Screen Of Death) screen

Ifyou have changed the server configuration/settings or the system status, a RSOD(Red Screen Of Death) screen appears in rare cases
before starting up the OS. This may cause the server to become uncontrollable. However, the server may recover from the RSOD by
tuming off and then on the power again.

To recover from this condition, power off and then on the server again.
If the problemn persists, contact your sales representative for maintenance.
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o [f Secure Boot fails, a red screen (RSOD: Red Screen Of Death) may be displayed

If Attempt Secure Boot (*) in RBSU is set to Enabled, and Secure Boot (signatuire verification) fails during boot, a RSOD(Red Screen Of
Death) may be displayed before the OS starts, and you may no longer be able to operate this product.

(*) BIOS/Piatform Configuration (RBSU) > Server Security > Secure Boot Settings > Attermpt Secure Boot

If a RSOD(Red Screen Of Death) appears, power the device OFF and then ON. After that, resolve the cause of the Secure Boot failure
(e.g., the boot loader/OS components are outdated and fail verification under the cument Secure Boot policy), and then boot from the boot
device.

As an example workaround, set Attermpt Secure Boot to Disabled, update the OS (or the boot loaderrecovery environment) to the latest
version, then set Attempt Secure Boot back to Enabled and confirn that the OS starts successfuly.

Ifthe issue is not resolved, please contact the First Contact Center.

o Server may become unresponsive during Network PXE Boot

If the System ROM Version is earfier than 3.10 (02/22/2024), the server may occasionally become unresponsive when booting via
Network PXE Bootwith an OS. If this issue occurs, please follow one of the procedures below to restart the server:

a) Press and hold the power button to um off the server. Then, press the power bution again to tum on the server.

b) Select “Power” > “Press and Hold” from the iLO Web Interface to tum off the server. Then, select “Power” > “Momentary Press’
from the iLO Web Interface to tum on the server.

Thisissue has been fixed in System ROM Version 3.10 (02/22/2024).

o How to recover stop POST by the message of "Memory Initialization Start”

If the server stops POST by a message of "Memory Iniialization Start", recover them by setting to the default value by SW6 of the system
maintenance switch.

Referto “Chapter 1 - 7.4.3 Set the System Configuration Back to Default Values™ of the maintenance guide.

o About UEFI Serial Debug output on BIOS Serial Console

UEFI Serial Debug output could inadvertently be seen over BIOS Serial Console with System ROM Version 2.32 (03/09/2020). This
issue would be seen periodically on server reboots. POST time will increase by about 2 minutes.
This issue has been fixed in System ROM Version 2.34 (04/09/2020).

o Notes on the Server Configuration Lock (SCL)

(1) Set SCL function to disabled and operate the system.

(2) Set the password when the SCL function is enabled and keep the password in a safe place. If you lose your SCL password and itis
locked by the SCL function (stopped before booting the OS), you will not be able to unlock itand you will not be able to boot the server
OS again.

You will be charged for recovery / recovery to the bootable state.
If you lose your SCL password, there is noway to clear it

(3) When you will be requesting maintenance, itis necessary to disable the SCL function.
If you cannot be disabled the SCL function, maintenance will be a charged one.

(4) Set "Halt on Server Configuration Lock failure detection.” option to disabled and operate the system. If it was enabled, when the SCL
function detects an unrecoverable condition and is locked (stopped before the OS boots), the system utility will not be able to startand
the server configuration lock will never be disabled.

You willbe for ing to the bootable state.
Unrecoverable conditions of SCL function:
-When the server boatis locked by the SCL function due to change in the RBSU settings.
- When the server boot is locked by the SCL function due to the update of firmware, and the original firmmware version cannot be
restored.
-When the server boatis locked by the SCL function due to a failure of the DIMM or PCl option card

o Notice of the backup and restore of RBSU Settings by RESTful Interface tool.

In the case ofiLO5 Fimmware Version 2.40 or later, backup and restore of RBSU Settings should be done from "Backup and Restore
Setlings" menu under System Utiities. (See "Backup and Restore of RBSU Settings" in Maintenance Guide (Common).)
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o About the intemal DVD-ROM (N8151-137/138) display

Embedded SATA Configuration setiing (* 1) is set to [Smart Amay SW RAID Support], two infemal DVD drive information is displayed in
the Disk Utiities menu (* 2) depending on the operating environment.
Both can refer to the same intemal DVD information.
(*1) TSystem Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller Options > Embedded
SATA Configuration

(2) T'Systern Configuration > HPE Smart Amray S100i SR Gen10 > Disk Uities

o Factory settings on the following items of BIOS/Platform Configuration (RBSU) are as below.

(1) System Configuration > BIOS/Platiorm Configuration (RBSU) > Workioad Profile : Custom

(2) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum Processor Idie
Power Core C-State : No C-states

(3) System Configuration > BIOS/Platform Corffiguration (RBSU) > Power and Performance Options > Minimum Processor Idie
Power Package C-State : No Package States

o "IPMI Watchdog Timer Timeout" may be logged in the iLO event log (IEL)

When System ROM is V262 (03008/2022) and the IPMI Watchdog Timer opton is set to Disabled (factory seting),
the folowing "IPMI Watchdog Timer Timeout" may be logged in the [EL:

iLO IPMI Watchdog Timer Timeout Action: None, TimerUse: 0x44, TimerActions: Ox00.

Event Class: 0x23

Event Code : OxB3

Recovery procedure:
This problem will be solved by exercising either of the recovery options (A or B) described below.

Recovery option A
1. Power off the server. Then disconnect the plug from the outlet
2. Wait for 30 seconds. Then plug the server into the outlet again.

Recovery option B
In System Utiities, change the setling of the IPMI Watchdog Timer option two times as follows:

1. Poweron the server.

2. During the POST, press the F9 key to start System Uliliies.

3. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI Watchdog Timer option
to Enabled.

4. Press the F12 key, save the change, and then restart the system.

5. During the POST, press the F9 key to start System Ultiiies again.

6. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI Watchdog Timer option
to Disabled.

7. Press the F12 key, save the change, and then restart the system.

o About the System Utilities and One-Time Boot Menu display

(1) To protect the change pemissions on the menu under BMC Configuration Utility, enable BMC Configuration Utiity >
Setting Option > Require user login and configuration priviege for BMC Coniguration.

It isntt protected by setting of BIOS/Platform Configuration (RBSU) > Server Security > Set Admin Password.

(2) The Maximum Size and Installed Size of L 2 and L3 cache in "System Information > Processor Information” are indicated by the values
thata 1 MB to 1048576 bytes.

(3) Inthe PCle Device Configuration menu of BIOS/Platform Coniguration (RBSU) (*) and in One-Time Boot Menu, the name of a RAID
controller may not be comectly displayed on the following conditions:
- For N8103-189, N8103-190, N8103-191, N8103-192, N8103-193, N8103-194, N8103-195, N8103-196, N8103-197, N8103-
201,N8103-237,0r N8103-238
The above problem occurs if both of the following condiions are met
1. The version of the RAID confroller firmware is v4.11 or higher, orv3.01.04.072 or higher.
2. The version of System ROM is lower than v2.68 (07/14/2022).
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- ForN8103-240
The above problem occurs if:
The version of the RAID controller firmware is v52.16.3-4455.

However, the problem does not affect a boot from the HDD/SSD managed by the RAID controller.
* Select BIOS/Platform Configuration (RBSU) > PCle Device Coniguration.

o About the PCle Slot X MCTP Broadcast Support menu (X is PCle Slot number)

In the device with the System ROM Veersion 2.10 (05/21/2019) or later, when the PCle MCTP Options menu is selected (as described in
*1 below) for the first time, the pop-ups (*2) informing that the setiings for the device will be forcibly set to defautt will be displayed as many
as the number of settable PCle slots.
Meanwhie, in the device with the Systern ROM of the following versions, when the setings are fried to be saved, the pop-up (*3)
appears and the setfings are not saved. As a result, the pop-ups (*2) will be displayed as many as the number of the PCle slots every
time this menu is displayed. In this case, MCTP Broadcast always operates in an enabled state.

-v2.22 (1113/2019)

-v2.30(02/11/2020)

-v2.32(03/09/2020)

*1 : Systerm Configuration > BIOS/Platform Configuration(RBSU) > PCle Device Configuration >Advanced PCle Configuration >PCle
MCTP Options

0 Error

Current value of "PCle Slot 1 MCTP Broadcast Support” setting does not match possible option values. Setting
is forced to the default value

2

o Question

Submit Fail For Form: BIOS/Platform Configuration (RESU).

Select Cancel to discard changes for this page. Select OK to go to this page.

Ok Cancel

o About set value of Extended Memory Test option

When System ROM Version s v2.36 (07/16/2020), Extended Memory Testopiionis set o "Disabled" automatically after a system reboot
Systern Contfiguration > BIOS/Piatiorm Contiguration (RBSU) > Memory Optionss > Extended Mermory Test




3) Notice about the function of the iLO5

e Caution about ResetiLO

Do NOT Reset iLO during the period from server boot start to the completion of OS boot. This period incudes the execution of POST
(Power On Seff Test)
Do NOT ResetiLO whike users are using the System Uliliies.

Under such circumstances, restarting the iLO may cause unexpected result.
For example, while changing options of the System Utiiiies, Reset iILO may lead to loss of server settings such as Serial number and
Product ID. If the ILO s reset during POST execution, the screen display of UUID and UUID logic in iLO Web Interface : [Information] >
[Ovenview], may be comupted. Please tum off and tum on the power this product.
iLO Resets which is subject to this caution
- ResetiLO via network such as iLO Web Interface
-ResetiLO via UID switch

* Refer to Caution for operating “BMC Configuration Utility” in the System Utities below, for the cases where iLO is reset after changing
the settings in “BMC Configuration Utility” in the System Utiiities.

e Caution about iLO Downgrade Policy

In case that iLO License for Remote Management s installed, Do NOT set “Pemmanently disallow downgrades” in [ Security] > [Access

Setlings] > [Update Service] > [Downgrade Policy] setting.

If the setting “Permanently disallow downgrades” is set, downgrade of any fimware cannot be done afterward. The seting of this

“Permanently disallow downgrades” is permanent and imeversible, and users cannot change this setting from any iLO interfaces or any

utiities.

This setfing cannot be removed by setting “Set to factory defaults” and the setting “Permanently disallow downgrades” is kept unchanged.
e Caution about iLO security function

@ isaways displayed in [Information] > [Security Dashboard] and iniLO Web Interface screen.

Depending on the setting of RBSU or iLO, the status of security may be displayed in red showing securtty is at Risk. Please set security

settings appropriately in order to follow customer’s security policy.

Forthe recommended settings, please review the iILO5 User's Guide.

For the setlings of “Require Host Authentication”, please refer 1o the other descriptions of Caution for the case where the setting
“Require Host Authentication” is enabled fromiLO Web Interface.

The iLO security icon on the right upper portion of Web interface may be transparent even if “Overall Security Status” of [Security
Dashboard]is “RisK’.
"Overall Security Status" of [Security Dashboard] indicates the current security status.
o Caution for the case where the setting ‘“Require Host Authentication” is enabled from iLO Web Interface (*1).
(*1) Set “Require Host Authentication” Enabled in “Security > Access Setling >iLO”

When the setling described above is executed, the following symptoms are expected
- Many messages “Remote Insight/integrated Lights-Out Unauthorized Login Attempts” are displayed in alert viewer.

- Emor occurs, when Starter Pack (Standard Program package) is applied.

The following services and functions are not supported
- Report services for hardware faults in Express Report Service

- RAID Report Service
- Fundion o dispiay Device information and configuration collected by iLO

 Funciion to collect event logs collected by iLO
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o About the conrupted screen display of UUID in iLO Web Interface

If the iLO is reset during POST execution, the display of UUID and UUID logic in iLO Web Interface  [Information] > [Overview] page

may be corupted.
When any corrupted texts are displayed, please tum off and on the system.

o Caution about Virtual NIC settings on iLO Web Interface
The default value of “Virtual NIC” in [ILO] of [Security] depends on the version of the iILO5 Fimmware.
If"Set to factory default" is executed in the BMC configuration ufiity, check the following:

(1) ifyou use iLO5 Firmware Version between 2.10 and 2.18, the default value of “Virtual NIC” is “Enabled”.
Awaming may be displayed for “Virtual NIC” on the device manager of Windows Server 2012 R2 which does not support virtual
NIC or Windows Server 2016/2019/2022 where USB CDCEEM driver is notinstalled.
If you do not use the iLO virtual NIC functionality, go to [Security] > [ILO), and set“Virtual NIC” to “Disabled”.

(2) lfyou use iILOS5 Firmware Version between 140 and 147, or 2.31 or later, the default value of “Virtual NIC” is “Disabled”.

e Caution about IPv6 address of Network Adapter on iLO Web Interface if vEthemet(Hyper-V Virtual Ethemet
Adapter) is configured on Windows

If iLO5 Fimware Version between 2.10 and 2.18 below is used and vEthemef(Hyper-V Virtual Ethemet Adapter) is configured on
Windows, “IPv6 Address” of [Network Ports] in each Adapter may be not accurate on [Information] > [Network] > [Physical Network

Adapters].
Please confirm The Property of each network adapter on Windows, if vEthemet(Hyper-V Virtual Ethemet Adapter) is configured oniit.

o Display of Network information on iLO Web Interface

The network bridge is configured, the information displayed (for each adapter) in [Physical Network Adapters] in [Network] of [Information]
oniLO Web Interface may differ from the actual status on OS.
For the detall of the bridge information, please check the Property of each network adapter on OS.

o Displaying Device Inventory information in the iLO Web Interface

< Environment with SAS Expander card (N8116-51) >
iLO5 Firmware Version 2.31 or later, SAS Expander card information might be displayed as follows, but it does not affect server
-Fimware Version  : NA
- Status : Disabled

o About Storage Information of iLO Web Interface

If you are using the iLO5 Fimmware Version 3.00 or later

iLO5 may not refrieve Storage Information after server reboot.

Inthis case in the iILO Web Interface, under "System Information," dicking on the "Storage” tab displays the following:
"Failed to refrieve complete  storage device information. Refresh the page in a few minutes. "

If above the message is displayed on "storage” page iniLO Web Interface, please run the iLO reset.
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o Caution for the Security Dashboard of iLO Web Interface

If you update to iLO5 Fimmware greater than or equal to 1.47 and lower than 2.10, “Last Fimmware Scan Result’is displayed in “Information
> Security Dashboard”. Do not click this Hyperiink.

If you dlick this link by mistake, you won't be able to move between menus and tabs.

In that case, you need to reload the page by the reload bution of the browser.

Oryou log out the cumrent session of iLO Web Interface, and please log in again.

Information - Security Dashboard ® © H® © 9 A ?

Overview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

@  Overall Security Status : OK

Security State Production
Server Configuration Lock: Disabied
Security Parameter \l,S(atus State Ignore
Security Querride Switch = 0K of @)
Y v s
IPMIDCMI Over LAN 90K Disabled O
Minimum Password L ength 90K OK O
Require Login for ILO R @ 0K Enabled O
¥ OK Enabled O
Secure Boot 9 0K Enabled O
Password Complexity 9 0K Enabled O
9 0K Disabled O
9 0K oK O

o What to do if you receive a corrupted alert about physical drive status changes?

When you received the comupted SNIMP alert about physical drive status changed,confirm the location information of the same event at
“Information” - “Integrated Managementlog” of iLO Web Interface.

eg-
Abnormnal, physical diive status change detecionLO SNVP Trapmgr WIN-UBHIHPNIH1Quuru+hei83,192.168.0.57, 202110101
15:22:57,L.O,0x00000be"A physical drive status change hes been detedied. Current siatus is 3.

(Location: Port 12 Cortroller: Siot 12)'ffthe physical ciive status is falled(3), prediciveFaiure(d),
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o About status of Agentless Management Service(AMS) on iLO Web Interface.

When you received the comupted SNIMP alert about physical drive status changed,confirm the location information of the same event at
“Information” - “Integrated Managementlog” of iLO Web Interface.

When status of Agentiess Management Service(AMS) is “Unknown” or “Not available”(*) on iLO Web Interface,

please resetiLO.

After about 10 minutes, please restart Agentiess Management Service(AMS) by following procedures.

*Verifying AMS status
Please confim the status fromiLO Web Interface : [Systermn Information] > [Summary] > [Subsystems and Devices] >

"Agentiess Management Service".
If the status of Agentiess Management Service(AMS) is “Unknown” or “Not available”, iILO can't collect some part of
information of storage, network and iLO can't display those information correcty.

< Restaring AMS >
Procedure
+ Windows
Navigate to the Windows Services page and restart AMS.

- Red Hat Enterprise Linux 7x and 8x
Enter the following command:

# systemctl restart smad
# systemctl restartamsd

- ESXi656.7
Enter the following command:

# letc/initd/amsd.sh restart
Or
# letc/initd/ams.sh restart

* Command depends on the version of AMS you are using

- ESXVESX7.08.00.0
Enter the following command:

# letc/initd/amsd restart

o About Java IRC session timeout message.
Whie Integrated Remote Console (Java IRC) is launching, the pop-up messages indicate the IRC session expired appear after that
session has expired. At the same time, imelevant popup appears too together.
\When the following message in bottom layer of Java IRC window, ignore description in displayed pop-up message.

-“Sessions Closed due to Timeout or Unauthorized Access.”

o Note About Rapid Setup
Ifthe iLO5 Fimware Versionis 2.71 or2.72:

Before using Rapid Setup for configuring the Smart Amay SW RAID on your system, open the iLO Web Interface, go to [System
Information] > [Device Inventory], and then confirm that “Status” of Smart Aray S100i SR is “Enabled”. During a POST after that, press
the F10 key, select [Provisioning] > [EXPRESSBUILDERY], and then run Rapid Setup.

If “Status” is “Unknown”, running Rapid Setup may display “Preparing recommended RAID conffiguration” and then the following
message:
m “Rapid Setup did notfind any supported disk installed on this system.

Either there is no disk installed, or there is a cabling or other problem.
Please exit Rapid Setup and check your hardware configuration.”
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¢ Possible high-speed fan rotation and abnormal sound
If the iLOS5 Firmware Version is 2.90 or later

Restarting the server can on rare occasions rotate the fan at high speed and emit an abnormal sound.

If this state continues for more than seven minutes, restart the server again.

o SNVIP Alert
lfthe iILO5 Fimmware Version is 3.00 or later,

For NEC ESMPRO Manager, the Alert Viewer notifies you of a change in a physical-drive status when itis detected.
Depending on the status, the location information is displayed in either of the following two pattems:

1. (Location: Slot=(A)Port=(B):Box=(C)Bay=(D) Controller: <NULL>)
2. (Location: Port=(B):Box=(C):Bay=(D) Controller: Slot (A))

A: Controller location (slot number)

B: The port number of the physical drive

C: box number of the physical drive

D: The bay number of the physical drive

e Caution about Using Cipher Suite for Intelligent Platform Management Interface (IPMI)
iLO5 does not support IPMI Cipher suite 17. Ifyou run the "pmitoot” utiity version 1.8.18 with
the interface specified as "lanplus" and cipher suite as "17" for an iLOS, the following error will be displayed.

Enorin open session response message: no matching cipher suite
Emor: Unable to establish IPMI v2/RMCP+ session.
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4) Notice about the OS

o About EXPRESSBUILDER Manual Installation
Partiions in the target disk are deleted when you install the Windows by EXPRESSBUILDER even if you select the "Manual" option.
Pay attention to the user data stored in the system drive when re-installing VWindows.

o Notice of Windows Server

When the USB device is used in supported Windows Server OS, the next eventlog is sometimes registered.
Butignore this message since it does not cause any problem for the operation.

<EventLog>
D 1
Source : VDS Basic Provider
Level :Emor

Unexpected ermor occurred. Eror code :32@01000004

o Notes on changing configuration of CPU board after setting up Windows Server 2019/2016/2012 R2

When afixed IP address or DNS is set for the following options, add a CPU board by the following procedure.
(The procedure is necessary to take over the fixed IP address setting even after the CPU expansion.)

N8104-182 Dual Port 10GBASE-T Adapter (2ch)
N8104-183  Dual Port 10GBASE-T Adapter (2ch)
N8104-185 Dual Port 10GBASE SFP+ Adapter
N8104-187  Dual Port 25GBASE SFP28 Adapter
Expanded PCl Card with PCHo-PCl bridge

(1) Change setfings such that the service that refers to the relevant option does not start up automatically and stop service. In
addition, when the storage is connected to the option, remove the LAN cable from the option before the following work so that
the option does not recognize the storage.

(2) When setting LAN teaming at the option, cancel teaming.

(3) Record IP address of the options / sub netmask / default gateway / prefemed DNS server/ altemate DNS server (the partsinthe

Internet Protocol Version 4 (TCP/IPv4) Properties X
General
You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
() Obtain an P address
(@ Use the following 1P address:

Default gateway: .

referre
Alternate DNS server: [

[ validate settings upon exit Advanced
Cance

(4) Change the settings of the option as follows: “Obtain an IP address automatically”, for IP address and “Obtain DNS server address
automatically.” for DNS address.

(5) Folow the user’s guiide to add a CPU board.

(6) SetIP address /sub netmask / defautt gateway / preferred DNS server / altemate DNS server, which are recorded in Step 3), to
the option.

(7) Set LAN teaming again.

(8) Set up again the service whose setting was changed in Step 1) so that the service starts automatically. VWhen the option is
connected to storage, connect the LAN cable again such that the option can recognize the storage.
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Tips
If you do not follow above procedure, a message appears, teling for example, that the fixed IP address is used by another device,
and you may not be able to set a fixed IP address.

In that case, execute the commands below by command prompt and boot the device manager. Then, dick [View] > [Show
hidden devices] and expand the network adapter tree, and then delete the grayed out devices that are notin use.
>setdevmgr_show_nonpresent_devices=1
>Start DEVMGMT.MSC

When you refer o network of NEC ESMPRO Manager, a duplicate network card wil be displayed after the configuration of the expanded
CPU board is changed CPU processor kit. Please ignore the network device that is not displayed on the OS, and the detall information of
the network device will be displayed as “Unknown'.

o Note on using NEC ESMPRO Manager (Windows) and Express Report Service (MG)

Depending on the combination of iLO5 Fimware Version of this product with NEC ESMPRO Manager (Windows) and Express Report
Senvice (MG) (Windows), it may be necessary to update NEC ESMPRO Manager (Windows) and iLO Receiving Information (o
en.mtb). Please refer to the end of this chapter to confim/update to the latest version, if needed.

#Phenomena regarding NEC ESMPRO Manager (Windows)

iLO5Fimware | NEC ESMPRO Phenomena
Version Manager (Windows)
Version
210o0rlater Eariier than 6.25 - Configuration Tab - Server Status screen

"SNIMP Alert setting” will show ermor message "Failed to get SNMP Alert seting”.
Remote Contol Tab - iLO Information - Show IML or Save IML

NEC ESMPRO Managerwill fail to get IML information and Show IML or Save IML
feature will not work.

- AleriViewer
New Alerts of hardware failure added with firmware update will be displayed as
"Unknown" alert on AlertViewer.

Eariier than 647 - AlertViewer

New Alerts of hardware failure added with firmware update will be displayed as

"Unknown" alert on AlertViewer, or they will not be displayed on AlerfViewer.

#Updating NEC ESMPRO Manager Ver 6 (Windows)
(1) Download the latest version of NEC ESMPRO Manager from the following website.
htips:/Amww.58supportnec.co.jp/globalldownioad/index himl
-ESMPRO tab
-NEC ESMPRO Manager

(2) Update NEC ESMPRO Manager. For details, refer to Chapter 2 Installation in "NEC ESMPRO Manager Ver. 6 Installation Guide
(Windows) [PDFT".

#Phenomena regarding iLO Receiving Information (lo_en.mtb)
* Intend for users of NEC Express Report Service (MG
iLO5 Fiimware | iLO Receiving Information Phenomena

Version Version
2100rlater lo_en.mtb It is impossible to detect a failure of the hardware added along with the
Eariier than 14.0 update of hardware and to issue an alert of this failure.
* If iLO Receiving Information has been updated and NEC ESMPRO
iml_en.mtb Manager has not been updated, it is impossible to detect the failure of the
Earlierthan 1.5.0 added hardware and issue the alert of the failure, as with the above.

* There are 2 kinds of iLO
Receiving Information.

#Updating iLO Receiving Information

(1) Download the latest version of iLO Receiving Information (lo_en.mtb, iml_en.mtb) from the following website.
https:/Awww.58support nec.co.jpldlobalidownload/index.html
-ESMPROtab
- Express Report Service (MG) (Windows) Receiving Information
-iLOZp
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(2) Delete cument Receiving Information from Express Report Service (MG) (Windows).
For details refer to “3.1.5 Setiing for Receiving Information” or “3.2.4 Setting for Receiving Information” in "Express Report Service
(MG) Installation Guide (Windows)'".

(3) Setthe latest version of Receiving Information downloaded in step (1) to Express Report Servioe (MG)

* Download "Express Report Service (MG) Installation Guide (Windows)' from the following website.
htfps:/Amww.58supportnec.co.jp/globalidownload/index himl
-ESMPROtab

- Express Report Service (MG) (Windows)

@ The steps of confimnation fori iLO5 Fimware Version
- Server Health Summary
Push the UID button on the server and check the version of the iLO5 Firmware on the console connected o the server.
(For the detai, refer to Server Health Summary iniLO5 user guide.)

-Remote
Check the version of the ILO5 Firmware on "Firmware & OS Software - Installed Fimware" by iLO Web Interface.

# The steps of confimming version for NEC ESMPRO Manager (Windows)
(1) Login NEC ESMPRO Manager.

(2) Click the "About NEC ESMPRO Manager" link at the top right of the screen.
(3) Confir the version information of NEC ESMPRO Manager.

#The steps of confiming version for iLO Receiving Information (lo_en.mitb, iml_en.mtb)
Confirm the version of ILO SNMP Trap” in "Setting for receiving information” screen.
Regarding "Setiing for receiving information” screen, refer to 3.1.5 Setting for Receiving Information or 3.24 Setting for Receiving
Information in "Express Report Service (MG) Installation Guide (Windows)".

o Note on using VMware ESXVESX
1. This caution is about the screen display of VIViware vSphere : Monitor > Hardware > System Sensor > Sensorwhen the ESXIESX
is booted.

(1) Incase of nonredundant FAN configuration, there are cases where the screen display of following sensor Health (VCenter : Status)
shows “Waming (Yellow)’ after ESXVESX completes boot, This “VWaming (Yellow)” does not indicate hardware malfunction and
there is noimpact to the system operation.

- Cooling Unit 1 Fans

(2) There are some cases where the screen display of following sensor Health (vVCenter : Status) shows “ ? 7 after ESXIESX
completes boot, this does not indicate hardware malfunction and there is no impact fo the system operation.

- System Chassis 1 UID

o Notes for using TPM in VMware ESXVESX

If your system has TPM kit (N8115-35) and is running VIViware ESXi with Systerm ROM Version 2.00 (02/02/2019) or later, TPM mode
should be setto "TPM 2.0" (*1).
PSOD (Purple Screen Of Death) occasionally occurs when TPM Mode is setto “TPM 1.2”.

(*1) The factory default setiing is “TPM 2.0
Check TPM Mode and change setting from the following menu.

Menu Location : System Utiies > System Configuration > RBSU > Server Security > Trusted Platform Module Options
Indicating : Cumrent TPM Type
Settings : TPM Mode Switch Operation

o Change of RAID monitoring and reporting method

if Viviware ESXVESX uses N8103-189/190/191/192/193/194/195/196/201/237/238 RAID controller and N8103-239 SSD Adapter for
OS Boot, the RAID monitoring report will be changed to SNMP Trap reporting.
For details, please check the following website.
NEC Support Portal
hitp:/Avww.58supportnec.co.jp/globalidownioadN8103-239VWBEM uninstall_en.pdf
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e Cautions on using Linux OS

Use the device name of LOM or optional NIC which the OS automatically recognizes. VWhen adding a unique udev rule, do not change
orfix the NIC device name based on the PCl address.
In addition, do not use the storage device name under /devidiskiby-pathy that indudes the PCl address.

If operation using a device name based on the PCl address is required, do not addremove the card toffrom the PCl slot, or change the
CPU configuration. If the PCI bus address information changes and the name of the PCHoonnected device is affected, you may notbe
able to access the network or storage, and the systerm may not boot normally.

@ Cautions on using Red Hat Enterprise Linux 8.4

Select “0S Boot Manager” when booting 0S from

or later
One-Time Boot Menu”.

Selecting an 0S boot device such as HDD/SSD on the “One-Time Boot Menu” may cause RSOD (Red Screen Of Death).

One-Time Boot

I Red Hat Enterprise Linux I
Generic USB Boot
)Embeddod LOM 1 Port1:

Embedded LOM 1 Port 1:
Embedded LOM 1 Port 1 :
Embedded LOM 1 Port 1 :
)

Menu

BCM 5720 1GbE 2p BASE-T LOM Adptr -

BCM 5720 1GbE 2p BASE-T LOM Adptr -
BCM 5720 1GbE 2p BASE-T LOM Adptr -
BCM 5720 1GbE 2p BASE-T LOM Adptr -

Embedded SATA Port 1 : ST1000NX0423

Run a UEFI application from a file system

Boot from a URL

Legacy BIOS One-Time Boot Menu

One-Time Boot Screen

NIC (HTTP(S) IPv4

NIC (PXE IPv4)
NIC (PXE IPv6)
NIC (HTTP(S) IPv6
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5) Notice of the function in general

e Caution for operating BMC Configuration Utility in the System Utilities

Ifyou execute POST or change the BMC configuration while rebooting the iLO, some server settings such as Serial Numberand Product
ID may be lost

In addition, there is a possibiity that it does not operate normally in the restart process immediately after.

Toavoid this trouble in rebooting the iLO, follow these steps:

(1) Inthe System Utiliies, changing the settings of BMC Configuration Utiity may display the following pop-up before rebooting the iLO:

Warning

EMC configuration has changed and BMC needs to be reset The configuration utiity will not be avaidable untl
next system reboot

Enter to Continue / Esc to Cancel

(2) Press OK o proceed.
(3) TheiLO will start to reboot and then the following pop-up appears:

Warning

The management processor is resetting' Please wat a minute for the reset to complete, then hit Esc to exit the
configuration utiity and reboot the server

(4) Leave this pop-up at least for one minute.
(5) Confirm if the iLO reboot is completed.
TheiLOis restarting : the Status LED flashes in green (once per second)
TheiLO is operating nomally through the restart completion : the Status LED lights in green.
(6) If the confirmmation succeeds, press OK to proceed.
(7) Press the ESC key several imes to retum fo the top screen of the System Ultilities.
(8) From the top screen, select Reboot the System to reboot the server.

o How to recover lost Serial Number and Product ID
Ifthe server loses Serial Number and Product ID, recover them as follows:

(1) Power off the server. Then disconnect the plug from the outiet

(2) Wait 30 seconds. Then plug the server into the outlet again.

(3) Tum on the server with the POVWER button.

(4) The server starts up and the POST screen appears.

(5) Press the F9 key to enter the System Utiities.
Ifthis fails, initialize the RBSU setfings with the system maintenance switch (refer to “Chapter 1 7.4.3 Set the System Configuration
Back to Default Values” of the maintenance guide).

(6) Check the values of Serial Number and Product ID by selecling the menu of the System Ultiiies: System Configuration >
BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options.
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(7) Ifthe values of Serial Number and Product ID are satisfactory, go o step 14.

8) If the values are unexpected or lost, select the menu of the System Utiiies: System Configuration > BIOS/Platform
Configuration (RBSU) > Systemn Default Options.

(9) Select the Restore Default Manufacturing Settings option.

(10) Select this option: Yes, restore the default setfings.

(11) The server restarts automatically and the POST screen appears.
(12) Press the F9 key fo enter the System Ultliies.

(13) Set the proper Serial Number and Product ID (indicated on the pulkout tab of the server) via the menu of the Systemn Utiliies:
System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options.

Serial Number
ponennang .. | D

[ =
N3100-2557Y :

Jpanec.com/express/

Product ID

(Important] Product ID is the model number like "N8100-2834F". Product ID is not PID.

(14) Ifthe RBSU settings have been changed from the defaults, check and configure the new values.

o Note on using UPS
- When connecting UPS to a serial port, set the items to “Disabled” in the following settings as below:

(1) System Configuration > BIOS/Platform Conffiguration (RBSU) > System Options > Serial Port Options > BIOS Seial
Console and EMS > BIOS Serial Console Port — [Disabled]

(2) System Configuration >BMC Configuration Utility > Setting Options > Serial CLI Status — [Disabled]
- Ifthe N8181-160 (power supply unit [BOOVW/Platinum]) is used by redundant configuration, change the following seftings:

System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced Power
Options > Redundant Power Supply Mode — [High Efficiency Mode (Auto)]

Note:
The customer set as High Efficiency Mode (Odd Supply Standby) or High Efiiciency Mode (Even Supply Standby)
is unnecessary for change above-mentioned.

o Note on using N8116-51 SAS Expander Card

When updating firmware from this Starter Pack (Ver S8.10-009.01), please do NOT apply the following firmware update module
(Ver5.08).

[Package Name]
Supplement Update / Online ROM Flash Component for Linux (x64) ? HPE 12Gb/s SAS Expander Fimware for HPE Smart
Array Controllers and HPE HBA Controllers
(fimware-smartaray2de 1506882-5.08-1.1x86_64)

Please check the following Starter Pack Version S8.10-009.01 public page for detailed application procedures.
[Starter Pack Version S8.10-009.01]
< https/Avww.58support.nec.co.jo/giobalidownload/ >
->Document & Software
-=>Rack
> (Select your server model)
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eChanging the cooling setting
This topic pertains to the following HDDs:
N8150-551 300GB 15K Hot Plug 2.5-inch SAS HDD
N8150-552 600GB 15K Hot Plug 2.5-inch SAS HDD

N8150-553 900GB 15K Hot Plug 2.5inch SASHDD
N8150-602 900GB 15K Hot Plug 2.5inch SASHDD

If your HDD is any of the above, butits cumrent cooling fan setting is Increased Cooling or Maximum Cooling, leave itas itis (i.e., no

need to change the setting). With neither of the two specified, for the HDD's stable operation, please change the setting to Increased
Cooling as folows:

#Procedure for changing the seting
(1) Power on the server. During the POST, press the F9 key 1o start System Utilities.
(2) Select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal Options >
Thermal Configuration.
(3) Change the setling to Increased Cooling.
(@) Press the F12 key, save the change, and then restart the system.

Note:
Changing the cooling fan setting may increase the cooling fan speed, which depends on the operating environment for and the load
onthe system.

o Notes of using SAS controller (N8103-184)

(1) When using N8103-184, “Status” of iLO Web Interface [System Information] > [Storage] > [Storage Controller] might be displayed as
“Unknown”, but it does not affect server operation and SAS Controller operation.

o About EXPRESSBUILDER Help
If the EXPRESSBUILDER help is different from Maintenance Guide, do not use the help but the guide.

o About FCoE function in N8104-177
The FCoE function (Fibre Channel over Ethemet) isn't supported with this product as NEC.
The FCoE function is enabled in spite of the LOM fimware version, in N8104-177 with Family Firmware Veersion after 8.35.43.
Iltis recognized as the FCoE device on the OS, but when not using it from OS and drivers it does not cause any problem for the
operation.
Please ignore detection of the following device.
-HPE 622FLR-SFP28 FCoE Device
e About DisplayPort Connector
DisplayPort Connector at the front is not supported.

o Note on using N8103-239 480GB SSD Adapter for OS Boot (RAID 1)
Ifyou use N8103-239.480GB SSD Adapter for OS Boot (RAID 1), please change folowing setting as below.

(1) Power on the server. During the POST, press the F9 key to start Systemn Utiliies.
(2) Please set the following setfings to "Increased Cooling'™.

System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal Options >
Themmal Configuration

(3) Press the F10 key to save the configuration.
(4) Restartthe server.

¢ The status LED does not show the status of N8103-239.
Check the status with the drive bay LED of N8103-239 on the back side of the equipment.
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A) The additional options by firmware update

m About changing the BIOS/Platform Configuration (RBSU) menu
Some options are added or changed by firmware update of this product

The additional options are listed below.
(1) Server Availabiity Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Server Avallabiliy from the System Utilities,
the Server Availabiity menu appears.
For details about the additional options, see the table below.
Option Parameter Description
IPMI Watchdog Timer [Disabled] Use this option to enable a Boot Time (POST) IPMI compliant Watchdog Timer
Enabled (WDT) thatis disabled when an IPMI command is issued to the system by the user
and will not automatically be disabled.
IPMI Watchdog Timer 10 Minute Use this option to set the wait timer before performing the desired timeout action on the
Timeout~ 15 Minute serverin the event of a server lockup.
20 Minute
[30 Minute]
IPMI Watchdog Timer [Power Cycle] Use this option to set the timeout action upon expiration of the watchdog timer due toa
Action Power Down server lockup.
\Wam Boot
[ I Defauttsetting

*1: an option usable with System ROM Version 2.54 or later.

(2) Power and Performance Options Menu
In System Utilities, selecting System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options displays
the Power and Performance Options menu.

Its additional options are described in the following table:

Option Parameter Description
Energy Performance [Disabled] Use this option to enable/disable Energy Performance Preference.
Preference *1 Enabled
[ I Defaultseting

*1: an opfion usable with System ROM Version 2.80 or later.
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(3) Server Security Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server Security > from the System Ultliies, the Server Security

menu appears.
For details about the additional options, see the table below.
Option Parameter Description
UEFI Variable Access [Disabled] Use this option to allow the system BIOS to completely control certain UEFI variables
Firmware Control *1 Enabled from being written fo by other software such as an OS. When Disabled is selected, all

UEFI variables are writable. WWhen Enabled is selected, all changes made by software
other than the system BIOS to critical UEFI variables will be blocked. For instance, new
boot options the OS attempt to add to the top of BootOrder will actually be placed atthe
bottom of the Boot Order. Note: VWhen UEF| Variable Access Fimmware Controlis
Enabled, some OS functionality may not work as expected. Errors may occur while
instalinganew OS.

[ I Defaultsetting
*1: an option usable with System ROM Version 254 or later.

(a) Trusted Platform Module Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server security > Trusted Platform Module Options from
the System Utiliies, the Trusted Platform Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Omit Boot Device Event*1 [Disabled] Use this option fo record Omit Boot Device Event. If enabled, PCR Boot Attermpt
Enabled Measurements wil be disabled and measurement in PCR[4] will not be recorded.

[ I Defauttsetting
*1: an option usable with Systerm ROM Version 2.80 or later.

m For Inquiries Regarding this Matter
If you have any questions on the contents of this document, please contact the dealer where you purchased the product or our sales representative.




