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INEC H7R— h7AR—2 LR T. 131701022201 AN L THEELTL LY,

F7-. ESMPRO/ServerManager. ESMPRO/ServerAgentService, T4 X L A BHY—ER/TH XA T LR EH
H—EXHTPS)/TH AT LR @Y —E X MG) IZBF LTI,

ESMPRO BAEER—A LY+ https://jpn. nec. com/esmsm/

NEC H7R— k7R—4A )L https://www. support. nec. co. jp/View. aspx?id=9010102124
DERFOERBIUVN—23 EHEEL, FIAL TS,

@ Starter PackiZDULNT

ARG THERYT 5 Starter Pack (X, LIT®D Web ¥4 MZEFHRAIBEH SN TLVET,

Web 4 FZIBEORBEZHEZE L., /N\— 3> 88.10-005. 01 LIEZE@ERA L T FE&LY,
https://www. support. nec. co. jp/
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@ Wware ESXiD K54 /8 - H—ERES 2—ILIZDLVT

ABLD CHEET S Wware ESXi D KSA/\ - H—EREC a—)LIdE. LUTDOWeb 41 MMZRIMRAEBEH ST
WET, Web U FMIIBEBEORBEFERL., EYN—D 3 UFFERALTLESLY,

Agentless Management Service ¢ & T iLO Channel Interface Driver
https://www. support. nec. co. jp/
( TNEC H7R— hR—% JLKEZR] &Y. TAgentless Management Service] %1% L. [F#hR] &FxR"Eh
% TiL0 FW X. XX LLEEA Agentless Management Service $ &1 iLO Channel Interface Driver (VNware
ESXi/ESX 8.0/9.0kR) 1 Z@ALTLEELY, ESXi 6.5/6.7 £=IXESXi 7.0 ZFALTWL31EE1E. [IB
] ERTREND, BEVDEXI N—2a VITRELE30ZFBEARALTL A0, XX (F#P)
- WBEM R4 FE KU CLI Y—IL
https://www. support. nec. co. jp/
( TNEC H7R— F7R—AJLIIRER] LY. TWBEM O/« &) #&FEL. [[EFHR] WBEM o4 48 &V
CLI »J—JL (Wware ESXi 6.5k}, 6.7k, 7.0hR, 8.0hR) 1 #@ERAL T &L
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https://www. support. nec. co. jp/View. aspx?id=3140105866
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2) VAT LRMNDOHREICET HEEFE

@ UEFI Boot Order Control M;¥EEIE

AT LRM/N—2 32 3.40 DIHE. UEFI Boot Order Control A =a— (1) THEH=H T— kT34 ADEX
b, FEIEEDEDERELCRENTETEEA,
FHMIFLAT D Web 5 R EFEFBL TLIZ&LY,

https://www. support. nec. co. jp/View. aspx?id=3140109992

T— rT\A ADEHNBEIERZEER T BM8IL, UEFI Boot Order A =2 —*2) [ZTIToTL EELY,

F1=. UEFI Boot Order # =a—Ft=1& UEFI Boot Order Control » —a—IZ#ET =M. EETERIZHS
“Changes Pending” XFEFIDRIZFRULONRRTSNET,

WEIZIELTFIOF—Z2HT L, BREDREFEEZIToOTLIEELY,

(x1) BIOS/Platform Configuration (RBSU) > Boot Options > UEFI Boot Order Control
(¥2) BIOS/Platform Configuration (RBSU) > Boot Options > UEFI Boot Order

@ Submit Fail For Form®Question (B AR 77 v THRRIZDODVLWTDIEEIE

SRATLA—T A )T AITBVWTHRENEEFIC, RDOSubmit Fail For FormMQuestion (B KRy T7 v ThH
RESNIIFRIE, TFrotil] EBRUTEREZWEL TS,

EolZ, H—N—DBEHETOTVATALAL-—TAUTAIZAVEL T OERENEEEZBETLT
&L, HL 0K #HLTZOFERELERZHEDHD & HEICFEEHRIN T SSerial Number, Product ID
REDREFRNERT HEABYES,

0 Question

Submit Fail For Form: BIOS/Platform Configuration (RESU)

Select Cancel to discard changes for this page. Select OK to go to this page

O ==

Submat Fail For Form: BIOS/Z'2 7 N7 2 — ARR(RESV)

COR-JOREEERTINABF T LAEARLEY, COR-JLACHABOKERRLEY,

BARERTOES

@® [Memory Initialization Start] M+ v+— TPOSTELE LI-1BEDRMIZDLNT
[Memory Initialization Start] M* vt—LTPOST BLE LIS, SATLAVTFURRAYFD N6 (2
FYSRTLEEET 74 MEICRT Z L TRIBT HZEMNTEET,

HMAEFIEEL, AVTFURAAER 11 E(.3.3 SRTLEREETI7HIMEIZREY) I DEEZSHE
LTLEELY,




@ FR3C=FHEHE (RSoD : Red Screen of Death) AR R Ehi=HEDRMIZ DT

REOEREECRELEELREVRTLOREEZERE L-HGEO, BHET/NNA AANDTIERE2A4 I VT2
&Y. OSEEIFTICENICHFIXFER RSD) NRTREN., REFDIRENTELLKBEIEAHY FT, BREE
PRELHRIZES —BHEDEZROBENHYERL 7. A oIick-THEHELET,

FRXFEE RSoD) ARTENIHEIE, KEBRDA 7. FUEREL TS,

FRXFEEDH

@ tXa7T—FZkBL-BE. FRXFEE RSO : Red Screen of Death) /T EINBZ MBS

RBSUMAttempt Secure Boot () ZEnabledI 252 E L TL\BIHE. X217 T— FROEBRRIEICELKT 5 L. 0SiEE
AT HFXFEE RSD) NFREIN., RERDIRENTELLLLEEIIELHY FT,

(¥) BIOS/Platform Configuration (RBSU) > Server Security > Secure Boot Settings > Attempt Secure Boot

FRXFEmE RSD) MFREINT-IGE., BEDEREA 7. A2 LI&IZ, X7 T— ALK T SRR

#Bl: T— rO—&/0SDaviR—% rAEL, MEDEX1T7 T— bR S —TREEIZERKRT 274 E) 2674
LTHhD, T—rTFNAAMSEEIL T &L,

*HAED—FIE LT, Attempt Secure BootZDisabledIZ L1=#I20S(F1=I&T— k O—4/EIEBE) 255D
REEIZEH L. BEEAttempt Secure BootZEnabledIZERTE#R. 0SOEHEFHERL T LY,

@ VATLRMN— 32232, HhDIL0BT7—Lo T F7/N—D 3 2 OLEDIHES, L0 Webf 2 —TJx/ R L
DPCI Slot 1DIEMASE L K RRShAZLY

DATLRMIN—2322.32, D il0b 77—LDzF7/N\—23 2 240 LIEDIHE., ilOWeb A >4 —T x4
A LT, PCI Slot 1(%Unknown, FE7=I&Empty Slot 1 ERFREINFET,
Fi=, PCI Slot 1 TIZ5—ZHELTH., IMICELLEEHRINEEA,

Bl : 25X 0x8, 33— F: 0x2 Uncorrectable PCI Express Error Detected. ...

SR 011 a—FK: 0xA <Ry FTJ—%2HhH—FK4£> - NIC Connectivity status changed to Link Failure
for adapter ...

"HE,
PCI Slot 1 DIEHRIZDOWLTIE. YRFLI—TFT 1 JF 4D PCI Device Information A —a2—ZSHBLTLFEE
LY.
SRTLRM/AN— 32252 Tldk, COBEMEEShTLET,

@ RESTful/ 32— 2 —RAY—JULIZK BRBURED/ Ny I 7Ty T (R &YX M7 (8x) OFEEE

iL0b D7 —LHxzT7/N\—2 322 40 LIFEDIHEE. RESTful 4 2 —2J x—XY— )L %M L= RBSU ZRXFEND{E
FLERIIFERTEEEA,

RBSU S EDREFE L ETIZ. AT LIA—TFT 1) T 1 D Backup and Restore Settings * Za—M5{T->TL
SWAVTFFURAA FEER D TVRATFLAI—T 4T+ DRBSU BEDREFEEET) 2318,




@ SW RAIDA%hBE, PAEEDVD K5 J (N8151-137/138) Hi2fAFE R S B E=DULVT

SRATFLRMN—23 21,22 LIFE, 2. 14 Ki#EDIBE . Embedded SATA Configuration %7€ (¥1) % [Smart Array SW
RAID Support]s%ERs. ERIRIEIZ L Y Disk Utilities * —a21—(2) [CHEDWD KS 4 JiIFHEMN 2 @R TSNE
ER
EELMD R4 TEBRLI-IGAETERCHNEDD RS54 JDERNSBTEET,
(x1) TSystem Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller
Options > Embedded SATA Configuration]
(*2) TSystem Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities.

® Windows R) 7/8f AT A= v —ICEBREARY A T—DFFTINT, ERATEHL

DATLRMN— 32 252 KiEDFE., Windows R) T/3f AXR—V ¥ —IZBFREEARNY FE 4 IX—HKTR
ShT, EATEEEA.
AEBEHIREL-BE. BREEARVMIAT—OTANTFAIZUTOA vE—HNREREENET,
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B €240 Series Chipset Family LPC Controller
(C242) - A30A

FIAADKE

BEION-FII7 F/AAFIVE1-F-[ZBESN TV EEA. (3-F45) I

COMBERRTICR. ZON-FII7 T/ AEIVE21-F-[CBEELT
3.

Fovtll
BRREANY M4 T—DTONRT A EE

@ ARTLA—TA4NVTABEUVIVELLT— A a—DRFRIZDOINT

- System Information > Processor Information T&Rx&#15 L2 Cache, L3 Cache M Maximum Size, Installed
Size & IMB % 1024000 /N1 FIZHME LF-#ETRRESNET,
DATLRMN—2 321,20 LIBFDIGE L. IMB % 1048576 /N A MMBRE LF-BIETRRSNET,

- UTFTOREEHZEFH-TIEE. ToBALT—FA=21—& RBU® PCle Device Configuration * =21 — (%)
IZ.RADD Y bFA—SEAELLEFREINGENIELAHYETRAID O FA—FERTOHDEETHY .
RAIDa Y FrO—SIZBHIN TS HD/SSD 5D T— MMIIFEHELFH A,

() BIOS/Platform Configuration (RBSU) > PCle Device Configuration

€S
N8103-189, N8103-190, N8103-191, N8103-192, N8103-193, N8103-194, N8103-195, N8103-196,
N8103-197. N8103-201. N8103-237. N38103-238 Miz&
LT 2 ODFHEITRTHETIES., RELFT,
1. RRIDa> hA—5T77—LoxzF7/\—2a 24 11 L&, F721£3.01.04.072 LR
2. SDRTLRM/N— 32260 K

@ VATLRMA—S 3y 20THABEEDTEEIE

SATFLRMNA—2322.00 THBBEEIE UTOWeb YA FEKYSRATFLRMDT7 Yy FTF—FES1—ILE
Aooa—KL, YATFLRMNA—D 3212 2 8BALTLEELY,
https://www. support. nec. co. jp/View. aspx?id=9010108425




@ U RTLRMA— 322 2058 . HEE L TULVELINWeDEERAIL0 Webf 48— 24 R IZREREhD

DRATLRM/IN—2322.32 DA, L0 Web f 2 —7 4 R EIZHEE L TULVEL NWe DIEERASLUTD K S
[CRRENFETH, FRHTEELA,

- 27—LxzF7 &0SYIT+DxT7 - J7—L T NWe Drive

- VRATLIER - A L—2 NWe SSD

- DRATLIER - TINMMRA AR R PCI-E Slot 1 (B4 (% Empty Slot 1 ERFRENFET)

DATLRMN—D 32252 Tl EREDBRKREEMEESNTLET,

@ PCle Device Disablel=TTHPE Ethernet 1Gb 2—port 361i Adapter Z&ESIZTE4LN

HPE Ethernet 1Gb 2-port 361i Adapter M LAN 77— Lz 7/\—2 3 UMLITOEHEE. RBSUD PCle Device
Disable (¥) Z Disabled [ZE%E L THEMI-TEE A,

- RWRIMMN I 7—LozT/IN—P 3y
-1.2529.0
-1.2688.0
-1.2836.0

(¥) System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration
> (Embedded LOM %) A =a— > PCle Device Disable

@ Y FT—YPXET— FTH—/N—DRIENRTELLLRD I EMNHD
AT LRMWA—2 3 U3 N0KRFEDIZE. v bT—IPXET— MM & BH0SEEIFIC, FENITKRERAIGE L7AL
BHEZEABYFET,
CORREARE LGS, UTa). b, WIhADFIEEEREL., ARBZHEREE LTI,

a) PONERR A v FZRIFL LTARBRDOEREZA TICL. £D%&. PONRR A v FOEWTIZK Y ARZDEIR
EAUITLTLESLY,

b) iLO Webf > B2 —T x4 ZAM 5 MER] > BLEKITS] ZERLTARGOEREZL 7ICL. T0E.
TR > THEEMICHY ) Z2BRLTAREROERZEF VICLTLESLY,

SATLRWAN—2 3 23 10ClE, COREMEESNTNET,




3) iLOSMHEREICEEY X EEIR
@ ILODHERZITIHANIEEE

H—/\— 2B L0SDIEENTE T FETOMR POSTEITHEEAET) L. ILODFESHZTHHZNTLIZELY,

Ffze. YRATLA—T 1) T4 DEEETE. ILOOBESZTHHENTLIZELY,

BUAA IV TILODBEEZT> L. BiIFLBEVBMELBEEENHYET,

FERAEVARATLAA—T 4 ) TADRELEEADPIZILODBER X) F1T75 . BEED VAT LERNIE
(Reboot) AIEEIZEIE L AR LMEE S, EEIZEEER SN TULVASerial Number, Product ID7%: & MEREHE#R % H %
TEHZENRHYET, £1=. POSTEITHIZILODEESNZEZITD &.

iLO Web1 >#—2J x4 R : [Information] > [Overview] R—IZ#1FBUWID, UWID GRIE) MAELRRIZIE 515
ERHYFET,

REGRREGSTGEIF, AEEEDOEBREA T, 2 LTLEELY,

<HRELDILODBREEIDSE>
- iLO Webf B —T ARG EZEFRALE=RY FO—VREATOILODFHIEE,
- UIDR A v FZ &M L= iL0ODFEES),

(%) SRFLIA—TF 41T 4@ BMC Configuration Utility] THBRELERDILODBEREIZDULINTIX, A
D IVRFLIA—T 1) T 14D BMC Configuration Utility] DBREIZDULNTHEEEIF| 23RBLT
BELTLEELY,

@ IL0ODF 2T L—ERRY o—HeeDTEER
iLODIEEERS A LV AMA VR b—ILENTULBI5E. [Security] > [Access Settings] > [Update Service] >
[Downgrade Policyl DE%E % [Permanently disallow downgradesl] (ST LALVTL &L,

[Permanently disallow downgrades] IZERELT=GE. 727 —LI I T7DEIUTL—REITS ZENTELL
BYFET, Fl=. iL0ITx L TR EENTHONST=0. [Permanently disallow downgrades)] [ZE&E£I.
iILODBFIEA VA= T A APREL—TFT A TADLARRENDEEEZTESIELTHLEETHIEN
TEHLBYFET,

Ft-. ARTEF—EBRTEEITO EXEMICEEEINS-0. Set to factory defaultsA+ T 3 o il0ZEHE
BOT I+ FREIZRLTEH, TOMDILODETES VB —T 24 AOKEL—T 4 ) T4 DHERREEIT
T¥H. [Permanently disallow downgrades] ERE (IS N-FFIZHYET,

@ L0 Web1f >4 —7 x4 ROWIDFEERFRIZDOLT

POSTEE4THIZILONEHREIZITS &, L0 Webaf > B2 —T 4 XD [Information] > [Overview] R—@DUUID,
UWID GRIE) DIEAFENIZAELRRRELDENBHY FT,
RELGRREGSTHEF. AMEEEDEREL T, A LTLEEELY,

@ L0 Webr > 82— x4 RADVirtual NICSREDTEEH

[Security] > [iLOI® “Virtual NIC” DT 74 MBI, LT 7—LozFNN—2avICEYERZYET,
BUCKERKA—T « U T« IZT “TIGHEROT 74 I Ity b #RELIGEE. UTEEELTLEELY,

QL0577 =Lz TIN—T a3 V2 14L&, 2. 18KiEE CHERADBE. T 74U MEX [H%) Enabled) ] TY,
{RAENICZEHR— k L TULVELWindows Server 2012 R2%5USB CDCEEM K5 o /3H%A X b—)L &N TLVELY
Windows Server 2016/2019/2022 LM F /34 A< %+— ¥ —T [Virtual NIC] NEERREINZHEENHY F
ER
[Security] > [iLO]®@” Virtual NIC” MDE&xE% [#ExhDisabled) ] (CEEBE L TLFZELY,

QLS T =Lz TIN—T a3 U1 A0LE, 141K, B LI, 2. 31LIEE CHEROEES. T4/ MEIT [ME
ZhDisabled)] T,

@ L0 Webf VB —T A ADFRY FT—YERDRRIZDONT
T7AN—F )Y bA—F—DNREINTNSEVRATALT, il0 Webf B —T7 4 ADSEICAAREN
FIRSNTWBIGE, [VRATLRER] > Ry FT—Y]TRRENZIT7A4/N\—F ¥ R)Lar tA—5—D
“R— FDRT—EBRD [TA] ERRENET,
NET7AN—=FrRILaY bO—F5—DEGEN [FO] OKETHLIZEEZRLETDT, HABZAT
FIALTLEEELY,




@ iL0DEF2 Y T4 HEEDTEER

iIL05 7 7 —L z7/N—2a V1. 0LEE CHEADBE. iL0 Web1 >4 —7 =4 XD [Information] > [Security
Dashboard] & & TXiLO Web4f 42 —T x4 REENHELEIZY U RIBKRREINDEENHY FT,
RBSUDERERILODEREDARIZE o T, il0EF ) 71 DIREN ) RV IKEE (FE) TRREINFTDT. F
BOEX1)T4R)O—IZIELTEF 2 T4 ORLETOTLESLY,

HEREAR EDFRIZDLTIE, LA —H—XHA FESBLTLESL,

f=f2L. [Require Host Authentication] EREIZDL\TIX, ZAERND Y RAFLIA—F 1) T4 &Y., Adnin
Password£5%5€ (%1) L1=1B &40, iL0 Webf 2 —T7 x4 AD 5 [FRR FESENSDEIRTEEGS ) IZH/EL
T-IGEDIEEIE] ITREHAHYFEI DT, BEELTLEZSLY,

L6 7 —Lz7N=U 3 VK> TRETIEHPELY FETS,

L6 7—LxT7 EEESis
N—=2321.40 XN, BEUVCX2)
N—23a U1 8L (%2)

iLODBEFTDIREEIZ & Y [Information] > [Security Dashboard]®” £kt T4 RAT—R2R” A [UXR4S]
TH-oThH, il0 Webf 2 —T A/ REEDAELED” iL0EFa1)T4” FAaAUNERBIZHEBGEL
HYET, [Information] > [Security Dashboard]®” £AFtF1V) T4 RAT—ER” NREDEXY T«
KEZRLET,

@ JARTLIA—F 4T« &Y, Adnin PasswordZE&5E (3%1) LT=35E%. iLOWebf > 2—D x4 AMS[FRR B
AN EIREEAR CK) ICRE LB NDTEER
(1) il05 77 —LzT7N\—2a v BREZEAL-REOHEENSHRELYET,
[System Configuration] > [BIOS/Platform Configuration (RBSU)] > [Server Security]& Y. Set Admin
Password &= < 3 VIZT/SRT— RE#BET D,
(3%2) il05 77 —LxzTF7/N\—2 32140 LIEEZERL-REOEENHRELY ET,
[Security] > [Access Settings] > [iLO]JIZ# % [/RR FEREEANWAE /Require Host Authentication] %
[B#] ITLAEWLWTLIEELY,

BEZToH-BE. RITRIIKALIRELET,
- 75— FEa—7IZ. “Remote Insight/Integrated Lights-Out FREFSNALNO45 4 VEITHRE” @
AYE—UNBHRRINET,
- Starter Pack (Standard Program Package) BT 5& ITS—MFEELET,

Ftz. ROY—ERXOHEEEEZFIATEE A,
- THORTLRABHRY—ERIZBLNT/N— FY x 7EEICET 28
- RAID @9 —EX
- H— /B ILTDN— K™ = 7 EEWkaE
- ILOAURET B/\— FU T 7ICET 57/ \1 AEROHEEBRDSE. B&LUA A2 ~OJREMEEE

@ Windows_E TvEthernet (Hyper-V Virtual Ethernet Adapter) #mEF®iL0 Webf 2 —J A ADHRy k7—4
FREFTRDIP6T FLRARRIZET 5 EEEE

iL05 7 7—Lx7/N\— 3 2 10L&, 2. 18Kim%E ZEADIHE. Windows 0S_ETvEthernet (Hyper-V Virtual
Ethernet Adapter) hMER SN TULVEIEE. iL0 Webf > 42— =4 AD [Information] > [Network] > [Physical
Network Adapters]IZ&ULNT. RS TUL D% [Adapter] d [Network Ports]®” IPv6 Address” [Z#&HULNTIELLY
IPV67 FLADRTENGEWNZ ENBHY FF, vEthernetiEREDIPV67 KL RIZEAL TIE, S EDHRY kT—%H
FETEOTONT 4 [CTHELTLESLY,

@ Ry bI—0T)y HEBREDILO Nebf V2 —T 24 ADRY FT—IEROFBRIZDONT

2y b= % Ty OHETERL., IL06T77—LxF7/N\—2 322 LB TITHEADIES. iL0 Web1 >4
—2J 4 XD [Information] > [Network] > [Physical Network Adapters](ZRRESNAABEHNSEOHNEE—BL
BWEERHY FET, T v EROFMRE. SEDRY FI—0F7ETEOTO/INTAIZTHERELTLEELY,




@ L0 Webf U B—T A RDEF2Y T4 FvaR— FOEEER

LS T 7—ALD T T7/N\—2 3 U1 8L, 2. 10K#EE CFERADIHES. [Information] > [Security Dashboard](Z
[Last Firmware Scan Result]MFJREINFTH, RNA/N—=) 0% D)9 LIGENWTLFZEL,

BoTHO )Y LI=5E . NebY A FRDA Z 2 —RMBBHNTELLLBYET, TDHE. T50¥F—0)0—Fk
REED )T BN HLLIEWS=AILD Webf 2 —TJ /A RADAST 7Y FEETLTEEQS A
LTLEEELY,
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@ ilO Webf B —T A RADR F L—UNERIZEET 2T EHIE

iL06T 7 —L T 7/N\—2 3 3. 00LIEDEREE:

Y—N—HEIEERIC, L0 Webf VB —T A XTIDATLIER] > [RL—212TEI Vv $5HE, UTF
DA yvE—IMNKRREN, RRIDDY FA—FOFS 4 TERFEDX FL—DEROIRREINGNGEELHY F
ER

“Failed to retrieve complete storage device information. Refresh the page in a few minutes. ”

ERAVE—TUHAR FL—UEBRAR—VICRTEINGE, ILODBEEFZT > TS,

@ MERSA TDRAT—E2 AEERKDONWP Trap@fD A4 —2 3 UNERRIBICEET H5H40IZDLNT

YIERSA TDRAT—E AEERONWP Trap@HZHS 0T, O5—2 a3 VIERAKRIET 588 HY £T,
O —S a3 ERICEAL TI&, iLO Webf B2 —T A RADEHR] > [41 T L—FTv KeRxTA AYIT
BLARY OO —S 3 UIEREERL TSN,

151

Abnormal, physical drive status change detection, iLO SNMP Trap, mgr_WIN-UBHIHPNIH1Q, uru-rhel83, 192. 168. 0. 57, , 2021/10,/01
15:22:57, iL0, 0xc0000be6, “A physical drive status change has been detected. Current status is 3.

(Location: Port 12 Controller: Slot 12)”, “If the physical drive status is 'failed(3)', 'predictiveFailure)’,

@ L0 Web1 >2—7 x4 AMAgentless Management Service (AMS) DA T—45 X[IZDL\T

iLO Web >R —7 = 4 M [System Information] > [Summary] > [Subsystem and Devices] MAgentless Management
Service (AMS) DR T—ARXIZHEWT. FHH(FELIEFARTEE) ) LR RINHE. ILOOFEHZFT->TK
f2a0, £z, TORIODIEEZBLTHL., UTORRSZ LDOBEEFEESEIZ, Agentless Management
Service (AMS) #Hi#EEI L TS FZ&LY,

< Agentless Management Service (AMS) DE#ZENAER >
- WindowsDIZ&
WindowsDEIEY—)L > H—E X > “Agentless Management Service”ZH4 ") vo L. BERBLTLEELY,

 Red Hat Enterprise Linux 7.x/8. xDB&
UTOavy FEEITLET,
# systemct| restart smad
# systemct| restart amsd

- ESXi 6.5/6. 1DOiZHE
DLTFDaT Y FEEFTLEYT,
# /etc/init. d/amsd. sh restart

HLLIE
# /etc/init. d/ams. sh restart

¥ BEVOMSIN—TavckYavy FARLZYET,
- ESXi 7.0/8.0i5&

LTFha< >y REETLET,

# /etc/init. d/amsd restart

(3%¢) Agentless Management Service (AMS) DR T—4A AMABE (F1-ITFIBAATHE) DIREDIHE . —EDIFEHRH
BB TcEI, iL0 Webf >4 —7 =4 XD THost > Hardware > Storage > Storage Controllers] 4> Host >
Hardware > Network] DDIEIRAIEL K RoreshFzE A, FTi=. ZDFE(IZ K YESMPRO/ServerManager|Z &k %
INLEERROT Y R T L RBHRGEEMNE L ITABEWAEEE L HY FET S

@ iL6T7—LT7/N\—2 3 V2 bLIEDEER

iLO Webf B2 —T 24 AD TR T LIER] > TT/84 XA AR k)] T Backplane BP) DB EFHRMNAEIZLE
BIHEELHY FTHRREITORBETIMECEZEILHY FEA.

IEER) Slot=f:Port=tI:Box=t X HIEREICKYVBSHLEDLY £,
RIERE) Slot=tt:Port=?1:Box=? BEFEDEDIIERTEINET,
F1-% Box=tt Box DARTENET,
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@ ILODEFAIZ DL TDEEEIE

L0527 — Ly T 7 /85— 3 U1 5RETILOONPORENEHDSE . ILVDELEB%1T S & ILODEZINTHh
TLEIHENHYET,

iLO Web B2 —T =4 RIZTNIPOEREZETL. FEHAT A LEHELFET,

iILODOSNTPDERFEAEIZ DN TIE, iILbA—H—XHA FESBLTLFEEL,

@ Java IRCDt Y a2 34 LT FEDRTRICET A EEEIR

Javafid ) E— bV —)L (Java IRC) EBEIHRIZY E— Fa VY —ILDt vy 3 ohYINf-8BEIc. tyi gy
MIN=CEEZRIRYy T7YTE—HITE YL 3 N EFEEBROGVARDRY T7y THRRSh
9,

Java IRCDt v 3 oI =BEIZIE. IRRDTEICUTDA vtE—URBRREINET, FA VE—IHERFE
SNTWBIGERIZIE, BRRENTWARY TT7 Y TORABRITERL TSN,

Ty avEBALT MOEE SNV T I ERIZL TR EL,

@ Rapid Setup=E{TICEHT 5 FEEE

LS T 7—Lz7/N\—2 3 2 NERIX2 2OEREE

Smart7 LA SW RAIDAERRFIZ, POSTHFIZ<F10>*F—38T > Provisioning > EXPRESSBUILDERAN 5Rapid Setup%3=1T
I BIE. E/IZiL0 Web4f > 22— = 4 XD [System Information] > [Device Inventory] ©. Smart Array S100i
SRMDStatusHY” Enabled” (2> TWVB I EZRERLTLFZELY,

StatusHY” Unknown” &EFRRENTULVBIREET. Rapid SetupEEI1TT 5 LR SN ARAIDIBRL 4 h- -
RROFBIZUTDA v E—OhRREINBGEELHY FT.

“Rapid Setupld, CDYVRTAIZRESNTLSYR— MRRT A RV ERDIFohFEATLE,
TARDDRESN TG, 7F— TR EDRIDRENHY £9 . Rapid SetupZ#T L.
N— R T7EREERL TS 7

@ Y—N\—HiEEROFNSELLICRET 5 EEFE

LT 7 —L xF7/N\—2 3 22 VLIEDBEREE
Y—N\—DHFEEFZITO & FNITFAND mﬁ@iﬁ’@ SBYBNISFLULMEGS DHEEAHY FT,
DGR, BEY—N\—OBEFZTEREL TS,

@ ERICEHY HIEFEE

iL057 7 —Lm T 7/8—2 3 V3. 00LIEDERLEE
ESMPRO/ServerManager ZFIFH L TL\BIHE. YR FS A4 TOREEILIZEL, 75— FEA—TIZHENT
B RS A TDRT—RRAEIBRE] DT 53— MBARTEINET,
O MBRSATORT—RRIZELT, B7—2 3 UERHPIRDZ/INNZ—2OWNTADTRIREINET,

D (Location: Slot=(A) :Port=(B) :Box=(C) :Bay=(D) Controller: <NULL>)
@ (Location: Port=(B) :Box=(C) :Bay=(D) Controller: Slot (A))
Aoy rO—5OME (RO Y hES)
BB RS A TDHR— +BES
CHERSA ITDRY Y RES
DYIEBRSA TORABS

@ Intelligent Platform Management Interface (IPMI) DIEE{LR A — FEFHHT AIBADFEEIE

iLO5IE, IPMIDEESIER A — FTEHHR— L TULVEEA,

ipmitool 2—F 4 U T4 /\—2 3 1.8 BUIEEFERLT, 1 32— x4 X%"lanplus”,
ESIERAA—RETIZHEEL. IPMaTY FEETLEGE. UTOIS—MEEL., IPMIaT Y RETHAK
BLZET,

Error in open session response message : no matching cipher suite
Error: Unable to establish IPMI v2 / RMCP+ session.
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4) OSICEEY HEEEH

@ EXPRESSBUILDERTDWindows F&hl A X F—JLIZDUVT

EXPRESSBUILDER > Windows &4 R b—/LF & &, TF8) AT a3 VEBRLIZBETH>TH, 1 VR
h—IWVETARIDIS=T 4 23 UPBFRTHO ) T7EINFET, BA VR b=, A—F—T4HHFET S
BRIEERL TS,

@ Windows Server 0SCfEFEED;EEEIE

HR— RO Windows Server 05 TUSB 7/34 REHBFHEUVDIZE, UTDL AT LA AN FOTHERIREND
CERBYFET,
CNIZDOWTIE, YR TLEMELRESHY FE A,

<qfRr ks>
ID 1
*J—X VDS Basic Provider
LRI TS5—
E5EA CFHLAENWIS—AEELE L, T5—3— F:32001000004

@ Windows ServerIRiE TdAgentless Management Service (AMS) DI EZEIE

Windows Server 2012 R2, Windows Server 2016, Windows Server 2019DIRiFIZAgentless Management Service
(AMS) 78— 3 21.40.0. 001 VR b—LENTLBIHE., ans.exe TAERAA/\Y KILEDOENERLET,
N RV —=DFAE) DBEEEICKYBROBAL LHIT/INT+—T O ADBBES| S 3 aIsesEN
HYET,

- REZ(FAgentless Management Service (AMS) 1.43.0.0TEE SN TULVET,
AVMS[ZStarter Packiz&EN TLVET, Starter Pack/\—<0 3 288.10-006. 03L& @A L TL &Ly,
FTIZAMS 1.40.0.004 VR b—JLEN TS IERECStarter Pack/\—< 3 2S8. 10-006. 03%{FFHJ 5155
&, BERIZMAMSET v TT— 3T 2RENHY ET, Starter PackhEE s TULVBWebH 4 FDREEFESR
LT7yTT—hLTLEEL,

- Agentless Management Service (AMS) 1.40.0.0%fFERHINBHE(E. —EUTOFIEEZERT S LT
N RLEIEEmMLE< B Y ET,
D UFDaATY REavry 70V T FTETLTMSEZEILELET,
>net stop ams
@ "C:¥Program FilesY¥OEM¥AMSYService” T« LY ) EITH R TO—5THEET.
@ “storelib.dl "D 7 7 A L& %" storelib.dl | bak" [ZEE L E T,
@ LUTOaARY REaR U R7OVT FTEITLTMSEZRIALET,
>net start ams

C%1) AISELEBIZUTOA v E—URRRINDZENHY TTHREHY Tt A,
Agentless Management Service Y—E X Z#{EILFTY ..
AT IS—MIEELELT,
SRTL T5— 10670 FELFE LT,
TRtEREG&PTHRAFETLEL:,
Agentless Management Service H—E R (XIEE(Z{EIEENhFELT=,

(%2) AVSEEEIRFICLITDA v E—UNRREINLHIENHY FIHREHY T A,
ERLE=Y—ERITBRICEIB SN TULET,

- Agentless Management Service (AMS) D/\—< 3 VDFERAEICITLTD2ODAEELAHY £,
a) WMREBNDOSLTHRT 5%
@ Windows PowerShel | 288 L TLATDaT Y FEETLET,

> Get-WmiObject Win32_Product | Select-0Object Name, Version | Select-String “Agentless Management
Service”

@ avy REFHEREION—a Ve ERLET,

b)iLO Web1f > 2 —TJ x4 RZFAL T, UE— ORI HHE
@ VE—FREBEIZENT, WebITSHOHF—m5IL0 Wb B2 —T 4 RXIZBFTA 2V LET,
Q@ EA=Za—D I77—LHzT7&0SYTrox7] #BRL., VI Loz 7)] 2BRLFET,
@ ®E®E® [Product Related Software] @ lams.exe] M/N—L 3 U EHERLET,
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@ ESMPRO/ServerManager WindowshR) 8 XU TH R TR EHY—EX MG) [ZREd 2IE5FEF

ABZO iL05b 77 —LoxzF7/N\— 3> &, ESMPRO/ServerManager (Windows fR) 8L UITH X T L R @R
H—E X MG) D/ \—2 3 VDA EHEIZ & > TIZ ESMPRO/ServerManager Windows kR) & & UF iL0 B IRHEER (+
DREFBREZE I 7AIWNDT Y TT— bHBEIZHDIGELHY ET,
UTZESBOD5Z. 7Yy ITT—FAREBEHIGEIE, RF/N—DaVIZ7yTT—RLTLESL,
BN—2 3 VDFERFEIZONTIE, KEIEBHEOXREIZERHLET,

- ESMPRO/ServerManager (Windows k) IZRE3 2 FERR

iLO ESMPRO/ REBER
727—LxF | ServerManager
Windows ki)
NnN—oay N—o3y - BEA T - H—/\—ikEE
2.10 LAR% 6. 25 ki TSNWP ;@ #RE% el A THIFICREMLE LTzl ERTRSND

JE—MHIEAE T > L0 EHR > I ofw. I OREF I
FHRORFICRBL., RREIVRENTERL
7o7—hEa—7
T7—LoxT77yvITTF—RrIEbBVEMENTZN—F
V7 OEENT F—E2—TIZ (RHEA T DT 53—k

ELTERREIND
N—o3Y - 75— hFEa—7
6. 47 ki TJ7—L9xF7T7yvIT—hrZELEOEBMNEN-/N—F

D7 OEENTI—rEaL—TIZRREINGL, H LK
[REAR AT DT 5—hELTERREND

- ESMPRO/ServerManager Ver.6 (Windows i) D7 v 77— MAiE
@D LLTFD Web A k& Y EHhRD ESMPRO/ServerManager #4 > A0— KL%,
https://www. support. nec. co. jp/View. aspx?id=9010103524
@ TESMPRO/ServerManager Ver.6 4 X kL—a A4S KWindows )1 D M2 E A VX b—)L] 258
L T ESMPRO/ServerManager 7 v 75—k LZET,

- ESMPRO/ServerManager Ver.7 (Windows R) ~D7 v 75— A%
@D LLTD Web 4 &Y ESMPRO Platform Management Kit #4 > > O—KL%ET,
https://www. support. nec. co. jp/View. aspx?id=9010109532
ESMPRO/ServerManager Ver. 7 & ESMPRO Platform Management Kit IZ&FEh TLVET,
@ ESMPRO Platform Management Kit @ ESMPRO 4 > X b—)LY—ILEZEEILE T,
@ A VAR =LY —)LEEDERBAEZEES 1) w5 L. Software Manuals A5 ESMPRO/ServerManager =4 1) w45
LET,
@ TESMPRO/ServerManager Ver.7 4 YR kL—>a vHA KWindows#®) 1 2 v o LET,
® TESMPRO/ServerManager Ver. 74 R kL—>avHA KWindows#®) 1 ® 12FE 4 VX b—)L)] ZSHEL
T ESMPRO/ServerManager % Ver. 6 mis Ver. TAT7 v FT7— kL ET,

- IL0 BEIERLRER (T O RIEFHMRE 7 7 1)L ITET S HEERR
KIJRATLRABHRYT—EX MO ZFALTLEENFRERTT

iLO iLO EEREER (T0) | RAERR
F7—LoxT | ZEHRRE
74l
N—3y ilo_jp.mtb Version | 27 —LDxF7T7yvIT—HrIEELBLEMENN—FKDTT
2.10 LA\f& 1.4.0 K& DEZFEZRMTHENTELL, BEEEFEHRTLIEN
TERLY,
iml_jp. mtb Version | XZEBEBREZE I 7 AN ET Y I T—rLIEETH-TH.
1.5.0 k% ESMPRO/ServerManager M7 v 77— k& TULVEWLE E(X, E5E
ERIBFRIZCEBMENN—F Oz 7EEZEORMNS IUVERNATE
XiL0 EIRMEEEm 1+ A AW
D ZIEERHRTE
74K 25E5E
HYFET,
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- iL0 EIEHEER T D ZEFERRE I 7 M ILDT v TT— LAk
@ UTDWeb B k& YRFDZEFHREE T 74 JLMGMIB. zip 24 H>A—FLET,
https://www. support. nec. co. jp/View. aspx?id=9010100096
ilo_jp. mtb, iml_jp. mtb [& MGMTB. zip [CEE& L TLVET,
@ TTHORTLRBHRY—ERAM) 4 R L—2 3284 KWindows &) 1 @ 3.1.5 Z{EEHRDETE
Frld 13.2.4 ZEFEROERTE] 2SR L CZERROZTCEE CEHZFADZERBREZEFRLET,
@ OTHA Y O—FLI-EFIROZEFRRE I 71 ILEEEZLET,
[THORTLRABEHRY—ERAMG) 4 >R ML—2 3284 KWindows #8) | (FLLTD Web 541 kHvid
Ay R—RLTLESLY,
https://www. support. nec. co. jp/View. aspx?id=9010102124

0 D7 =Lz TDIN— 3 VR AE
- Server Health Summary THEEEY 553k
Y—N—KEDUDR2 VEBT LT, Y—N—IZEHInza2 Y —ILIZRRTENS L0 77—LALDx
TDIN— 3 U %&FEZELET Server Health Summary DEfIL iL0S —H—XHA FSHB),
32y OO RBETHERT SAE
iLO Iz FD—YEERIRERIES. T —m% il0IZAadA4 VLT, A=Za—TIJ7—L 7 &0S
YIRHTT7] B il0N—2avERERELET,

- ESMPRO/ServerManager (Windows k) D/\— 3 U FESR Ak
(D ESMPRO/ServerManager @ Web 44 k4«4 > LET,
@ EEA_LD TESMPRO/ServerManager [TDWNT) DY Vo &BIRLET,
B FREN B ESMPRO/ServerManager M/N— 3 IEHREREZRLET,

- L0 EEHEER (T OREIRIRRE 7 7 1 ILD/N—D 3 VHERAE
([THORTLRBHY—ERMG) 4 VX L—2 3 24 K Windows #R) 1 @ 13.1.5 Z{SERDEFRE] F=
(& 13.2.4 ZEEHMORE] 22 L TREFROREEE T [FFHMFEHR] @ TiLO S\WP Trap) D/ A—2 3>
EHERELET,

@ Wware ESXi CEFRRFD;EEEIE
ESXi #EENREFD Wware vSphere MDEERR > IN\— K917 > SRTFLEVY— > 2o H—DRFRIZTDOLNT,

- TEED & 573 Heartbeat Lost 2 —DRTH [EE FEB)] LG HE5E1”HYET,
[Device] 1/0 Module (n) LOM Link P (n) : Heartbeat Lost-Assert
[Device] 1/0 Module (n) NIC_Link P (n) : Heartbeat Lost-Assert
xn: LAN A R— FBESDPI~4%RLET,

LS 72 7—LHxF7/A—2321.30, 1.35, 1.38 DEAEE>
ESXi #2ENSE T#%. Heartbeat Lost &z H—DfE&ts (vlenter : RT—2 X) DFRTFH [ELE ERB)] &
BAHEE. N r—JILhER SNz R— MIES BFb L2 & EEER) ] o TEE @Ge) ]
[CEBRELEITODT. LIESBHLELESV IINT—DJILMER S TULVELR— I ME EBR) ]
R LETH, ERLREEHY FBADTEDEETFRLLZEY,
BHE. IINT—TJILHAEGRINRIET [BEER)] ARTINGITIEEE. LN 7—JILDiE:
FTEOTHMAZZ ONFTOTIMNBEEEZERIEL T EEN

L0 77 —Lx7/A—2 32 1. 40 LIEOEBAREE>
ESXi #2ENSE T#%. Heartbeat Lost &z H—DfE&t (vlenter : RT—2 X) DFRTH [ELE ER)] &
BA5E. BobFbv1< L B &ER)] ho MBEGR)] (BB LFEIDT, LIESL
BEFBLESLY,

« VRATFLRMN—T 32 216 KEDIHE, FETR FANERICE L TENX B85 THR., TR0t H—0
Lt (vCenter : RT—2 R)DRTH [EEGER)] LLGHEELHYEFTMN. N— KOz 7OHEETR
FTHEDTIEHEBERIZEEHY FTEANDT, TOEFFERWEITET,

-+ Cooling Unit 1 Fans

- ESXi #28152 T, TFEEDE U H—DESM (VCenter : RATF—R RX) DRI [ L BBELRHY FIH.
N— ROz 7DOHEZTRTIDTIELEGERICEZHY FEHADT, TOFFEARAWLETET,
- System Chassis 1 UID
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@ Linux OSCHEARBEDIEEIE

OSHASEEIRIICEREH T ALONOA T 3 UNICD TN REEFERA L TL Z& LY, HBudev/L—/LZBINT 5.
PCI7 RLREEEINICT/NA RBEEE LY., BELFZYTBREFITHHANTLIEEL,
Ff=. PCI7 KLREEL/dev/disk/by-path/BEFDR b L—UT /8 RBIFEARALENTLESLY,

PCI7 FLRZEEICLI-T/N\A RAZFE S IERMNRERISEE, PCIRO Y bADh— MEER/HRE. BEU,
CPUBRLZEE Z1THIENT 12, PCINADT FLREHRMEIL L. PCHERD T/ RBICHEEMNTHI L
[T&Y. RY RT=I PR —IADT I EANTELGLRY, PRATLNERICEH TELLLLHEN
HYZFET,

@ Red Hat Enterprise Linux 8.5 LIET#{EAd 188N I=HEIE

DR LT— A Za—MoHRENT BI5E. 0ST— < —2x— 5] Red Hat Enterprise Linux) Z#&4R L
TLEZLY,
0SHA VR F—ILENT-HDDASSDAL ED T— k7731 R EZ4R L =154 . Red Screen of Death (RSoD) h3F&ET %
_ERBHYFET,

One-Time Boot Menu

[ Red Hat Enterprise Unux]
Generic USB Boot

Embedded LOM 1 Port 1:

Embedded LOM 1 Port 1:
Embedded LOM 1 Port 1 :

BCM 5720 1GbE 2p BASE-T LOM Adptr -

BCM 5720 1GbE 2p BASE-T LOM Adptr -
BCM 5720 1GbE 2p BASE-T LOM Adptr -
BCM 5720 1GbE 2p BASE-T LOM Adptr -

NIC (HTTP(S) IPv4

NIC (PXE IPv4)
NIC (PXE IPv6)
NIC (HTTP(S) IPv6

Embedded LOM 1 Port 1:
)

Embedded SATA Port 1 : ST1I000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

U8 A LT— A 1—EER

5 EMOHEEICEET HIEEFER

@ SHRENEREIZDOINT

UTDOF T a3 & EEHT 31581, RERBO-OXRRRDSE T 7 > D&EL Mncreased Coolingl ~ZE
BLTLESLY,

FTTIZAEN T 7 o DERE%E lNncreased Coolingl E7=I% Maximum Cooling] IZSREINTWNAESIE., AxE
FTHOBLEIEHY FEA,

HEF T3y
- N8150-551 1#5E%FH 300GB HDD
- N8150-552 155%FH 600GB HDD
- N8150-553 155%F3 900GB HDD
- N8150-602 155%FH 900GB HDD

FEFIE
@ POST eI <FOF—ZHTL., YRTLA—ToUT1%RBELET,
@ System Configuration > BI0S/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal
Options ZZ#IRLET,
® Thermal Configuration A =1—% [HETBHHE] ICERELET,
@ FIDF—%#WTL, BEEZHRELTCORATLEHEHLET,

X AT 7 VEREDERITHL., SEROERRECERICE > TIAE T 7 Vo OEEHEA LMD Z M
HYFES,
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@ Serial Number, Product ID A%iE%k L1=1B&D:MWIZDLNT
Serial Number. Product IDAVE% LT-15E. UTOFIBIZTEIBTHENTEFET,

D HEOEREAZICL, ERa—FZ#artr B LET,

@ 3MWLULEBBLEDS, ERI—FZa Y MIEKELET,

@ POWERRA v F CEEDEREA VICLET,

@ H—/\—hEFL., POSTEHEARTRESNET,

® FPF—FWLTIRTLA—T4N)T4%ZEHLFET, L. PATLI—T 1) T4 HEETEHL
KEICHE->TWBEHZEIE, NMEJ 43 DRTLEEETIAIMEICRYT) ] 28BL. DRXATLALT
FTURRA v FERIEL T, RBUREDMNEILE LET,

® YRTFLIA—T 1T« ® [System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options
> Advanced Service Options] A =a—d& Y, Serial Number &Product IDDIEZEHEZELET,

@ Serial Number &Product IDDIEAERFT BHIEDSZEIL. FIEMIZEHFET

Serial Number &Product IDDEAEAFT HETIEHELY CHELKLTWLWS) HZEIK, YXATLA—FT4) T«

M5, [System Configuration > BIOS/Platform Configuration (RBSU) > System Default Options] Z:iEiR
LET,

(© [Restore Default Manufacturing Settings] Z#EIRLFEI,

Yes, restore the default settings. ] #&IRLFET,

O BMICEEHLBLEE L. PSTEEARTEINET,

@ <FOXF—ZWLTIORTLAI—T 1T 1 ZE8BLET,

B EBORSA FATIc@EH I T BSerial Number &Product D& RFLa—TF 1) T 4@ [System
Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options]
Aza—&Y, BELFET,

Serial Number

N3100-2557Y [‘j @gﬁg
-3
y2dbi s

Jpanec.com/express/

Product ID

[E=] Product ID&IE. [N8100-xxxxY] D& S LERBEND & TY,
RBSUSREIER 2T 74 /L MENSEE SN TLSIBAEIE, TORBSVIEEDHERLEBREEXLET,

© UPS DI EEE
UPS ) 7ILiR— MBER L THEAT ABEE. UTOREZED Disabled] IZL TSN,

@ System Configuration > BI0S/Platform Configuration (RBSU) > System Options > Serial Port Options >
BIOS Serial Console and EMS > BIOS Serial Console Port % [Disabled] IZERE L TL 20y,

2 System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status % [Disabled]
[SERELTLIEEELY,

@ Smart Storage Battery IZDULNT

Smart Storage Batteryld. RBSUA = a1 —7: & TEnergy PackE RSB ENHYFET,
BH, FABA TS0,

@ Intel R) Software Guard Extensions (SGX) A< a vIzDUVT

AHEEFEYR— R I B CPUILTEE2 24 TDCCPUDAHERY FF, TSSO CPUIZE LT, Intel R) Software
Guard Extensions (SGX) #7313 UMREREINBIHGATH, Disabled(T 7+ )L ME) DFRENSEE LAELNT
KEEW, TiE2 424 70 CPU LS TlIAMEEE Y R— R LTEY FHA,

- N8101-1507 (4G/E-2174G)

- N8101-1518 (6C/E-2186G)
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@ N8104-173 FCoE #BEDHR— FZDLVT

AR TIXFCoE (FibreChannel over Ethernet) #EE#% NEC & L THHR—FLTHBY FHA,

LOM A— RISERA SN TWD 7 7—Lz7/1\—2 3 VICEH 53, FCoE #EenEME ShTULVET,

0S ET FCoE T/8f RE LTEHEINFETH, 0S ORSANTHEEFIRDREZ LW T, ERLOEE
EHY FtA

UTDOT /A RDOBBITEBR L TLV=VTHELEREA.

-HPE 533FLR-T FCoE Device

@ N8104-173 10GBASE-T #%if5t LOM 55— K (2ch) Wake On LAN #EEDHHR— FZDULVT

N8104-173 10GBASE-T $##5% LOM 51— Ik (2ch) D7R— b 2 {1 T Wake On LAN #8E AT 5158(1E. 77—LV 7
N—=232 1192 LIEE CERLCIEEL,

@ N8103-184 SAS o> bO—35 CEARKDIESE

- N8103-184 SASo > kO—S ZFEHT H154A. L0 Web1 > 42— = 4 AD[System Information] > [Storage] >
[Storage Control ler]MStatush’ “A~BA (Unknown)” EFRRESNBIHEGENHY TTHEMEICEEIHY T A,

- N8103-184 SAS O > FO—S % AT 5156, TiLHIBEBHEEHFY KLY,
BaEissk 1 METIEHEHATEETT (FHDH— FEDREEIXRRETT),
BHEHPCI ROy k: 2Oy F1ITEH LTS,

@ N8117-12 EXE LAN/ 1) 7 ILR— MBI DRREIZ DL T

N8117-12 EELAN/ DU 7IVR— bA T a V&8 L. EEINKR— FEERT 5513, UTOREEZEE
LTLEELy,

HREFIE
System Configuration > BMC Configuration Utility > Network Options > Network Interface Adapter Z TONJ
[ZERELTLESLY,

@ EXPRESSBUILDER DAL FZDLNT

EXPRESSBUILDER DAL T & A U TF VR A RTERBNELDBEE. A UTFURAA FOEHEEEEL
TLESLy,

® H—/\BEHDILTIZDONT

H—N\ZWHIL T, HREZOFEIRREFTLSR L. A EICREREDZHAILT RIS 529—EXTT,
H—/\EMHILT DML, Starter PackiND TH—/N\ZWMAILT £y Ty THA K] ZBBLTLFEE0LN,

Y—N\EEAINTOEEFIBIZCDNVTIETEED Web 1 FEFEZEL T ZELY,
- Windows xthkR
NEC H7R— b7R—% )L Windows xfhhR)
https://www. support. nec. co. jp/View. aspx?&id=9010106809

- Wware ESXi xtihR
NEC H7R— k7AR—4&JL (Wware ESXi tishR)
https://www. support. nec. co. jp/View. aspx?&id=9010107805
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N 727—LIz7ERICHIEER

W BIOS/Platform Configuration (RBSU) * —a1—®MZEE(ZDLV\T
AREUFOBE T 7 —LD T T7OEHIZHED, AZa2—0—EICEELAHY FT,

T, EERERHLFTT.

(1) Server Availability A=a1—

PRATLA=TA)T4Mb,

> Server Availabilityl Z#&iR3 B L.
BMDA TS 3 UIZONT, RORESB LTI,
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Precautions for Using Express5800/R110j-1

Thank you for purchasing our products.
This document provides the precautions on the use of this product.
Please read through the instructions below and keep this document in a safe place for your future reference.

1) Introduction

2) Notice about the function of the System ROM
3) Notice about the function of the iLO5

4) Notice about the OS

5) Notice of the function in general

A) The additional options by firmware update

B) Emrata Information

1) Introduction
e About the manual of this product.

For Starter Pack, the user's guide and the other related documents of this product, please refer to Download on the
following URL. Regarding Starter Pack, it is also provided as an optional product.

< hitps://mww.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Rack
-> (Select your server model)

Please check latest information and versions on ESMPRO portal site before using NEC ESMPRO Manager, NEC

ESMPRO ServerAgentService and Express Report Service / Express Report Service (HTTPS) / Express Report
Service (MG).

< https:/Mmww.58support.nec.co.jp/global/download/ >
->ESMPRO

e About Starter pack

Please see the following website to check the latest Starter Pack.

< hitps://mwww.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Rack
-> (Select your server model)

e About service and driver modules for VMware ESXi

Please see the following web site to check the latest modules.
1. Agentless Management Service and iLO Channel Interface Driver

< https:/Mmww.58support.nec.co.jp/global/download/ >
->VMware

2. WBEM Provider and CLI tool

< https:/AMww.58support.nec.co.jp/global/download/ >
-> Utility

o Notice about service operation time of this product

The service operation hour of this product may require more hours than usual depending on the combination of the
equipped firmware and driver.




2) Notice about the function of the System ROM

o Note for UEFI Boot Order Control

If the System ROM version is 3.40, you cannot enable or disable new boot devices or save these settings in the UEFI
Boot Order Control menu (*1). To change the priority of the device to boot from, please adjust the priority in the UEFI Boot
Order menu (*2).

Additionally, each time you navigate to the UEFI Boot Order menu or the UEFI Boot Order Control menu, a red circle (©)
will appear in front of the "Changes Pending" string at the bottom of the screen. Press the F10 key as needed to save the
settings.

(*1) BIOS/Platform Configuration (RBSU) > Boot Options > UEFI Boot Order Control
(*2) BIOS/Platform Configuration (RBSU) > Boot Options > UEFI Boot Order

e Caution for the “Submit Fail For Form” Question pop-up

If you encounter the “Submit Fail For Form” Question pop-up while changing the configuration in the System Ultilities,
discard the changes by pressing Cancel. To apply the desired changes after that, reboot the server and re-enter the
System Utilities. Selecting OK to continue the changes may cause some server settings such as Serial Number and
Product ID to be lost.

0 Question

Submit Fail For Form: BIOS/Platform Configuration (RESU)

Select Cancel to discard changes for this page. Select OK to go to this page

e Caution for recovering from a Red Screen of Death (RSoD) screen

If you have changed the server configuration/settings or the system status, a Red Screen of Death (RSoD) screen appears
in rare cases before starting up the OS. This may cause the server to become uncontrollable. However, the server may
recover from the RSoD by turning off and then on the power again.

To recover from this condition, power off and then on the server again.
If the problem persists, contact your sales representative for maintenance.
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o If Secure Boot fails, a red screen (RSoD: Red Screen of Death) may be displayed

If Attempt Secure Boot (*) in RBSU is set to Enabled, and Secure Boot (signature verification) fails during boot, a red
screen (RSoD) may be displayed before the OS starts, and you may no longer be able to operate this product.

(*) BIOS/Platform Configuration (RBSU) > Server Security > Secure Boot Settings > Attempt Secure Boot

If a Red Screen of Death (RSoD) appears, power the device OFF and then ON. After that, resolve the cause of the
Secure Boot failure (e.g., the boot loader/OS components are outdated and fail verification under the current Secure Boot
policy), and then boot from the boot device.

As an example workaround, set Attempt Secure Boot to Disabled, update the OS (or the boot loader/recovery
environment) to the latest version, then set Attempt Secure Boot back to Enabled and confim that the OS starts
successfully.

If the issue is not resolved, please contact the First Contact Center.

e Server may become unresponsive during Network PXE Boot

When System ROM version is below 3.10, the server may occasionally become unresponsive when booting via Network
PXE Boot with an OS. If this issue occurs, please follow one of the procedures below to restart the server:

a) Press and hold the power button to tum off the server. Then, press the power button again to tum on the server.

b) Select “Power” > “Press and Hold” from the iLO Web Interface to tum off the server. Then, select “Power” >
“Momentary Press” from the iLO Web Interface to tum on the server.

This issue has been fixed in System ROM version 3.10.

e In the case of System ROM version 2.32 and iLO5 firmware version 2.40 or later, the information of PCI
Slot 1 on the iLO Web Interface is not indicated correctly

The name of PCI option card attached on PCI Slot 1 is indicated as "Unknown" or "Empty Slot 1" on the iLO Web
Interface.
When an error was detected in PCI Slot 1, the error will not be recorded correctly in IML. This issue has been fixed in
System ROM version 2.54
Ex. Class: 0x8, Code: 0x2 Uncorrectable PCI Express Error Detected. ...
Class: 0x11, Code: OxA <Network Card Name> - NIC Connectivity status changed to Link Failure for
adapter ...

etc
e How to recover stop POST by the message of "Memory Initialization Start"

If the server stops POST by a message of "Memory Initialization Start", recover them by setting to the default value by
SW6 of the system maintenance switch.

Refer to “Chapter 1 - 7.3.3 Restore the Default Settings of System Configuration” of the maintenance guide.

e Notice of the backup and restore of RBSU Settings by RESTful Interface Tool

In the case of iLO5 firmware version 2.40 or later, backup and restore of RBSU Settings should be done from "Backup
and Restore Settings" menu under System Ultilities. (See "Backup and Restore of RBSU Settings" in Maintenance
Guide (Common).)

¢ When "PCle Device Disable" is set to "Disabled", "HPE Ethernet 1Gb 2-port 361i Adapter” cannot be
disabled

When LAN firmware is included in the following list, setting "PCle Device Disable" to "Disabled" will not disable HPE
Ethemet 1Gb 2-port 361i Adapter.

LAN firmware list
-1.2529.0
-1.2688.0
-1.2836.0

System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration
> (Embedded LOM Name) menu > PCle Device Disable
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e About the internal DVD-ROM (N8151-137/138) display

When System ROM version 1.22 or later and Embedded SATA Configuration setting (* 1) is set to [Smart Array SW RAID
Support], two internal DVD drive information is displayed in the Disk Utilites menu (* 2) depending on the operating
environment.

Both can refer to the same intemal DVD information.

(*1) T'System Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller Options >
Embedded SATA Configuration |

(*2) I'System Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities |

e Caution when the System ROM version is 2.00

Download update module System ROM version 1.22 from the following web site and update, if System ROM version is
2.00.

https://mwww.58support.nec.co.jp/global/download/055042-G02/index.html

e High Precision Event Timer (HPET) is not displayed in the Windows(R) Device Manager and cannot be
used

When System ROM version is earlier than 2.52, the High Precision Event Timer (HPET) is not displayed in the
Windows(R) Device Manager and cannot be used.

When this issue occurs, the following message will be displayed in the properties of the High Precision Event Timer.

High precision event timer Properties

X

General Driver Details Events Resources

‘Q High precision event timer

Device type: System devices
Manufacturer: (Standard system devices)
Location: on C240 Series Chipset Family LPC Controller
(C242) - A30A
Device status

Currently, this hardware device is not connected to the computer.
(Code 45)

To fix this problem, reconnect this hardware device to the
computer.

Cancel

e About System Utilities and One-Time Boot Menu display

(1) The Maximum Size and Installed Size of L2 and L3 cache in "System Information > Processor Information" are
indicated by the values that a 1MB is converted into 1024000 bytes.

When the version of System ROM is 1.20 or later, it is indicated by converting 1 MB to 1048576 bytes.

(2) In the PCle Device Configuration menu of BIOS/Platform Configuration (RBSU) (*) and in One-Time Boot Menu, the
name of a RAID controller may not be correctly displayed on the following conditions:

- For N8103-189, N8103-190, N8103-191, N8103-192, N8103-193, N8103-194, N8103-195, N8103-196, N8103-
197, N8103-201, N8103-237, or N8103-238
The above problem occurs if both of the following conditions are met:
1. The version of the RAID controller firmware is 4.11 or higher, or 3.01.04.072 or higher.
2. The version of System ROM is lower than 2.60.

However, the problem does not affect a boot from the HDD/SSD managed by the RAID controller.
* Select BIOS/Platform Configuration (RBSU) > PCle Device Configuration.
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e When System ROM version 2.32, NVMe which was not installed will be displayed on iLO Web Interface

When updated to System ROM version 2.32, NVMe which was not installed will be displayed as the following, but cannot
be used. This issue has been fixed in System ROM version 2.52.

- Firmware & OS Software - Firmware: NVMe Drive

- System Information - Storage: NVMe SSD

- System Information - Device Inventory: PCI-E Slot 1 (Product Name is displayed as Empty Slot 1)

3) Notice about the function of the iLO5

e Caution about Reset iLO

Do NOT ResetiLO during the period from server boot start to the completion of OS boot. This period includes the execution
of POST (Power On Self Test)
Do NOT Reset iLO while users are using the System Utilities.

Under such circumstances, restarting the iLO may cause unexpected result.

For example, while changing options of the System Utilities, Reset iLO may lead to loss of server settings such as Serial
number and Product ID. If the iLO is reset during POST execution, the screen display of UUID and UUID logic in iLO Web
Interface : [Information] > [Overview], may be corrupted. Please tum off and tum on the power this product.

iLO Resets which is subject to this caution
- Reset iLO via network such as iLO Web Interface
- ResetiLO via UID switch

* Refer to Caution for operating “BMC Configuration Utility” in the System Utilities below, for the cases where iLO s reset
after changing the settings in “BMC Configuration Utility” in the System Ultilities.

e Caution about iLO Downgrade Policy

In case that iLO License for Remote Management is installed with iLO5 firmware version 1.40 or latest, Do NOT set
“Permanently disallow downgrades” in [ Security] > [Access Settings] > [Update Service] > [Downgrade Policy] setting.

If the setting “Permanently disallow downgrades” is set, downgrade of any firmware cannot be done afterward. The setting
of this “Permanently disallow downgrades” is permanent and irreversible, and users cannot change this setting from any
iLO interfaces or any utilities.

This setting cannot be removed by setting “Set to factory defaults” and the setting “Permanently disallow downgrades” is
kept unchanged.

e Caution about iLO security function

In case that iLO5 firmware version 1.40 or latest is used, @ is always displayed in [Information] > [Security Dashboard]
and in iLO Web Interface screen.

Depending on the setting of RBSU oriLO, the status of security may be displayed in red showing security is at Risk. Please
set security settings appropriately in order to follow customer’s security policy.
For the recommended settings, please review the iLO5 User's Guide.

For the settings of “Require Host Authentication”, please refer to the other descriptions of Caution for the case where
Admin Password is set from System Utilities(*1), or the case where the setting “Require Host Authentication” is
enabled from iLO Web Interface(*2).

The matching condition is different by iLOS5 firmware version.

iLO5 firmware matching condition(s)
version 1.40 (*1),and (*2)
version 1.43 and later (*2)

The iLO security icon on the right upper portion of Web Interface may be transparent even if “Overall Security Status” of
[Security Dashboard)] is “Risk”.
"Overall Security Status" of [Security Dashboard)] indicates the current security status.
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e Caution for the case where Admin Password is set from system utility (*1), or the case where the
setting “Require Host Authentication” is enabled from iLO Web Interface (*2)

(*1) This caution is for iLO5 firmware version lower than 1.43.
“System Configuration > BIOS/Platform Configuration (RBSU) > Server Security”
Set password by “Set Admin Password option”

(*2) This caution is for iLO5 firmware version 1.40 and higher.
Don't set “Require Host Authentication” Enabled in “Security > Access settings > iLO”

When the setting described above is executed, the following symptoms are expected
- Many messages “Remote Insight/Integrated Lights-Out Unauthorized Login Attempts” are displayed in alert viewer.

= Emor occurs, when Starter Pack (Standard Program package) is applied.

The following services and functions are not supported
* Report services for hardware faults in Express Report Service

- RAID Report Service
= Function to display Device information and configuration collected by iLO

= Function to collect event logs collected by iLO

e About the corrupted screen display of UUID in iLO Web Interface

If the iLO is reset during POST execution, the display of UUID and UUID logic in iLO Web Interface : [Information] >

[Overview] page may be corrupted.
When any corrupted texts are displayed, please tum off and on the system.

e Caution about Virtual NIC settings on iLO Web Interface

The default value of “Virtual NIC” in [iLO] of [Security] depends on the version of the iLOS firmware.
If "Set to factory default" is executed in the BMC Configuration utility, check the following:

(1) If you use iLO5 firmware version between 2.10 and 2.18, the default value of “Virtual NIC” is “Enabled”.
A warming may be displayed for “Virtual NIC” on the device manager of Windows Server 2012 R2 which does not
support virtual NIC or Windows Server 2016/2019/2022 where USB CDC-EEM driver is not installed.
If you do not use the iLO virtual NIC functionality, go to [Security] > [iLO], and set “Virtual NIC” to “Disabled”.

(2) If you use iLO5 firmware version between 1.40 and 1.47, or 2.31 or later, the default value of “Virtual NIC” is “Disabled”.

e Caution about IPv6 address of Network Adapter on iLO Web Interface if vEthernet(Hyper-V Virtual
Ethernet Adapter) is configured on Windows

If iILO5 firmware version between 2.10 and 2.18 below is used and vEthemet(Hyper-V Virtual Ethemet Adapter) is
configured on Windows, “IPv6 Address” of [Network Ports] in each Adapter may be not accurate on [Information] >
[Network] > [Physical Network Adapters].

Please confirm The Property of each network adapter on Windows, if vEthemet(Hyper-V Virtual Ethemet Adapter) is

configured on it.

e Display of Network information on iLO Web Interface

If iLO5 firmware version 2.31 or later is used and the network bridge is configured, the information displayed (for each
adapter) in [Physical Network Adapters] in [Network] of [Information] on iLO Web Interface may differ from the actual status

on OS.
For the detail of the bridge information, please check the Property of each network adapter on OS.

e About Storage Information of iLO Web Interface
If you are using the iLO5 firmware version 3.00 or later

iLO5 may not retrieve Storage Information after server reboot.
In this case in the iLO Web Interface, under "System Information," clicking on the "Storage" tab displays the following:
"Failed to retrieve complete storage device information. Refresh the page in a few minutes."

If the above message is displayed on "storage" page in iLO Web Interface, please run the iLO reset.
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e Caution about iLO time function

This caution is for iLO firmware version lower than 1.45.

In case that SNTP setting is disabled, and if the iLO is reset, iLO time may be slipped.
It is recommended that SNTP is set enabled at iLO Web Interface.

For the details of iLO SNTP setting, please refer to iLO5 User’s Guide.

e Caution for the Security Dashboard of iLO Web Interface

If you update to iLO5 firmware greater than or equal to 1.43 and lower than 2.10, “Last Firmware Scan Result’ is displayed
in “Information > Security Dashboard”. Do not click this Hyperlink.

If you click this link by mistake, you won't be able to move between menus and tabs.

In that case, you need to reload the page by the reload button of the browser.

Or you log out the current session of iILO Web Interface, and please log in again.

Information - Security Dashboard ® © ® © 9 / ?

Overview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

&  Overall Security Status - OK

Security State Production
Server Configuration Lock: Disabled

Security Parameter \I,Sla!us State Ignore
Security Override Switch 9 OK o O
IPMIVDCMI Over LAN P OK Disabled O
Minimum Password Length 9 oK oK O
Reguire Login for iLO R 9 0K Enabled O
9 OK Enabled O
Secure Boot 9 OK Enabled O
9 OK Enabled O
9 OK Disabled O
Last Firmware Scan Result 9 OK oK O

e What to do if you receive a corrupted alert about physical drive status changes

When you received the corrupted SNMP alert about physical drive status changed, confirm the location information of the
same event at “Information” > “Integrated Management log” of iLO Web Interface.

eg.

Abnormal, physical drive status change detection,iLO SNMP Trap,mgr_WIN-U6HIHPNIH1Q,uru-rhel83,192.168.0.57,,2021/10/01
15:22:57,iLO,0xc0000be6,"A physical drive status change has been detected. Current status is 3.

(Location: Port 12 Controller: Slot 12)","If the physical drive status is 'failed(3), 'predictiveFailure(4)',

e Note About Rapid Setup
If you are using the iLOS5 firmware version 2.71 or 2.72:

Before using Rapid Setup for configuring the Smart Array SW RAID on your system, open the iLO Web Interface, go to
[System Information] > [Device Inventory], and then confirm that “Status” of Smart Array S100i SR is “Enabled”. During
a POST after that, press the F10 key, select [Provisioning] > [EXPRESSBUILDER], and then run Rapid Setup.

If “Status” is “Unknown”, running Rapid Setup may display “Preparing recommended RAID configuration” and then the
following message:

“Rapid Setup did not find any supported disk installed on this system.
Either there is no disk installed, or there is a cabling or other problem.
Please exit Rapid Setup and check your hardware configuration.”

27




e Possible high-speed fan rotation and abnormal sound
If you are using the iLOS5 firmware version 2.90 or later
Restarting the server can on rare occasions rotate the fan at high speed and emit an abnormal sound.

If this state continues for more than seven minutes, restart the server again.

e About status of Agentless Management Service(AMS) on iLO Web Interface

When you received the corrupted SNMP alert about physical drive status changed, confirm the location information of the
same event at “Information” > “Integrated Management log” of iLO Web Interface.

When status of Agentless Management Service(AMS) is “Unknown” or “Not available”(*) on iLO Web Interface,

please resetiLO.

After about 10 minutes, please restart Agentless Management Service(AMS) by following procedures.

* Verifying AMS status

Please confirm the status from iLO Web Interface : [System Information] > [Summary] > [Subsystems and Devices] >
"Agentless Management Service".

If the status of Agentless Management Service(AMS) is “Unknown” or “Not available”, iLO can't collect some part of
information of storage, network and iLO can't display those information correctly.

< Restarting AMS >
Procedure
* Windows
Navigate to the Windows Services page and restart AMS.

* Red Hat Enterprise Linux 7.x and 8.x
Enter the following command:

# systemctl restart smad
# systemctl restart amsd

- ESXi 6.5/6.7
Enter the following command:

# /etcfinit.d/amsd.sh restart
or
# /etc/init.d/ams.sh restart

* Command depends on the version of AMS you are using

- ESXi7.0/8.0
Enter the following command:

# /etcfinit.d/amsd restart

e About Java IRC session timeout message

While Integrated Remote Console (Java IRC) is launching, the pop-up messages indicate the IRC session expired
appear after that session has expired. At the same time, irrelevant popup appears too together.

When the following message in bottom layer of Java IRC window, ignore description in displayed pop-up message.

- “Sessions Closed due to Timeout or Unauthorized Access.”

e SNMP Alert
If you are using the iLO5 firmware version 3.00 or later

For NEC ESMPRO Manager, the Alert Viewer notifies you of a change in a physical-drive status when it is detected.
Depending on the status, the location information is displayed in either of the following two patterns:

1. (Location: Slot=(A):Port=(B):Box=(C):Bay=(D) Controller: <NULL>)
2. (Location: Port=(B):Box=(C):Bay=(D) Controller: Slot (A))

A: Controller location (slot number)

B: The port number of the physical drive

C: box number of the physical drive

D: The bay number of the physical drive
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e Caution about Using Cipher Suite for Intelligent Platform Management Interface (IPMI)

iLO5 does not support IPMI Cipher suite 17. If you run the "ipmitool" utility version 1.8.18 with
the interface specified as "lanplus” and cipher suite as "17" for an iLO5, the following error will be displayed.

Error in open session response message: no matching cipher suite
Emor: Unable to establish IPMI v2 / RMCP+ session.

4) Notice about the OS

o About EXPRESSBUILDER Manual Installation

Partitions in the target disk are deleted when you install the Windows by EXPRESSBUILDER even if you select the
"Manual" option.

Pay attention to the user data stored in the system drive when re-installing Windows.

o Notice of Windows Server

When the USB device is used in supported Windows Server OS, the next event log is sometimes registered.
But ignore this message since it does not cause any problem for the operation.

< EventLog >

ID 1

Source : VDS Basic Provider
Level : Error

Unexpected error occurred. Error code :32@01000004

o Notice of Agentless Management Service (AMS) on the server running Windows Server OS

The server running a Windows Server 2012 R2, Windows Server 2016, or Windows Server 2019 operating system with
Agentless Management Service (AMS) version 1.40.0.0 installed, the ams.exe process will exhibit an increasing handle
count. Handle leaks can cause performance issues overtime due to over consumption of memory.

- This symptom is fixed in the Agentless Management Service (AMS) 1.43.0.0.
This AMS is included in the Starter Pack. Please apply the Starter Pack Version S8.10-006.03 or later. If the AMS
1.40.0.0 is already installed in your server, and you want to apply Starter Pack Version S8.10-006.03, you need to
update the AMS separately. For further explanation about the updating, please check the Starter Pack website.

- If you want to use Agentless Management Service (AMS) 1.40.0.0, please do the following steps to stop the
increasing of the handle count.

(1) Stop the AMS service by typing "net stop ams" in a command prompt.
(2) Explore to C:\Program Files\OEM\AMS\Service folder.

(3) Rename the file storelib.dll to storelib.dll.bak

(4) Start the AMS service by typing "net start ams" in a command prompt.

(*1) The following message may be displayed when stopping AMS, but there is no problem.
A system error has occurred.
System error 1067 has occurred.
The process terminated unexpectedly.
The Agentless Management Service service was stopped successfully.

(*2) The following message may be displayed when starting AMS, but there is no problem.
The requested service has already been started.

- There are 2 ways to check the version of Agentless Management Service (AMS).
- The way to confirm on the OS of the target system.
(1) Run the following command on Windows PowerShell.

> Get-WmiObject Win32_Product | Select-Object Name,Version | Select-String "Agentless Management
Service"

(2) Check the version from the command result.

- The way to confirm on the remote system with using iLO Web Interface.
(1) Login to iLO Web Interface with Web browser on the remote system.

(2) Select the "Firmware & OS Software" on the left menu, and then select "Software".

(3) Check the version of "ams.exe" displayed in "Product Related Software".
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o Note on using NEC ESMPRO Manager (Windows) and Express Report Service (MG)

Depending on the combination of iLO5 firmware version of this product with NEC ESMPRO Manager (Windows) and
Express Report Service (MG) (Windows), it may be necessary to update NEC ESMPRO Manager (Windows) and iLO
Receiving Information (llo_en.mtb). Please refer to the end of this chapter to confirm/update to the latest version, if needed.

- Phenomena regarding NEC ESMPRO Manager (Windows)

iLO5 NEC ESMPRO Phenomena
firmware Manager
version (Windows) version
2.10 or later Earlier than 6.25 - Configuration Tab - Server Status screen
"SNMP Alert setting" will show error message "Failed to get SNMP Alert
setting”.

- Remote Control Tab > iLO Information > Show IML or Save IML
NEC ESMPRO Manager will fail to get IML information and Show IML or
Save IML feature will not work.

- AlertViewer
New Alerts of hardware failure added with firmware update will be
displayed as "Unknown" alert on AlertViewer.

Earlier than 6.47 - AlertViewer

New Alerts of hardware failure added with firmware update will be

displayed as "Unknown" alert on AlertViewer, or they will not be displayed

on AlertViewer.

- Updating NEC ESMPRO Manager Ver 6 (Windows)
(1) Download the latest version of NEC ESMPRO Manager from the following website.
https://www.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- NEC ESMPRO Manager

(2) Update NEC ESMPRO Manager. For details, refer to Chapter 2 Installation in "NEC ESMPRO Manager Ver. 6
Installation Guide (Windows) [PDF]".

» Updating NEC ESMPRO Manager Ver 7 (Windows)
(1) Download the NEC ESMPRO Platform Management Kit from the following website.
https://www.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- NEC ESMPRO Manager

(2) Launch the ESMPRO installation tool included in the ESMPRO Platform Management Kit.

(3) On the “Installation Tools screen” click on “Instructions”, then from Software Manuals click on
“ESMPRO/ServerManager”.

(4) Click on "ESMPRO/ServerManager Ver.7 Installation Guide (Windows)".

(5) For more details on “Update NEC ESMPRO Manager from Ver 6 to Ver 7, refer to Chapter 2 Installation in "NEC
ESMPRO Manager Ver. 7 Installation Guide (Windows) [PDF]".

- Phenomena regarding iLO Receiving Information (ilo_en.mtb)
* Intend for users of NEC Express Report Service (MG)

iLO5 iLO Receiving Information | Phenomena

firmware version

version

2.10 or later ilo_en.mtb It is impossible to detect a failure of the hardware added along
Lower than 1.4.0 with the update of hardware and to issue an alert of this failure.

* If iLO Receiving Information has been updated and NEC
iml_en.mtb ESMPRO Manager has not been updated, it is impossible to
Lower than 1.5.0 detect the failure of the added hardware and issue the alert of the
failure, as with the above.

* There are 2 kinds of iLO
Receiving Information.
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- Updating iLO Receiving Information

(1) Download the latest version of iLO Receiving Information (ilo_en.mtb, iml_en.mtb) from the following website.
https:/www.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows) Receiving Information
-iLO.zip

(2) Delete current Receiving Information from Express Report Service (MG) (Windows).
For details refer to “3.1.5 Setting for Receiving Information” or “3.2.4 Setting for Receiving Information” in "Express
Report Service (MG) Installation Guide (Windows)".

(3) Set the latest version of Receiving Information downloaded in step (1) to Express Report Service (MG)

* Download "Express Report Service (MG) Installation Guide (Windows)" from the following website.
https:/mww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows)

- The steps of confirmation for iLO5 firmware version
- Server Health Summary
Push the UID button on the server and check the version of the iLO firmware on the console connected to the server.
(For the detail, refer to Server Health Summary in iLO5 user guide.)

- Remote
Check the version of the iLO firmware on "Firmware & OS Software - Installed Firmware" by iLO Web Interface.

- The steps of confirming version for NEC ESMPRO Manager (Windows)
(1) Log in NEC ESMPRO Manager.

(2) Click the "About NEC ESMPRO Manager" link at the top right of the screen.
(3) Confirm the version information of NEC ESMPRO Manager.

- The steps of confirming version for iLO Receiving Information (ilo_en.mtb, iml_en.mtb)
Confirm the version of “ILO SNMP Trap” in "Setting for receiving information” screen.
Regarding "Setting for receiving information” screen, refer to 3.1.5 Setting for Receiving Information or 3.2.4 Setting
for Receiving Information in "Express Report Service (MG) Installation Guide (Windows)".

e Note on using VMware ESXi

This caution is about the screen display of VMware vSphere : Monitor > Hardware > System Sensor > Sensor when the

ESXi is booted.

(1) There are cases where the following Heartbeat Lost sensor displays “Waming(Yellow)".

[Device] I/O Module (n) LOM_Link P (n) : Heartbeat Lost-Assert
[Device] I/O Module (n) NIC_Link_P (n) : Heartbeat Lost-Assert
*n represents LAN port number P1-P4

<Environment :iLO5 firmware version 1.30, 1.35. 1.38 is applied >

In case that the screen display of Heartbeat Lost sensor Health (vCenter : Status) shows “Waming (Yellow)” after
ESXi completes boot, for the ports whose cables are connected, the “Warning (Yellow)” will disappear and tum to
“Normal (Green)” within a couple of minutes after connecting LAN cable. Please wait for a couple of minutes. For
the ports without LAN cables, the “Warmning (Yellow)” will be continuously displayed, but this does not indicate
hardware malfunction and there is no impact to the system operation. Please continue operating the system as is.
Ifa LAN cable is connected and the “Waming (Yellow)” does not disappear, there is a possibility that the connection
of the cable is bad, so please check the LAN cable connection.

<Environment iLO5 firmware version : 1.40 or latest is applied>
In case that the screen display of Heartbeat Lost sensor Health (vCenter : Status) shows “Waming (Yellow)” after

ESXi completes boot, the “Waming (Yellow)” will disappear and tum to “Normal (Green)” within a couple of minutes.
Please wait for a couple of minutes.

(2) There are cases where the screen display of following sensor Health (vCenter : Status) shows “Waming (Yellow)”
after ESXi completes boot, This “Waming (Yellow)” does not indicate hardware malfunction and there is no impact
to the system operation.

- Cooling Unit 1 Fans

(3) There are some cases where the screen display of following sensor Health (vCenter : Status) shows “? ” after ESXi
completes boot, this does not indicate hardware malfunction and there is no impact to the system operation.

- System Chassis 1 UID
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e Cautions on using Linux OS

Use the device name of LOM or optional NIC which the OS automatically recognizes. WWhen adding a unique udev rule,
do not change or fix the NIC device name based on the PCl address.
In addition, do not use the storage device name under /dev/disk/by-path/ that includes the PCI address.

If operation using a device name based on the PCI address is required, do not add/remove the card to/from the PCl slot,
or change the CPU configuration. If the PCI bus address information changes and the name of the PCl-connected device
is affected, you may not be able to access the network or storage, and the system may not boot normally.

¢ Cautions on using Red Hat Enterprise Linux 8.5 or earlier

Select "OS Boot Manager" when booting OS from "One-Time Boot Menu".
Selecting an OS boot device such as HDD/SSD on the "One-Time Boot Menu" may cause RSoD (Red Screen of Death).

One-Time Boot Menu

I Red Hat Enterprise Linux I
Generic USB Boot
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4
)

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv6)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv6
)

Embedded SATA Port 1 : ST1000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

One-Time Boot Screen
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5) Notice of the function in general

e How to recover lost Serial Number and Product ID

If the server loses Serial Number and Product ID, recover them as follows:
(1) Power off the server. Then disconnect the plug from the outlet.
(2) Wait 30 seconds. Then plug the server into the outlet again.
(3) Tum on the server with the POWER button.
(4) The server starts up and the POST screen appears.
(5) Press the F9 key to enter the System Utilities.
If this fails, initialize the RBSU settings with the system maintenance switch (refer to “Chapter 1 7.3.3 Set the System

Configuration Back to Default Values” of the maintenance guide).

(6) Check the values of Serial Number and Product ID by selecting the menu of the System Ultilities: System
Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options.

(7) If the values of Serial Number and Product ID are satisfactory, go to step 14.

(8) If the values are unexpected or lost, select the menu of the System Utilities: System Configuration > BIOS/Platform
Configuration (RBSU) > System Default Options.

(9) Select the Restore Default Manufacturing Settings option.

(10) Select this option: Yes, restore the default settings.

(11) The server restarts automatically and the POST screen appears.
(12) Press the F9 key to enter the System Utilities.

(13) Set the proper Serial Number and Product ID (indicated on the pull-out tab of the server) via the menu of the System
Utilities: System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service

Options.
Serial Number
lIllllJIlI]III[Illll
UL e
N3100-2557Y Lo
2
A
Product ID r}g EMU.%

paneccomvexpress/

[Important] Product ID is the model number like "N8100-xxxxF". Product ID is not PID.
(14) If the RBSU settings have been changed from the defaults, check and configure the new values.

e Note on using UPS

When connecting UPS to a serial port, set the items to “Disabled” in the following settings as below:
(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options > BIOS
Serial Console and EMS > BIOS Serial Console Port — [Disabled]

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status — [Disabled]

e About Smart Storage Battery
Smart Storage Battery is indicated with Energy Pack on the RBSU menu. Please paraphrase.

e About EXPRESSBUILDER Help
If the EXPRESSBUILDER help is different from Maintenance Guide, do not use the help but the guide.
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e Changing the cooling setting
This topic pertains to the following HDDs:

N8150-551 300GB 15K Hot Plug 2.5-inch SAS HDD
N8150-552 600GB 15K Hot Plug 2.5-inch SAS HDD
N8150-553 900GB 15K Hot Plug 2.5-inch SAS HDD
N8150-602 900GB 15K Hot Plug 2.5-inch SAS HDD

If your HDD is any of the above, but its current cooling fan setting is Increased Cooling or Maximum Cooling, leave
it as itis (i.e., no need to change the setting). With neither of the two specified, for the HDD'’s stable operation, please
change the setting to Increased Cooling as follows:

Procedure for changing the setting
(1) Power on the server. During the POST, press the F9 key to start System Utilities.
(2) Select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and
Thermal Options > Thermal Configuration.
(3) Change the setting to Increased Cooling.
(4) Press the F12 key, save the change, and then restart the system.

Note:
Changing the cooling fan setting may increase the cooling fan speed, which depends on the operating environment
for and the load on the system.

o Notes of using SAS controller (N8103-184)

(1) When using N8103-184, “Status” of iLO Web Interface [System Information] > [Storage] > [Storage Controller] is might
display to “Unknown”, but it does not affect server operation and SAS Controller operation.

(2) Please keep the following restrictions when using N8103-184.
= Number : Up to 1pc can be installed. Mixing with other cards is still possible.
* Installed PCl slot : slot 1.

e About FCoE function in N8104-173
The FCoE function (Fibre Channel over Ethemet) isn't supported with this product as NEC.

The FCoE function is enabled in spite of the LOM firmware version.

It is recognized as the FCoE device on the OS, but when not using it from OS and drivers it does not cause any problem
for the operation.

Please ignore detection of the following device.

-HPE 533FLR-T FCoE Device

o About Wake On LAN function in N8104-173

When using the Wake On LAN function with PORT2 in N8104-173 (Dual Port 10GBASE-T LOM Card), update the
firmware version to 7.19.2 or higher in advance.

e About the Intel(R) Software Guard Extensions (SGX) option

The CPUs that support this function are only the following two types of CPUs.
Even if Intel(R) Software Guard Extensions (SGX) option is displayed on the other CPUs, please do not change from
Disabled (default value) setting.
This function is not supported except for the following 2 types of CPU.
- N8101-1507 (4C/E-2174G)
- N8101-1518 (6C/E-2186G)

e About the setting when the N8117-12 Management Lan with Serial kit are installed

When the option of the N8117-12 (Management Lan with Serial kit) are installed and the management LAN is used,
change the setting as follows.

Procedure to change settings

In the System Utilities, select System Configuration > BMC Configuration Utility > Network Options >
Network Interface Adapter > [ON]
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A) The additional options by firmware update

m About changing the BIOS/Platform Configuration (RBSU) menu

Some options are added or changed by firmware update of this product.
The additional options are listed below.

(1) Server Availability Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Server
Availability from the System Utilities, the Server Availability menu appears.
For details about the additional options, see the table below.

Option Parameter Description
IPMI Watchdog Timer -1 | [Disabled] Use this option to enable a Boot Time (POST) IPMI compliant
Enabled Watchdog Timer (WDT) that is disabled when an IPMI command is
issued to the system by the user and will not automatically be
disabled.
IPMI Watchdog Timer 10 Minute Use this option to set the wait timer before performing the desired
Timeout »1 15 Minute timeout action on the server in the event of a server lockup.
20 Minute
[30 Minute]
IPMI Watchdog Timer [Power Cycle] | Use this option to set the timeout action upon expiration of the
Action -1 Power Down | watchdog timer due to a server lockup.
\Warm Boot

[ ] Default setting

*1: an option usable with System ROM version 2.32 or later.

(2) Server Security Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server Security from the System
Utilities, the Server Security menu appears.
For details about the additional options, see the table below.

Option Parameter Description
UEFI Variable Access [Disabled] Use this option to allow the system BIOS to completely control certain
Firmware Control Enabled UEFI variables from being written to by other software such as an OS.
* When Disabled is selected, all UEFI variables are writable. When

Enabled is selected, all changes made by software other than the
system BIOS to critical UEF| variables will be blocked. For instance,
new boot options the OS attempt to add to the top of BootOrder will
actually be placed at the bottom of the Boot Order. Note: When UEFI
Variable Access Firmware Control is Enabled, some OS functionality
may not work as expected. Errors may occur while installing a new
OS.

[ ] Default setting

*1: an option usable with System ROM version 2.32 or later.
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(3) Power and Performance Options Menu
In System Utilities, selecting System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options displays the Power and Performance Options menu.
Its additional options are described in the following table:

Option Parameter Description
Minimum Processor | [C6 State] You can only configure this option if Workload Profile is set
Idle Power Core C- | C3 State to Custom. Use this option to select the lowest idle power
State C6 Without C1E State (*1) state (C-state) of the processor that the operating system
C1E State uses. The higher the C-state, the lower the power usage of
No C-states that idle state. (C6 is the lowest power idle state supported

by the processor).

[ ] Default setting

*1: the parameter usable with System ROM version 3.10 or later.

(4) Trusted Platform Module Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server security > Trusted
Platform Module Options from the System Ultilities, the Trusted Platform Options menu appears.
For details about the additional options, see the table below.

Option

Parameter

Description

*1

Omit Boot Device Event | [Disabled]

Enabled

Use this option to record Omit Boot Device Event. If enabled, PCR
Boot Attempt Measurements will be disabled and measurement in
PCR[4] will not be recorded.

[ ] Default setting

*1: an option usable with System ROM version 2.80 or later.
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B) Errata Information

H Errata Information for Express5800/ R110j-1 Maintenance Guide

The following table covers correction for Maintenance Guide.
Please read the following information and use it as reference.

Correct

Error
P.39 [?] Lost Serial Number and Product ID
Troubleshooting — Ifthe server loses Serial Number and

Product ID, recover them as follows:

[?] Lost Serial Number and Product ID

— Ifthe server loses Serial Number and
Product ID (*), recover them as follows:

(*) Product ID is the model number like
"N8100-2602F". Product ID is not PID

B Correction of DIMM installation order

There are misdescription about DIMM installation order in user's guides.
The following is the correction.

Correction point

*+ Express5800/R110j-1 User’s Guide

Chapter 2 Preparations 1.8 DIMM 1.8.2 DIMM installation order

DIMM installation order

The following table describes the DIMM population order.
You should install in turn from large capacity DIMM.

DIMM
slot number

1 DIMM

2 DIMM

3 DIMM

JapJo uone|esul pue
Jaquunu pajunoy NG

4 DIMM

- Notice for the combination of DIMM

When more than one kinds of DIMM is combined, install them in the order from the following list to the

installation order on the above table.
(High priority) N8102-719 > N8102-718 (Low priority)

B For Inquiries Regarding this Matter

If you have any questions on the contents of this document, please contact the dealer where you purchased the product or

our sales representative.
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