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# systemctl restart smad
# systemctl restart amsd

+ ESXI/ESX 7.0/8.0/9.0 D&
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EX I

(D (Location: Slot=(A):Port=(B):Box=(C):Bay=(D) Controller: <NULL>)
(2) (Location: Port=(B):Box=(C):Bay=(D) Controller: Slot (A))
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o Intelligent Platform Management Interface (IPMI) RSt R 1 — F 2 FEHT 2BEDIEEE
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Error in open session response message : no matching cipher suite

Error: Unable to establish IPMI v2 / RMCP+ session.




4)OS B9 2 FEER

e Windows Server OS C{ERBEDIEEIR

2a7WMET)EEZS IOy Y ERBHE L TLVSIHEE. Windows Server 2016, Windows Server 2019 T X
T LiEHR(Msinfo32.exe)V —ILER R IR A—S v —DIN T+ —< U R|Z T2, TOtyHDVsry hva7r
B, UIFXrvyiabl2XxvydaDH A XNELLERRENERA,

HMIE. TEEOU VI ESRBLTIESL,

Windows Server 2016 H7Rk— &R
<https://www.support.nec.co.jp/View.aspx?id=3140105448>

Windows Server 2019 H7Rk— M &R
<https://www.support.nec.co.jp/View.aspx?id=3140106598>

iLOWeb 1 >4 —7 =4 XFET=(& System Utilities A L TIE L L) CPUBHRZEME L T LY,

e ESMPRO/ServerManager (Windows ff)H# & UL Y XA LA BHRY —EX(MG)IZET 5 FEEHE

AHZDILO5 77 —L T 7/A—2 3> &, ESMPRO/ServerManager (Windows )& &K U T Y X 7L R @R
H—EZAMG)D/NN— 3 VDA EHEIZ & o TIX ESMPRO/ServerManager (Windows iR) & & U iLO &I EEM
TOZEBBRREI7AINDT v TT— bDRBEICHEBZGEENHY ET,

UTZ2I8BO52. 7y7T—rHIRERFEK. BHFN—DaVIZ7yTTF—RLTLESL,
BN—DaVOBERFERIIOVNTIE, XIEBEOXREICHRHELET.

®ESMPRO/ServerManager (Windows iR) [CE83 2 FEE IR

iLO ESMPRO/ FHERR
7 7—L™ 7 | ServerManager
(Windows hir)
Version Version RS D > —/\—REE
2.10 LARE 6.25 K "SNMP @IREEE"DNIBICKBLELIZ"ERTEIND

- JE— MEIEAS T >ILO 1BR > IML D&, IML OREE. IML EHROERE
[ZKEBL. REBLVRELTEHL
s F7S5—hkEaA—7
F77—LDzF7T7yvITT—hIZERHBONEMEINfN—FO T TOEE
NF7S—rFE2—TFIZ"FBHEEAL T'DF7S5S—FELTRTIND
Version 75— hEa—7
6.47 K T7—LOzF77yvFTT—RrELBVEMENEZN—FO T 7OEE
MN7S5—FrEa—T7IZRTEAEGEL, L LLF"THEAS T D75 —F
ELTRTREND

®ESMPRO/ServerManager Ver.6 (Windows lR)D 7 v 77— 5k
(1) LT D Web 4 k& YREHIRD ESMPRO/ServerManager # 4> H0—KLET,
https://www.support.nec.co.jp/View.aspx?id=9010103524
(2) TESMPRO/ServerManager Ver.6 4 X bL— 3 v H 4 F(Windows#R)] ® 2&E 1 VX b—JL] &5
B8 L T ESMPRO/ServerManager 27 v 75—k LEY,

®ESMPRO/ServerManager Ver.7 (Windows lR)~ND7 v 75— b A%
(1) LT®D Web ¥4 k&Y ESMPRO Platform ManagementKit #4» > RA—FLET,
https://www.support.nec.co.jp/View.aspx?id=9010109532

ESMPRO/ServerManager Ver.7 & ESMPRO Platform Management Kit IZ&FEh TWLVET,

(2) ESMPRO Platform Management Kit ® ESMPRO 4/ Y R b—ILY—)LEZEBLE T,

B) MR =LY —)LEEDEHBAZEE S 1) v¥ L. Software Manuals H 5 ESMPRO/ServerManager %
20w LET,

(4) TESMPRO/ServerManager Ver.7 1 XA kL—3 3 Ui/ F(Windows #&)] #2Jv oI L%,

(5) TESMPRO/ServerManager Ver.7 4 Y X bL—3 A4 F(Windows #&)] ® M2E A X b—JL] %
M L T ESMPRO/ServerManager # Ver6 M Ver7 A7 v 75—k LEY,




o N8104-208 %% L - Windows Server BIBIZTREIN B4R FMIDWT

¢iLO BEEMREERTOREFBMRE T 7ML ICHT S RERR
KIYVRATLABRY—EXAMG)ZCHASNTLEALHERTY,

iLO iLO BEHEHRER (T D RERR
77—LTIT | RIEFEHREE
274
Version ilo_jp.mtb Version

T7—LOzF77yvTT—hzELBVEBMESNIzN—F
VITDETERMTIIENTELGL, YBETEER
o _ THIEMNTERL,
iml_jp.mtb Version HBEBRBREI7ALET Yy ITF—bLEBET
1.5.0 i %->T% . ESMPRO/ServerManager W7 v 75—k &h

BT T 7 A ILI1E 2 184 - °

HYFET,

2.10 L& 1.4.0 K

¢LO EEEEEMITOREBRBRE I 7AILDT v TT— bAE
(1) LD Web ¥4 k& YRFRDZEEFREE 7 7 4 )L(lo_jp.mtb, iml_jp.mtb)EFo>A—KLET,
https://www.support.nec.co.jp/View.aspx?id=9010100096
ilo_jp.mtb, iml_jp.mtb [£ MGMTB.zip IC&& L TLVET,
2) TZHORTLRBHRY—EXMG) 1 YR FL—2 3 VA4 F(Windows #R)] ® 3.1.5 Z{EFEHRDEE
F=1E 1324 ZEFBROKRTE] 2B L TCZERBORTEE TEREADZEFTRZAIKRLET .
B)MNMNTHIA—FLIEEFROZERBREE I 7MILEERLET,

TTHORTLRABHRY—ERXMG) 1 VA L— 3> HA F(Windows #&)1 [FATD Web 41 B E
Y B—FRLTLEXL,

https://www.support.nec.co.jp/View.aspx?id=9010102124

SILO5 77— LDz T7TDIN— 3 VHERFE
- Server Health Summary THERIT 5%
Y—N—KAD UD REZUERTLT, ¥—N—[CEHESNza2Y—ILIZRTREIND ILO5 TJ7—LV T
FDIN—2 3 U EFEZR L E I (Server Health Summary QL ILO5 1 —H—XH A KSE),

- xy b=V RBRABATHERET SAE
iLOIZH Y FI—YEEGERRELEES. IS5 —M5iloIcad/4 LT, A=Za— 27— Lo 7 &0S
YILYTT7] hBilODN—C 3V EHERELET,

®ESMPRO/ServerManager (Windows kR)D/\— 3 URER A
(1) ESMPRO/ServerManager [I2A 454 VL&Y,
(2) BlEmA LD TESMPRO/ServerManager [CDWVT) DY VI EFIRLET,
(3) ®R &N B ESMPRO/ServerManager D/A\—2 3 VIEREERE L ET .

¢LO BEMEEM ITOZEFRZE 774 ILD/IN—2 3 VHERAZE
[THORTLABHRY—ERXAMG) 1 YR FL—> 3 U HA F(Windows #&)1 @ [3.1.5 ZEFMOHREL F1=-

I 13.24 ZIEFRDHRE] 5B L TCREFROZXTEE T NEFEMIERI @ lLO SNMP Trapl O/A\—P 3>
BREERELET,

N8104-208 #1&#; L 7= Windows Server BIBIC TV RATFLAAY FOSIZUTDE S HA Ry FAREFEINDES
NHYFITH, DRATLERLBBIEICTNEEA,

J—2R : icea
AR MID: 89
L)L o —
AR . Intel(R) Ethernet Network Adapter E810-XXV-2 xxx
78 : DDP Ny 7 —SDHARAABRICTHALBZIS—IFRELELZ, E—T7F—FIZOYEZ

F9,
A T TA—EFEH LTS,
FIREAER LA LES L. "http://www.intel.com/support/go/network/adapter/home.htm"H 5
BHFDORSAN—%F900—KRLTA VA =ILLTLESZL,
Xx DEFRFEICEVERY 9,




VESVS :icea

AR KID: 91
LRI I 5—
5% BA : Intel(R) Ethernet Network Adapter E810-XXV-2 xxx

fii7E : DDP N\ 7 — L DERADEMNG O, JRAADFEEA, E—TEFE—FIZUYEZFET,

*HAL : "http://www.intel.com/support/go/network/adapter/home.htm" N S &FTD K5 4 /3—%
AyoaO—RLTA YA R=ILLTLEEL,

Xx DEFREBIZEVELGYETS,

=R : icea

ARV KMID: 1284

LRI T Io—

2 BA . Intel(R) Ethernet Network Adapter E810-XXV-2 xxx
fRE :DDP v H5r—SDI5—,

EADNBRRE  RFDA—RXARTAN—EDDP Ry r—2IZ7 vy TTF— b LET,
Xx DERREICKVELRY FET,

ARERIENS104-208 DT 7—LxF7 IN—2 3320 ETEESATLET,
Starter Pack Version S8.10-010.5 LIfEZ @A L T &Ly,

e VMware ESXi/ESX #2186 NETFEHE

1.RBSU ® TPCle Hot-Plug Error Control] 747 3 >(*)% leDPC Firmware Control] IZERE LWL T LY,
H L. AREETERALES. PSOD(Purple Screen Of Death)"HEFT B MDY FET,

(*) BIOS/Platform Configuration (RBSU) > PCle Device Configuration > Advanced PCle Configuration >
PCle Hot-Plug Error Control

2. ESXi 2Bk D VMware vSphere DER > N— KD 17 > VAT LY —> o —DRFRIZDONT,

(1) ETER FAN BRICHE LT ESXi BEIET#R. TROEH—D@ELME(vCenter : R T7—42 X)DERRH
2E5#EB)) LLBHGENHYEITN. Nn—F DxT70OHEERTIOTRHLEERICEEHY F
TADT, TOFEFFERAWVELEITET,
- Cooling Unit 1 Fans

(2) ESXi £ T#®. TROEUH—DE2M(vCenter : AT—A R)DRFEMN [2] LL2EEN”HYET
N N—Fz7OHEEZRTIOTRHECERICEEHY FRADT, TOFFERWVETET,
- System Chassis 1 UID

e VMware ESXi/ESX CTPM v F 2RI HBADIEER

N8115-35 TPM F v F B EBEH I N TLVSI5E TPM Mode (*1)I& TTPM 2.0 12T, VMware ESXI/ESX & Z{#EMA <
fZ&Ly,

t L. TPM Mode * TTPM 1.2] [CERE SN T SIHFE. #IZ PSOD (Purple Screen Of Death)y\ 49 %5 Z & A
HYFET,

(*1) HEROMBREL [TPM2.0] TT,
TPM Mode DHERB L UVRELERETFRAZa—k YRR L TS,
- System Utilities > System Configuration > RBSU > Server Security > Trusted Platform Module Options >
Current TPM Type (EREHERR)
> TPM Mode Switch Operation (FXEZH)

e RAID EfRBEHAXDERIZDOINT

VMware ESXI/ESX [Z & LM T . N8103-189/190/191/192/193/194/195/196/201/237/238 RAID O > FA— 5 &
N8103-239 OS 7— +FER SSD/R— FZ ZHEAINTLVSIEE. RAID BStRiER(EX SNMP Trap IZ& 5 @RICEE
[ZEYEI,
X, TELD Web U & THERECIZELY,
* NEC H7R— kiR—4% L
https://www.support.nec.co.jp/View.aspx?&id=3140108419




e Linux OS AT HIEEDIERIE

0S NEBIMIZEHT 5 LOM ¥4 T3> NIC DTN REEFAL T EL, HE udev L—/LEEMT B
M. PCI7 FLRFEEICNICTNARBEEBLRY, BELEYITEIHREEITHHENTLLLEEL,
F1-. PCI 7 KL X E&E/dev/diskiby-pathEEFD R b L—CFNA RAFEALENTLEEL,

PCI7 FLRZEEICLE=TNA RBZFE - -ERNRELGBAIF, PClROY bADh— FIBR/ARE. BLU.
CPUBRBZERZITHLILEWLWTLEEL, PCINRDT FLAERMNEIL L. PCIHERD T/ RBICEENTSH L
[T&Y. XY FT=IRRL—UADT I EANTEGLCRY, SRATLNERISEBTEGSLRIGEEN &
YEF,

e Red Hat Enterprise Linux 8.5 £1z[&. ThLURIZERAT 55D TERE

DAL LT— A a—DoEBET SHE. 0S T— k¥ x— 2 v—(fl: Red Hat Enterprise Linux) &R L T <
ik AW

OSHAA VR F—ILEN=HDD ¥ SSD HED T— L F/34 AZ RN L =15 E. RSOD(Red Screen Of Death)h %
ET5IENBYET,

One-Time Boot Menu

Red Hat Enterprise Linux
Generic USB Boot
)Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv6)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv6
)

Embedded SATA Port 1 : ST1000NX0423

Run a UEFI application from a file sy

Boot from a URL

Legacy BIOS One-Time Boot Menu

DA LT— A= 2—EE

e Red Hat Enterprise Linux 8 NVMe SSD # i &RETHIEEE
grub2-efi-x64 /18w r—S %7y TT—hF5E, OSHEBTEHLLIEENHBY ET,

NVMe SSD ##&& L= REEEIZH VT, RHEL8S.3 4 X b—JL LT=IREEIZ, RHEL8.4 LIfE®D grub2-efi-x64
Nyr—C%ERLTHEHTSE, OS HNEEFTEHA L LMBELZMEHTMCHEREL TLVS=8. grub2-efi-x64
Nyl —U% 7y TTF—RLEBEVWTLESL,

& grub2-efi-x64 #7 v TT—hLT OS HNEEN LG BB EIE. TRFIET grub2-efi-x64 Ny or—S%
RHEL8.3 [CRL T =&Y,

(N EERMREENSRY FT—9 7V RAAEELGERIC. RHELB3D FRE/N\Vvyr—UEBEBELEY,

grub2-efi-x64-2.02-90.e18.x86_64.rpm
grub2-common-2.02-90.el8.noarch.rpm
grub2-tools-2.02-90.e18.x86_64.rpm
grub2-tools-minimal-2.02-90.el8.x86_64.rpm
grub2-tools-efi-2.02-90.el8.x86_64.rpm
grub2-tools-extra-2.02.90.el18.x86_64.rpm

(2) BEHtIR DA VA bL—2 30 HA FESHBL., RHEL83 J—r AT 4 7Z4EE LT RHEL8.3 J—+
AFATHLEMLET,

(3) RHEL8.3 77—k A T 4 7 Di2EN A = 1 —H 5 "Troubleshooting" % #1R#%. "Rescue a Red Hat Enterprise
Linux System"#:&#R L CLAF1—E— FTCEELET,




(@) LR¥1—E— FOEBE A =1 —T"1) Continue"&:@#R%., JA—rF—%@TFLC LTV T+
=RELET,

(5)"iplink" AT FZEETL, Ry FI—VEGICERT IRV bI—0TNA REEHRELET,

E174I:
sh-4.44 ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT

group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: ens10f0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP mode
DEFAULT group default glen 1000 «— E#FH T /34 X
link/ether xx:xx:xx:xx:xx:xx brd ff:ff.ff.ff.ffff

3: ens10f1: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc mq state DOWN mode
DEFAULT group default glen 1000
link/ether xx:xx:xx:xx:xx: xx brd ff.ff.ff.ff.ff.ff

4: ens10f2: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc mq state DOWN mode
DEFAULT group default glen 1000
link/ether xx:xx:xx:xx:xx:xx brd ff:ff.ff.ff.ff.ff

5: ens10f3: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc mq state DOWN mode
DEFAULT group default glen 1000
link/ether xx:xx:xx:xx:xx:xx brd ff:ff.ff.ff.ffff

(6)"ifup"a X FERTL. *Y FI—0ZHFMELFT,

E174I:
sh-4.4# ifup ens10f0
Connection successfully activated (D-Bus active path: /org/freedesktop/NetworkManager/
ActiveConnection/1)

(7)chroot A<w Y FEETL, 41 VX F—ILEADREICroot T4 LY FIEEELFET,
ETH: LAF21—F—RFTIE, 41 R F—ILEHFDREN/mnt/sysroot 2T DY FINTWET,
sh-4.4# chroot /mnt/sysroot
bash-4.4#

B) FIBMTERLIzN v —F scp®rsyncFEDAT Y REETLTEEDEAICOE—LET,
17 scp ZFEAL. EER"server'D/work [ZEEE L=/ —C 25
bash-4.4# scp server:/work/grub2-*.rpm /tmp/

Q) AE—LERyr—CF@ERALET,
21741
bash-4.4# rpm -Uvh --oldpackage /tmp/grub2-*.rpm

(10) chroot AT Y RE#TH, LAF1—FE— FERTLTURTLEEREHL. 0S NEBTEE L%
BEELET,
4741
bash-4.4# exit — chroot & T
sh-4.4# exit > LAFa1—FE—F 7T




5) £RDEREICET S IEFE

o VRAFLaA—TF 4 ")T14® [BMC Configuration Utility] DREIZDWLWTOEEFEE

VAT LA—T 1T 14® BMC Configuration Utility] TOEEIZEWNT. UTOMNDRY T7 v INRRSH
HEEIEQUBOFIEZESF L TLZELY,

EEFHICH - -BEEERING LGS, TMemory Initialization Start] M X vt —2TPOSTELE, HBULMEE
BIZE28 S TLVS Serial Number, Product ID DEENFELET REBEENHY F7,

— =

(1) YRFLa1—TF 4 1)T 4 ® IBMC Configuration Utility] [CEWVWTRENDEEZEITO . ILO OFREZ 1T
31=®IZ. RO WarningGEE )Ry T7 v INRREINDZENHYFET,

Warning

BMC configuration has changed and BMC needs to be reset The configuration utility will not be avaidable unti
next system reboot

Enter to Continue / Esc to Cancel

EMCREGEEZ h, EMCRYU L7 NYZRTY, AR1-FVF (R, REATFLNBERE NIRRT
HATEREA,

BROTICRENer /¥ v A TILBESC

HAFERTDSE

(2) TOK] Z#H L THEDHFET,

(3) XD WarningGEE) Ry T7 v IThRTINFET,
Z D WarningGEE) Ry T7 v INRFRINWTOSREIZT, T 1 2ULEBHELEESL,
ZOE., AEHBELLENTLIESL,

]

f§1MMmMQ

The management processor is resetting' Please wait a minute for the reset to complete, then hit Esc to extt the
configuration utiity and reboot the server

BMCBULY hRTFI VLY RIRTTINEBHELEL, LT, EscERLTRRI-F1)F 1%

BTL, Y—=/—EBEBLTILEEL,

HAERTDSE

4)1 B LRBE,. REFMEORT—4R5V TARBTANLTNS S EERALTIEEL,
¥ iLO ANEiEE T P RAT—RRASUTNRETRE (B8 1@E)
iLO DEEIHNTET LEEEE: RF—2RAS 2V TITHREBETHIT
(5) BEBOTETHERTELS, TOK] #HLTLESL,
(6) <ESC>F—#EHEW LTI RATLA—T AT+ DEEAIZEY FT,
(7) YRTLa—T 1" T« D Reboot the System| #EIRL THEBHLET .




o UPS DI HRIE
UPS L FZIR—MZEHKLTEAT IBEEF. LTOHREEZES Disabled] 1IZLTLESLY,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options > BIOS
Serial Console and EMS > BIOS Serial Console Port % [Disabled] IZEEE L T FZE LY,

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status % [Disabled] IZ5%%F
LTLIEEL,

o RAREDEREIZDNT

UTDA TS a v EBETIIEEIE. REBRBOL-HOREZDAEN T 7 > DHXEZ lNncreased Coolingl ~ZEH
LTLEEL,

BRICAE T 7 > DEREZ Tlincreased Coolingl FE7=I& Maximum Cooling] IZERESNTWBBEIE. AxEE
T5BEXHYFEEA,

WNEFTay
- N8150-551 #E&F 300GB HDD
+ N8150-552 #4E&F 600GB HDD
+ N8150-553 #4E&F 900GB HDD
+ N8150-602 1%5% A 900GB HDD
- N8103-239 480GB OS 7— FE M SSD R— K (RAID 1)
* N8154-151 2x2.5 & K5 4 T4 —(SAS/SATA, 1 7)
+ N8154-152 2x25H K54 7“’7'—:/“(U.3 NVMe x4/SAS/SATA)
- N8154-153  2x2.5 B k'S5 T4 —(SAS/SATA)

*REFIR
(1) POST HIZ<F9>F—%#HT L. PRTLI—Tas T4 %RELFET,
(2) System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options >
Fan and Thermal Options Z:Z&R L £7 .
(3) Thermal Configuration * =21 —% [HEYTLHEEI ICEELFET,
(4)<F12>F—Z8]T L. REZRFELTURATLEZEHEHLET.

K AHT7 VREDEEIHN., FEROERREVCARICL S TIIARENT 7 v ORGEHALAD &N
HYET,

o N8154-147/148/152/155/156/157 185 K S A4 Tr— R BEOIEER

2022 £ 12 ALURICAR B ZBEATEA L, R120-1M2M [T LIZBEIE. 727—LD 7 - FSA/1\DEH
ARBREEGDIGEENHYFET . FHMIITELECSRILESL,

Aty 00— K%: https://www.support.nec.co.jp/
(TEIGALET: N—FDx7] - [BF - ETILEAHILET] - BEFEHR - Fo0—F] -UTOWS
NHODEBTRREL, ‘EBERESAITr—CBEBO T 7— LD x 7EAERFIE %:ER)

* N8154-147
- N8154-148
* N8154-152
* N8154-155
* N8154-156
- N8154-157




o 4 Y—h— FIRY R THOEERE
AEEIT1s2ndBrdD 5 A H—H— FZE Y FTHBNE. 210 SRR EREY 57=0. 54 HF—h— RDImFEHD &Y
—R—FLEDROY MIREEHE., T4 —CLED [PressHere] INIVERZRTRLT, BEICELAATLIZE
LY,

COZEICKY AR SPMETFRERRS 5 EMNTEET,
ARY FHETRRAEC S & KEREDSEUs LEDATRRIKLES .

Frmin L5 8 CIERRE EEROFF L CACT—JIVERE, 549 —7— U LED PressHere] SN EHRL T =&
LY,

Ist/2d SA4H—h—F 3rd SAH—h—FK

IPress Herel SJUILE

IPress Herel SJUILE

o N8104-208 10/25GBASE ##i LOM h— F(SFP+ 2ch) C{E AR DI EEE

N8104-208 10/25GBASE #ft LOM 71— F(SFP+ 2ch)IZT Wake On LAN A LG LMEEIEX. 2T LU TOFIEIC
HOTHREEEEL TS,
KREEETHIEMESR. Wake On LAN B ERET KRB EB Y F T,

1) PRAFLEEBLET,
(2) POST HZ<FO>F—%#T L. [V RFLI—TF 1 )T 1 (System Utilities)]ITA Y EF
QB) [V RATLERK]IZAY., Wake OnLAN 2% FEFT S LANO Y FO—SEFBIRLET,
AERDGEE. UTOEMELY FF,
* OCP Slot 10 Port 1 : Intel(R) Ethemet Network Adapter E810-XXV-2 for OCP 3.0 - XxX0mocoxxexx
» OCP Sot 10 Port 2 : Intel(R) Ethemet Network Adapter E810-XXV-2 for OCP 3,0 - XxaomaaaocxX
(4) [NIC %3] > [Wake On LAN]D{E% TS SRELET,
(5) [F1I2REFEL TR TIEERE. OKIFLE[ITV - EEORFIZERLET,
[BEFRE UNRTEIND, <Enter>F— LTI RATLEHEEHLET,

N8104-208 10/25GBASE ##%t LOM 71— F(SFP+ 2ch)IZT. Wake On LAN # 8t # VNV TARKEEDEB Z1T5 5
B, IOVINTY MIKKREEEZ vy FEUULT, BRENMA TOKRETRZETHELSITLTLEEL,
AEEENBBRICI DI Ny FEZELEEE. TORKEKEEN D vy F UV ENERAFT 712817
L=RIZ. BEMICAKREEDBRNF VSN TLEVET,

¢ N8103-184 SAS O > bA—3 CHEABKOIEEIE

N8103-184 SAS O > FO—S %EHT %154, iLO Web 1 >4 —7 = 4 AM[System Information] > [Storage] >
[Storage Controller]® Status AV A BA(Unknown)' & RIRENDGEELH Y TTHEMEICEEEH Y FH A

=1

e EXPRESSBUILDER ~JL F[ZDUVT

EXPRESSBUILDER DAL T EA U TFHUARAA FTRBNELDIGEEF. AVTF RO FOEHEZEEL
TLEEELY,




o H—N\BEAILTIZONT

H—NEZHAILTIE., RREASOBREBIRRETLHRL. ACLICBBREDZH AL TZIR®T I —ERTY,
H—N\BWAILTOEMIE. Starter Pack AD TH—RBEAILT £y b Ty THA K1 ZBBLTLESLY,

H—NEWAILTOZEEFIEICDLNTIEITERD Web U4 b THERLEEL,
mWindows 3t AR
NEC H-7R— F7R—4%JL (Windows 35 AR)
https://www.support.nec.co.jp/View.aspx?&id=9010106809

mVMware ESXI/ESX i it bR
NEC #7/R— F7R—4 JL (VMware ESXI/ESX %t it )
https://www.support.nec.co.jp/View.aspx?&id=9010107805

o H—N\ZMHILTOHIBEE

- H—/\BZ#HILT % Windows Server 2022 IRIETHAT 2B ALUTOHIBEAHY £9,
mWindows 3t i bR
H—/\EZ AL T (Windows 3 GhR) TlE, TERERIZIIHEGLTEY FEA.
ONVFANEA=DA
@ N—FYz 7HREROTLER
- " lER
- MR T 4 RV FHRO RERE R
- RAID 3T 1 RV 15RO RIERBEFHE
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m BIOS/Platform Configuration (RBSU)* =2 —MDZERIZDILNT

AEURDEH I 7 —LVITOEHITHWD, A1 —D—MITEELHY FT,
TiC. EERZERHELET .

(1) Boot Options # =21 —
AT LA—T 1) T4 M5, [System Configuration > BIOS/Platform Configuration (RBSU) > Boot Options] #
#iRY B &, TBoot Options] A= a1—MRFTENET,
BMOA T 30220V T, ROXRESELTILZEL,

ATvar [KSA—4— @A
Filter Non- [Auto] lEnabled] IZBRELEES. YATLEFESTZHVEE FS4 JDOES
bootable Enabled +FoavEERLERA, (Auto] ICBELEBE. T—r+Foay
Drives (z1) | Disabled OHHBREICHBELRATLIE, PHULBEVEERAE#E TSI, T—F
TELHVER FSATIDT— 4T a v ERRLER AL
[ ] HEEORE

F1LVATLROM/N—S 3200 LIRICTHATES/A54A—42—TY,

(2) Power and Performance Options * =1 —
VAT LaA—TFT 4T 45, [System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options| #3&#R3 % &. [Power and Performance Options] * =1 —MXRRENFET,
EBMOA T avIzoNWT, ROXRESELTLIZELY,

*AIoay INGA—H— B

Minimum Processoridie | [C6 State] CDOA T aviE., TWorkload Profile] A% [Custom] IZERE S

Power Core C-State C3 State hTWBIEEDHRETETT, VATLHAIMERT S TO0LvY
C6WithoutC1E State (x1) | —FR/N7 4 RILEHREEC-RT— R EBIRT 312X, COA4
CAE State FLavEFALET, CRT— FMEWNEE, 2074 PR
NoC-states ROHEEANME ZYET, (FOtvH—DHH— T80

BAHT7 1 FILIKREIL C6 TY),

Energy Performance | [Disabled] AT avEFRALT, TRILF—NRITF+—IRE

Preference (x 2) Enabled EEEMELTEMLET,

Uncore Frequency [Auto] XA Foavix, 7oty —ORBNARX(7a7)DRE

Scaling Maximum BEORT—USTEMBLET, a7 FLavE
Minimum [Auto] ISRET2&. TObvy—IFT7—o0—KIcE
Custom ¢z 3 SOTHAEREBN-EETEET. BAELEBRIDOF

HEICHHTEE, LATFUVBITHEBBHORARMNT
E2FET, A—HF—ANE>TEXAERMER/NEEEE
FETBIZIE. MCustoml ZBIRLET,
(RIMNDBRENBADBREEFRZIDICLIETEEEA)

Uncore Frequency [Enabled] ETEYBEHFIR(RAPLINS U —FHRIZTHEHME S H

RAPL; 5) Disabled ZHWHMLET, COF T avEEAMRETSE. 7V
AT7BOEARSNEMICHEYFET,

Maximum Uncore 0-127 [24] A—H—ANDEKXT a7 EEEH(MHz)

Frequency (34 AZ4 7 3 V1% Uncore Frequency Scaling % [Custom] [Z5%
ELELEEDARTEINFET,

Minimum Uncore 0-127 [8] A—H—AHAOB/NT a7 ERE(MHz)

Frequency (s 4) A4 7 3 »I% Uncore Frequency Scaling % lCustom] [Z5%

ELIzEEZDHRTEINET,
Disable Dynamic Disable DLL Switch | KA FL a V2 FNFLIIRINICT L. FHICKDIEN

Loadline Switch (=4 | [Not Disable DLL PNRITA—TVRICHEEZE5ZHAREMELNHY £, DLL
Switch] X PREOHEICIECTEPBE—FEHYEZET,
CPU C1 Auto Enabled CPU A EEIMIIC C1 ICBREIETEZ S L S5ICLET,
Demotiong 5) [Disabled]
CPU C1 Auto Enabled CPUMC1 A5 BEIMICHEERRTEZSLIICLET,
Undemotiong; 5) [Disabled]
[ 1 HERORE

F1LVATALAROMN—Y 3224 LIEICTHIATEZ /85 A—42—T9,
F2:VRAFLROMN—2 a1 72 ERIZTRIATE 34723 > T9,



FE3RVATFLROM/NA—2 32180 LIERICTHRIATE /85 A—4T9,
T4 RXAFLROM/N—2 320180 LIBICTRATESA 3> TY,
5 VATFLROMN—U 32254 LIRICTRIATESA 3> TY,

(3) Advanced Performance Tuning Options * — a1 —

VAT LaA—TFT 4T 4 M5, [System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options > Advanced Performance Tuning Options] #:&{R9 % &. [Advanced Performance Tuning

Options] A Za—MNRRINFET,
EBMDA T a IZo2NVT, ROFXESBLTLIZE,

7T ay INGA—R— &5 BA
Enhanced Conservative TOyY—RI7+—I U RBEOTOTI7FAILERIRLET,
Processor [Moderate]
Performance | Aggressive
Profile
Snoop [0]-15 HERSNETIANIRETEI)—0—FDNRTA—T RN
Response ETTBEEIC. 10 YTV RTFLDAX—THEREEZRAET S
Hold Off FOISEELET.
AATLavOBREEZEOLIBEE, AX—TEREZRETE
SEEAEHEABMICR<GYET,
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E

F1VXRTFLAROM/INA—=2 a3 V152 URIZCTHRATES/85 A—4—TY,

(4) Server Security #* =21 —

VAT LA—T 4 )T 45, [System Configuration > BIOS/Platform Configuration (RBSU) > Server Security |

#12IRY B &, IServer Security] * Za—HARFTEIIhET,
BDA T aVIZDO2NT, RORXRESBEBLTLLESLY,

Support

*Fay NS A—4— | 5B
Microsoft(R) | [Disabled] Microsoft(R) Secured-core 47/R— FDEEEZITLVET, [Enabled) 25
Secured-core | Enabled ETSE, UTOF T arnBEMICERT S, lEnabled Cores per

Processor] # 7> a M L—7o rdh, BRETELHLBYVET,
- Boot Mode: UEFI Mode
- UEFI Optimized Boot: Enabled
- TPM Mode Switch Operation: TPM 2.0
- TPM Visibility: Visible
- Intel(R) TXT Support: Enabled
- Intel(R) VT-d: Enabled

[ ] HERORE

F1LVATLROMN—S a3 V152 URICTHATES/54A—45—T7,

(a) Advanced Trusted Platform Module Options » =21 —

DRATLA—T 4 )T 4 M5, [System Configuration > BIOS/Platform Configuration (RBSU) > Server Security
> Trusted Platform Module Options > Advanced Trusted Platform Module Options] %:#iR9 % &, Advanced

Trusted Platform Module Options] * — a1 —ARRINET,
EBMOA T3 IZONT, RORESELTLEZEL,

FFay INS A—%5— | BB

Omit Boot [Disabled] T—FrTFNRARARY NEROEBHRERELET ., [Enabled] IZFRET S

Device Event | Enabled &. PCR 77— FRATDAIEMENIZL Y., PCRUAITORIENEES LA L
TYET,

[ ] HERORE
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(5) Advanced Security Options * —a1—
VATLA—T 4 T4 M5, [System Configuration > BIOS/Platform Configuration (RBSU) > Server Security >
Advanced Security Options] %#iR¥ 5 & . [Advanced SecuriyOptions] * — 1 —MWRIRShFET,
EBMOATLavIZoNWT, ROXRESELTIIZELY,

A7 ay NS A—2— | Bl

UEFI Variable | [Disabled] ARV—TFA VI VRTLIGEEMDY T b T7IC&BHEED UEFI TH

Access Enabled DEZAH%E. VATL BIOS TREICHETEDILSICHRELET,
Firmware Disabled] HPGBIRENTULRBEIL, TRTO UEFI THHMNEEAHT
Control 1) #T¥. [Enabled) RABIREhTLBEE. VX FL BIOS HANDY 7

FYz7IC&k>»TEEL UEFI ZHICMAONDERFIRATIOYS &
hET, BIZIE, ZRL—F A VFTVRTFLRHFLWI— 4+ ToaveE
T—FEFOBRLEMICEMLES ETH5E. ZRICIET— MNEFOR T
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[ I HERORE
F1VRTLROMN—a V152 URICTRHATES /54— —T7,

(6) Advanced PCle Configuration »* =1 —
AT LA—TFT 4T 4h 5, [System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device
Configuration > Advanced PCle Configuration] %3R3 % & . [Advanced PCle Configuration] X —a1—ARR &
nEY,
BMOA T30V T, ROXESELTILEZEL,

*Tvav R5A—5— T

PCle Data Link Feature

1) i i

PCle Hot-Plug Error | [Hot-Plug Surprise] FF T a vITHARERENSEBLEWLWTLEEL,

Control 2) eDPC Firmware 75y F7+—LO PCle (NVMe)iky TS5 5 HHK— %
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(a) PCle Data Link Feature * = a1 —
DRTLA—TFT 4 T4 M5, [System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device
Configuration > Advanced PCle Configuration > PCle Data Link Feature] %:#3R3 % & . PCle Data Link
Feature] A —a—MRRENFET,
BIOATL3vITONT, RORESELTLEEL,

AT ay NS FA—4a— | 5B

PCle Slot XX [Enabled] Data Link Feature Capabilities (DLFCAP) L R 2 TT7—4 ) VORI 1— 3>
Data Link Disabled EEMEHCLET,

Feature
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(X 1)

[ I HERORE
ELVATLROMNA—D 3V 224 LRICTHRATESF T avTY,
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Precautions for Using Express5800/R120i-1M, R120i-2M
I —

Thank you for purchasing our products.
This document provides the precautions on the use of this product.
Please read through the instructions below and keep this document in a safe place for your future reference.

)
2) Notice about the funciion of the System ROM
) Nofioe aboutthe funcion of the iLO5

5)Notice of the function in general
A) The additional options by fimware update

1) Introduction

o About the manual of this product.

For Starter Pack, the user's guide and the other related documents of this product, please refer to Download on the following URL.
Regarding Starter Pack, itis also provided as an optional product.

< hitps:/www.58support.nec.co.jp/global/download/ >
->Document & Software
->Rack
> (Select your server model)

Please check latest information and versions on ESMPRO portal site before using NEC ESMPRO Manager, NEC ESMPRO
ServerAgentService and Express Report Service / Express Report Service (HTTPS)/ Express Report Service (MG).

< hitps:/www.58support.nec.co.jp/global/download/ >
>ESMPRO

o About Starter Pack
Please see the following website to check the latest Starter Pack.

< https://lwww.58support.nec.co.jp/global/download/ >
->Document & Software
>Rack
> (Select your server model)

o About service and driver modules for VIMware ESX/ESX
Please see the following website to check the latest modules.

(1)Agentiess Management Service and iLO Channel Interface Driver

< https:/iwww.58support.nec.co.jp/global/download/>
->VMware

(2) WBEM Providerand CLI tool

< https://lwww.58support.nec.co.jp/global/download/>
> Utity

o Notice about service operation time of this product

The service operation hours of this product may require more hours than usual depending on the combination of the equipped fimware
and driver.




2) Notice about the function of the System ROM

© Note for UEFI Boot Order Control

If the System ROM Version is 2.24, you cannot enable or disable new boot devices or save these settings in the UEFI Boot Order Control
menu (*1). To change the priority of the device to boot from, please adjust the priority in the UEFI Boot Order menu (2).

Additionally, each ime you navigate to the UEFI Boot Order menu or the UEFI Boot Order Control menu, a red circle (©) will appear in front
ofthe "Changes Pending" sfring at the bottom of the screen. Press the F10 key as needed to save the settings.

(1) BIOS/Ptatform Corfiguration (RBSU) > Boot Options > UEF1 Boot Order Control
(2) BIOS/Ptatform Corfiguration (RBSU) > Boot Options > UEF| Boot Order

¢ Precautions when using System default options

To restore the system settings to their default values, use the "Restore Default System Setting” menu.

When using the "Restore Defautt Manufacturing Settings" menu, not only wil the BIOS/Platform Configuration (RBSU) settings be restore
to their default values, but also the installed/mounted PCI cards (amay configuration information for RAID confrollers and iISCS setting
informeation for network cards) will be retumed to their default values.

Therefore, ifthe OS is installed in the array configuration of the RAID controller, itwill be necessary o reinstall the OS after the aray is rebuilt.

Restore Default System Sefings  (Recommended)
Restore Defaultt Manufacturing Settings (only for restoring the default values including PCl cards)

e Caution for the “Submit Fail For Form” Question pop-up

If you encounter the “Submit Fail For Form” Question pop-up while changing the configuration in the System Ultiiities, discard the
changes by pressing Cancel. To apply the desired changes after that, reboot the server and re-enter the System Ultliies. Selecting OK
to continue the changes may cause some server settings such as Serial Number and Product ID to be lost.

€ Question

Submit Fail For Form: BIOS/Platform Configuration (RBSU)

Select Cancel to discard changes for this page. Select OK to go to this page




e Caution for recovering from RSOD (Red Screen Of Death)

If you have changed the server configuration/settings or the system status, a Red Screen of Death (RSOD) screen appears in rare cases
before starting up the OS. This may cause the server to become uncontrollable. However, the server may recover from the RSOD by
tuming off and then on the power again.

To recover from this condition, power off and then on the server again.
If the problem persists, contact your sales representative for maintenance.

o If Secure Boot fails, a red screen (RSOD: Red Screen Of Death) may be displayed

If Attermpt Secure Boot () in RBSU is set to Enabled, and Secure Boot (signature verification) fails during boot, a red screen (RSOD) may
be displayed before the OS starts, and you may no longer be able to operate this product

(*) BIOS/Piatform Configuration (RBSU) > Server Security > Secure Boot Settings > Attermpt Secure Boot

If the RSOD is displayed, power the system OFF/ON, then resolve the cause of the Secure Boot faiure (eg., the boot loader/OS
components are outdated and fail verification under the curment Secure Boot policy), and then boot from the boot device.

As an example workaround, set Attempt Secure Boot to Disabled, update the OS (or the boot loaderfrecovery environment) to the latest
version, then set Attempt Secure Boot back to Enabled and confirm that the OS starts successfuly.

Ifthe issue is not resolved, please contact the First Contact Center.

e How to recover stop POST by the message of "Memory Initialization Start”
If the server stops POST by a message of "Memory Initialization Start”, recover them by setting to the default value by SW6 of the system
maintenance switch.

Referto “Chapter 1-7.4.3 Setthe System Configuration Back to Default Values” of the maintenance guide.

o Note for Customers Using Intel(R) Xeon(R) Silver 4309Y or Gold 5315Y Processors
If the System ROM Version is earlier than 2.00 (03/06/2024) and equipped with either Intel(R) Xeon(R) Siver 4309Y or Gold 5315Y
processor, the fans may operate at high speed.

This issue has been fixed in Systerm ROM Version 2,00 (03/06/2024).

o Notes on Boot Order Policy options

If the version of your System ROM U46 is v1.64 (08/11/2022) or later, set the “Boot Order Policy” option (*) to “Reset After Failed Boot
Attempt’. This setting reboots the system if all boot devices in the “Boot Order” list fail to boot due to, for example, their ime-consuming
inttialization. Rebooting the systerm may lead to a successful OS boot by rerunning the boot process.

The factory default setiing for the “Boot Order Policy” option has been [Reset After Failed Boot Atterpf] instead of [Retry Boot Order
Indefinitely] since December 2022.

* Select BIOS/Piatform Configuration (RBSU) > Boot Options > Boot Order Policy.




o Notes on the Server Configuration Lock (SCL)

(1) Set SCL funcfion fo disabled and operate the system.

(2) Set the password when the SCL function is enabled and keep the password in a safe place. If you lose your SCL password and itis
locked by the SCL function (stopped before booting the OS), you will not be able to unlock it and you will not be able to boot the server
OS again.

You will be charged for recovery / recovery to the bootable state.
If you lose your SCL password, there is noway to dear it

(3) When you will be requesting maintenance, itis necessary to disable the SCL function.
if you cannot be disabled the SCL function, maintenance will be a charged one

(4) Set "Halt on Server Configuration Lock failure detection.” optlonbdmbledandoperateﬂ'\esystem Ifit was enabled, when the SCL
function detects an unrecoverable condition and is locked (stopped before the OS boots), the system ufility will not be able to startand
the server conffiguration lock will never be disabled.

You willbe for ing o the bootable state.
Unrecoverable conditions of SCL function:
-When the server boatis locked by the SCL function due to change in the RBSU setfings.
- When the server boot is locked by the SCL function due to the update of firmware, and the original firmware version cannot be
restored.
-When the server bootis locked by the SCL function due to a failure of the DIMM or PCI option card

(5) When Systern ROM v1.40 (04/28/2021), if the installed PCl option card is removed or fails, the SCL funclion suppresses booting, but
the POST error message is not displayed and integrated management. No logs are recorded in the log (IML) either. When System
ROMv1.52 (09/22/2021), POST emor message is displayed and IML is recorded when suppressing boot.

¢ "IPMI Watchdog Timer Timeout" may be logged in the iLO event log (IEL)

When System ROM is v1.58 (01/1322022) and the IPMI Watchdog Timer option is set fo Disabled (factory seffing),
the following "IPMI Watchdog Timer Timeout' may be logged in the IEL:

iLO IPMI Watchdog Timer Timeout Action: None, TimerUse: 0x44, TimerActions: 0x00.

Event Class: 0x23

Event Code : 0xB3

Recovery procedure:
This problem will be solved by exercising either of the recovery options (A or B) described below.

Recovery option A
1. Power off the server. Then disconnect the plug from the outlet.
2. Wait for 30 seconds. Then plug the server into the outlet again.

Recovery option B
In System Ultiities, change the setling of the IPMI Watchdog Timer option two times as follows:

1. Power onthe server.

2. During the POST, press the F9 key to start System Utilities.

3. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI Watchdog Timer option
to Enabled.

4. Press the F12 key, save the change, and then restart the system.

5. During the POST, press the F9 key to start System Ultliies again.

6. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI Watchdog Timer option
to Disabled.

7. Press the F12 key, save the change, and then restart the system.

o About the System Utilities and One-Time Boot Menu display

(@) Inthe PCle Device Configuration menu of BIOS/Platform Configuration (RBSU) (*) and in One-Time Boot Menu, the name of a RAID
controller may not be comectly displayed on the following conditions:

- For N8103-189, N8103-190, N8103-191, N8103-192, N8103-193, N8103-194, N8103-195, N8103-196, N8103-197, N8103-
201,N8103-237,0rN8103-238
The above problem occurs if both of the following condiions are met
1. The version of the RAID controller firmware is v4.11 or higher, or v3.01.04.072 or higher.
2. The version of System ROM s lower than v1.64 (08/11/2022)

However, the problem does not affect a boot from the HDD/SSD managed by the RAID controller.

* Select BIOS/Piatiorm Configuration (RBSU) > PCle Device Configuration.




o Notes on TPM Visibility Help
"Platform Certificate Support” must be set to [Disabled] in order to change the "TPM Visibiity” setting.
Although "Platform Certificate Support is not set to Enabled" is displayed in the help display (red) of "TPM Visibility" in the system utility, the
comect message is "Platform Certificate Support is not set to Disabled”.
RBSU > Server Security > Trusted Platform Module Options > Advanced Trusted Platform Module Options > TPM Visibiity
RBSU > Server Security > Advanced Security Options > Platform Certificate Support




3) Notice about the function of the iLO5

e Caution about ResetiLO

Do NOT Reset iLO during the period from server boot start to the completion of OS boot. This period indudes the execution of POST
(Power On Seff Test)
Do NOT ResetiLO whie users are using the System Ultilities.

Under such circumstances, restarting the iLO may cause unexpected result.
For example, whie changing options of the System Ultiiies, Reset iLO may lead to loss of server settings such as Serial number and
Product ID. If the iLO is reset during POST execution, the screen display of UUID and UUID logic in iLO Web Interface : [Informetion] >
[Ovenview], may be comupted. Please tum off and tum on the power this product
iLO Resets which s subject to this caution
- ResetiLO via network such as iLO Web Interface
- ResetiLO via UID switch

* Refer to Caution for operating “BMC Configuration Utility” in the System Utities below, for the cases where iLO is reset after changing
the settings in “BMC Configuration Utility” in the Systermn Utities.

e Caution about iLO Downgrade Policy

In case that iLO License for Remote Management s installed, Do NOT set “Pemmanently disallow downgrades” in [ Security] > [Access
Settings] > [Update Service] > [Downgrade Policy] setting.

If the setting “Pemmanently disallow downgrades” is set, downgrade of any firmware cannot be done afterward. The setting of this
“Permanentily disallow downgrades” is permanent and imeversible, and users cannot change this setting from any iLO interfaces or any
utiities.

This setling cannot be removed by setting “Set to factory defaults” and the setting “Permanently disallow downgrades” is kept unchanged.

e Caution about iLO security function
@ isalways displayed in [Information] > [Security Dashboard] and inilLO Web Interface screen.
Depending on the setting of RBSU or iLO, the status of security may be displayed in red showing security is at Risk. Please set security
settings appropriately in order to follow customer’s security policy.
Forthe recommended settings, please review the iILO5 User's Guide.

For the setlings of “Require Host Authentication”, please refer to the other descriptions of Caution for the case where the setting
“Require Host Authentication” is enabled fromiLO Web Interface

The iLO security icon on the right upper portion of iLO Web Interface may be transparent even if “Overall Security Status” of [Security
Dashboard]is “Risk’".
"Overal Security Status” of [Security Dashboard] indicates the cument security status.

o Caution for the case where the setting ‘“Require Host Authentication” is enabled from iLO Web Interface (*).

(*) Set“Require Host Authentication” Enabled in “Security > Access setting > ILO”

When the setling described above is executed, the following symptoms are expected
- Many messages “Remote Insight/integrated Lights-Out Unauthorized Login Attempts” are displayed in alert viewer.

- Emor ocours, when Starter Pack (Standard Program package) is applied.

The following services and functions are not supported
- Report services for hardware faults in Express Report Service

- RAID Report Service
- Funciion to display Devioe information and configuration colected by i_O

- Function o oollect eventlogs oolected by iLO




o About iLO time setting

Itis recommended that SNTP is set enabled atiLO Web Interface.
Forthe details of iLO SNTP setfing, please refer toiLO5 User's Guide.

o About the corrupted screen display of UUID in iLO Web Interface

ifthe iLO is reset during POST execution, the display of UUID and UUID logic in iLO Web Interface : [Information] > [Overview] page

may be comupted.
When any corrupted texts are displayed, please tum off and on the system.

o Display of Network information on iLO Web Interface

The network bridge i configured, the information diisplayed (for each adapter) in [Physical Network Adapiers] in [Network] of Information]
oniLO Web Interface may differ from the actual status on OS.
Forthe detail of the bridge information, pleasse check the Property of each network adapter on OS.

o About Storage Information of iLO Web Interface
If you are using the iLO5 Firmware Version 3.00 or later
iLO5 may not refrieve Storage Information after server reboot.

Inthis case in the ILO Web Interface, under "System Information,” dicking on the "Storage” tab displays the following:
"Failed to refrieve complete  storage device information. Refresh the page in a few minutes. "

If above the message is displayed on "storage” page in iLO Web Interface, please run the iLO reset.

o What to do when a RESTful APl ERROR occurs

Inthe case that the RESTful API Emror may occur during POST execution, the error will be recorded in the Integrated Management Log
(IML), however, it can be fix by perform aniLO reset.
If the problem persists, please contact the First Contact Center.

o What to do when EXPRESSBUILDER or Smart Storage Administrator (SSA) cannot be started?
If you are using the iLO5 firmware lower than 2.60:

You may fall to start EXPRESSBUILDER on rare occasions, for example, by pressing the F10 key on the POST screen or by selecting
System Utilities > Embedded Applications.

You may also fail to start Smart Storage Administrator (SSA) on rare occasions by selecting System Utilities > System Configuration
> RAID Controller > Launch Smart Storage Administrator (SSA).

In the above cases, reinstall the EXPRESSBUILDER.

The latest version of EXPRESSBUILDER for this product is available on the following website:
https:/Avwwsupportnec.co.jp/

(Search for"E8.10-" from "Search in NEC Support Portal")

Checking the content on the website, update EXPRESSBUILDER to version E8.10009.01 or higher.

*The above measure does not affect the operation of the online version of SSA.

o What to do if you receive a corrupted alert about physical drive status changes

When you received the comupted SNIMP alert about physical drive status changed,confirm the location information of the same event at
“Information” - “Integrated Managementlog’” of iLO Web Interface.

eg.
Abnomeal, physical drive status change detection,LO SNMP Trap,mgr WIN-UBHIHPNIH1Qunu+hel83,192.168.0.57,,2021/10/01
1522:57,iLO,0xc0000beb,"A physical drive status change has been detected. Curent status is 3.

(Location: ot 12 Controller: Slot 12)'","ifthe physical drive status is failed(3), ‘predictiveFailure(4),




o About status of Agentless Management Service(AMS) on iLO Web Interface.

When you received the comupted SNIMP alert about physical drive status changed,confirm the location information of the same event at
“Information” - “Integrated Managementlog’ of iiLO Web Interface.

When status of Agentiess Management Service(AMS) is “Unknown” or “Not available”(*) on iLO Web Interface,

please resetiLO.

After about 10 minutes, please restart Agentiess Management Service(AMS) by following procedures.

*Verifying AMS status
Please confim the status fromiLO Web Interface : [Systermn Information] > [Summary] > [Subsystems and Devices] >
"Agentiess Management Service".
If the status of Agentiess Management Service(AMS) is “Unknown” or “Not available”, iILO can't collect some part of
information of storage, network and iLO can't display those information correcty.

< Restaring AMS >
Procedure

+ Windows
Navigate to the Windows Services page and restart AMS.

- Red Hat Enterprise Linux 7x and 8x
Enter the following command:

# systemctl restart smad
# systemctl restartamsd

- ESX/ESX7.08090
Enter the following command:

# letc/initd/amsd restart

o About Java IRC session timeout message.

Whie Integrated Remote Console (Java IRC) is launching, the pop-up messages indicate the IRC session expired appear after that
session has expired. At the same time, imelevant popup appears too together.

\When the following message in bottom layer of Java IRC window, ignore description in displayed pop-up message.

-“Sessions Closed due to Timeout or Unauthorized Access.”

¢ Possible high-speed fan rotation and abnormal sound
if you are using the iLOS firmware 2.90 or later

Restarting the server can on rare occasions rotate the fan at high speed and emit an abnormal sound.

If this state continues for more than seven minutes, restart the server again.

o SNMP Alert
if you are using the iLOS firmware 3.00 or later

For NEC ESMPRO Manager, the Alert Viewer notifies you of a change in a physical-drive status when itis detected.
Depending on the status, the location information is displayed in either of the following two pattems:

1. (Location: Slot=(A)Port=(B):Box=(C)Bay=(D) Controller: <NULL>)
2. (Location: Port=(B):Box=(C):Bay=(D) Controller: Slot (A))

A: Controller location (slot number)

B: The port number of the physical drive

C: box number of the physical drive

D: The bay number of the physical drive




o Caution about Using Cipher Suite for Intelligent Platform Management Interface (IPMI)
iLO5 does not support IPMI Cipher suite 17. If you run the "ipmitod!” utiity version 1.8.18 with
the interface spedified as "lanplus" and cipher suite as "17" for an iLO5, the following emor will be displayed.

Enror in open session response message: no matching cipher suite
Emor: Unable to establish IPMI v2 / RMCP+ session.




4) Notice about the OS

o Notice of Windows Server

If you have a processor with more than 32 cores (physical cores), the Performance tab of the System Information (Msinfo32.exe) tool and
Task Manager in Windows Server 2016 and Windows Server 2019 will not display the comect number of processor sockets, cores, L1
and L2 cache sizes. Cache and L2 Cache sizes are not displayed cormrectly.

For more information, please refer to the following links

Windows Server 2016 Support Information
<htips:/Amww.supportnec.cojpMiew.aspx?id=3140105448>

Windows Server 2019 Support Information
<htips:/Amww.supportnec.cojpMView.aspx?id=3140106598>

Use the iLO Web Interface or System Ultiliies to verify the comect CPU information.

o Note on using NEC ESMPRO Manager (Windows) and Express Report Service (MG)

Depending on the combination of iLO5 Fimware Version of this product with NEC ESMPRO Manager (Windows) and Express Report
Service (MG) (Windows), it may be necessary to update NEC ESMPRO Manager (Windows) and iLO Receiving Information (ilo_
en.mtb). Please refer to the end of this chapter to confirm/update to the latest version, if needed.

#Phenomena regarding NEC ESMPRO Manager (Windows)

iLO5Firmware | NEC ESMPRO Phenomena
Version Manager (Windows)
Version
2.100rhigher Lowerthan6.25 - Configuration Tab - Server Status screen

"SNIMP Alert setting” will show ermor message "Failed to get SNMP Alert seting”.
Remote Control Tab - iLO Informaton - Show IML or Save IML

NEC ESMPRO Manager will fail to get IML information and Show IML or Save IML
feature wil notwork.

* AlertViewer
New Alerts of hardware faiure added with firmware update will be displayed as
"Unknown" alert on AleriViewer.

Lowerthan 647 - AlertViewer

New Alerts of hardware failure added with firmware update will be displayed as

"Unknown" alert on AlerfViewer, or they will not be displayed on AleriViewer.

#Updating NEC ESMPRO Manager Ver 6 (Windows)
(1) Download the latest version of NEC ESMPRO Manager from the following website.
https/Avww.58support nec.co.jp/globalidownload/index.html
-ESMPROtab
-NEC ESMPRO Manager

(2) Update NEC ESMPRO Manager. For details, refer to Chapter 2 Instaliaion in "NEC ESMPRO Manager Veer. 6 Installation Guide
(Windows) [PDFT".

#Phenomena regarding iLO Receiving Information (jlo_en.mtb)
* Intend for users of NEC Express Report Service (MG
iLO5 Fimmware | iLO Receiving Information Phenomena

Version Version
2.100r higher lo_enmtb It is impossible to detect a failure of the hardware added along with the
Lowerthan14.0 update of hardware and to issue an alert of this failure.
* If iLO Receiving Information has been updated and NEC ESMPRO
iml_en.mtb Manager has not been updated, it is impossible to detect the failure of the
Lowerthan 150 added hardware and issue the alert of the failure, as with the above.

* There are 2 kinds of iLO
Receiving Information.




#Updating iLO Receiving Information

(1) Download the latest version of iLO Receiving Information (lo_en.mith, iml_en.mtb) from the following website.
https:/Awww.58support nec.co.jp/globalldownload/indexhiml
-ESMPROtab
- Express Report Service (MG) (Windows) Receiving Information
-iLOzZp

(2) Delete cumrent Receiving Information from Express Report Service (MG) (Windows).
For defails refer to “3.1.5 Setting for Receiving Information” or “3.2.4 Setting for Receiving Information” in "Express Report Service
(MG) Installation Guide (Windows)'".

(3) Set the latest version of Receiving Information downloaded in step (1) to Express Report Service (MG)

* Download "Express Report Service (MG) Installation Guide (Windows)' from the following website.
https/Amww.58support nec.co.jp/globalidownload/indexhtml
-ESMPRO tab

- Express Report Service (MG) (Windows)

# The steps of confimation foriLO FW version
- Server Health Summary
Push the UID button on the server and check the version of the iLO Firmware on the console connected to the server.
(Forthe detail, refer to Server Health Summary iniLOS user guide.)

-Remote
Check the version of the iLO Firmware on "Firmware & OS Software - Installed Firmware" by iLO Web Interface.

# The steps of confimming version for NEC ESMPRO Manager (Windows)
(1) Login NEC ESMPRO Manager.

(2) Click the "About NEC ESMPRO Manager link at the top right of the screen.
(3) Confirm the version information of NEC ESMPRO Manager.
# The steps of confimming version for iLO Receiving Information (lo_en.mtb, iml_en.mitb)
Confirm the version of iLO SNMP Trap” in "Setting for receiving information” screen.

Regarding "Setling for receiving information” screen, refer to 3.1.5 Setting for Receiving Information or 324 Setting for Receiving
Information in "Express Report Service (MG) Installation Guide (Windows)'".

o Note on using VMware ESXVESX

1. In“BIOS/Platform Conffiguration (RBSUY’, avoid setiing the “PCle Hot-Plug Error Controf” option (*) to “eDPC Finmware Control’,
otherwise a PSoD (Purple Screen Of Death) may occur.

* Select BIOS/Platform Configuration (RBSU) > PCle Device Configuration > Advanced PCle Configuration > PCle Hot-Plug
Emor Control.

2. This caution is about the screen display of VIMware vSphere : Monitor > Hardware > Systerm Sensor > Sensorwhen the ESXiis
booted.

(1) In case of nonedundant FAN Configuration, there are cases where the screen display of following sensor Health (vCenter : Status)
shows “Waming (Yellow)’ after ESXi completes boot, This “/Waming (Yelow)” does not indicate hardware malfunction and there is
no impact to the system operation.

- Cooling Unit 1 Fans

(2) There are some cases where the screen display of following sensor Health (vCenter : Status) shows “ ?” after ESXi completes
boot, this does not indicate hardware malfunction and there is no impact to the systerm operation.

- System Chassis 1 UID




eEvents recorded in Windows Server environments with N§104-208

Using N8104-208 with Windows Server may cause the system event log to record events as described below.
However, ignore the messages since the events do not cause any problem for the system operation.

EventID: 89

Source; icea

Level: Emor

Intel(R) Ethemet Network Adapter E810-XXV-2 xxx

PROBLEM: An unknown error occurred when loading the DDP package. Entering Safe Mode.
ACTION: Restart the Adapter. If the problem persists, install the latest driver from
"hitp/Avwwintel.com/supportigo/etwork/adapterhome him".

*"X" depends on the system environment.

EventID: 91

Source; icea

Level: Emor

Intel(R) Ethemet Network Adapter E810-XXV-2 xxx

PROBLEM: The DDP package signature is not valid and cannot be loaded. Entering Safe Mode.
ACTION: Install the latest driver from "hiip:/Avwwwintel.comvsupportigohetwork/adapterhome htm'.
*"X" depends on the system environment.

EventID: 1284

Source: icea

Level: Emor

Intel(R) Ethemet Network Adapter E810-XXV-2 xxx

PROBLEM: DDP package failed.

Possible Solution: Update to latest base driver and DDP package.
*"X" depends on the system environment.

This issue has been fixed in fimware version 3.20 or later of the N8104-208.
Please apply Starter Pack ersion S8.10-010.5 or later.

o Notes for using TPM in VMware ESXVESX

If your system has TPM kit (N8115-35) and is running VIMiware ESXi with Systern ROM Version 2.00 (02/02/2019) or later, TPM mode
should be setto "TPM 2.0" (*1).
PSOD (Purple Screen Of Death) occasionally occurs when TPM Mode is setto “TPM 1.2”.

(*1) The factory default setiing is “TPM 2.0".
Check TPM Mode and change setting from the following menu.

Menu Location : Systemn Utities > System Configuration > RBSU > Server Security > Trusted Platform Module Options
Indicating : Cument TPM Type
Settings : TPM Mode Switch Operation

o Change of RAID monitoring and reporting method

if Viviware ESXVESX uses N8103-189/190/191/192/193/194/195/196/201/237/238 RAID controller and N8103-239 SSD Adapter for
OS Boot, the RAID monitoring report will be changed to snmp trap reporting.
For details, please check the following website.
NEC Support Portal
hitpAvww.58support nec.co.jpiglobalidownload/N8103-239MVBEM _uninstall_en.pdf

e Cautions on using Linux OS

Use the device name of LOM or optional NIC which the OS automatically recognizes. VWhen adding a unique udev rule, do not change
orfix the NIC device name based on the PCl address.
In addition, do not use the storage device name under /dev/diskiby-pathy that indudes the PCl address.

If operation using a device name based on the PCl address is required, do not addremove the card toffrom the PCl slot, or change the
CPU configuration. If the PCI bus address information changes and the name of the PCl-connected device is affected, you may notbe
able to access the network or storage, and the system may not boot normally.




o Cautions on using Red Hat Enterprise Linux 84 or later
Select"OS Boot Manager" when booting OS from "One-Time Boot Menu'.
Selecting an OS boot device such as HDD/SSD on the "One-Time Boot Menu'" may cause RSOD (Red Screen Of Dezth).
One-Time Boot Menu

[Red Hat Enterprise Linux |
Generic USB Boot
Embedded LOM 1 Port 1 : BCM 5720 1GDE 2p BASE-TLOM Adptr - NIC (HTTP(S) IPv4

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv6)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv6
)

Embedded SATA Port 1 : ST1000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

One-Time Boot Screen




5) Notice of the function in general

e Caution for operating BMC Configuration Utility in the System Utilities

Ifyou execute POST or change the BMC configuration while rebooting the iLO, some server settings such as Serial Numberand Product
ID may be lost

In addition, there is a possibiity that it does not operate normally in the restart process immediately after.

Toavoid this trouble in rebooting the iLO, follow these steps:

(1) Inthe System Utiliies, changing the settings of BMC Configuration Utiity may display the following pop-up before rebooting the iLO:

Warning

EMC configuration has changed and BMC needs to be reset The configuration utiity will not be avaidable untl
next system reboot

Enter to Continue / Esc to Cancel

(2) Press OK o proceed.

(3) TheiLO will start to reboot and then the following pop-up appears:

Warning

The management processor is resetting' Please wat a minute for the reset to complete, then hit Esc to exit the

configuration utiity and reboot the server

(4) Leave this pop-up at least for one minute.
(5) Confirm if the iLO reboot is completed.
TheiLOis restarting : the Status LED flashes in green (once per second)
TheiLO is operating nomally through the restart completion : the Status LED lights in green.
(6) If the confimmation succeeds, press OK to proceed.
(7) Press the ESC key several imes to retum fo the top screen of the System Ultiities.

(8) From the top screen, select Reboot the System to reboot the server.

o Note on using UPS
When connecling UPS to a serial port, set the items to “Disabled” in the following settings as below:
(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options > BIOS Serial
Console and EMS > BIOS Serial Console Port — [Disabled]

(2) System Contfiguration > BMC Configuration Utility > Setting Options > Serial CLI Status — [Disabled]




ePrecautions when installing the riser card
When installing the 1st, 2nd, or 3rd riser card in the server, be sure to align the riser card terminals with the slots on the motherboard and
press the "Press Here" label on the top of the riser cage to insert the card securely in order to avoid connector mismatch.

If the connector mismatch occurs, the Status LED on the front of the unit will blink red.
If the Status LED is blinking red, tum off the server, unplug the AC cable, and press the "Press Here" label on the top of the riser cage.

3rd Riser Card
Press HerelLabel

1st/2nd Riser Card

Press Herelabel

eChanging the cooling setting
This topic pertains to the following Options:

N8150-551 300GB 15K Hot Plug 2.54nch SAS HDD

N8150-552 600GB 15K Hot Plug 2.54nch SAS HDD

N8150-553 900GB 15K Hot Plug 2.54nch SAS HDD

N8150-602 900GB 15K Hot Plug 2.54nch SAS HDD

N8154-151 2x25-inch Hot Plug Drive Cage KitSASISATA, Rezr)
N8154-152 2x25-inch Hot Plug Drive Cage KiSAS/SATA, Rezr)
N8154-153 2x25-inch Hot Plug Drive Cage KitSAS/SATA)

if your HDD is any of the above, butits cument codling fan setting is Increased Cooling or Maximum Cooling, leave itas itis (.., no

need to change the setting). With neither of the two specified, for the HDD's stable operation, please change the setfing to Increased
Cooling as folows:

#Procedure for changing the seting
(1) Power on the server. During the POST, press the FO key to start System Utilities.
(2) Select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal Options >
Thermal Configuration.
(3) Change the setling to Increased Cooling.
(@) Press the F12 key, save the change, and then restart the system.

Note:

Changing the cooling fan setting may increase the cooling fan speed, which depends on the operating environment for and the load
onthe system.




o N8104-208 Dual Port 10/25GBASE SFP+LOM Card, notes on using

Ifthe “Wake On LAN" feature is not required on the N8104-208 Dual Port 10/25GBASE SFP+ LOM Card, follow the below procedure to
disable the feature.

(1) Startthe system.
(2) Press the F9 key when the POST screenis display it to access "System Utiity”.
(3) From the "System Configuration”, select the LAN controller which the Wake On LAN setfing is going fo be configured.
For the R120-1M server, the name of the NIC devices are as follows.
* OCP Slot 10 Port 1 : Intel(R) Ethemet Network Adapter E810-XXV-2 for OCP 3.0 - 0000omoaocxK
+ OCP Slot 10 Port 2 : Intel(R) Ethemet Network Adapter E810-XXV-2 for OCP 3.0 - XXX
(@) Select "NIC Configuration”, set the "Wake On LAN" to "Disabled".
(5) Press "F12: Save and Exit", and then select "OK" or "Yes - Save Changes”.
When the "Reboot” button is display it, press enter key to restart the system.

Whenthe systemis powered on by “Aake On LAN' feature of the N8104-208 Dual Port 10/25GBASE SFP+ LOM Card, Magic packets

should be received while the system s power off.
If the system receives a magic packet while the system is power on, the system will automatically power on after next power off.

o Notes of using SAS controller (N8103-184)

When using N8103-184, “Status” of iLO Web Interface [System Information] > [Storage] > [Storage Controller] might be displayed as
“Unknown’, but it does not affect server operation and SAS Controller operation.

o Note on using N8103-239 480GB SSD Adapter for OS Boot (RAID 1)
If you use N8103-239 480GB SSD Adapter for OS Boot (RAID 1), please change following setting as below.

(1) Power on the server. During the POST, press the F9 key to start Systermn Utiliies.
(2) Please set the following settings to "Increased Cooling'™.

System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal Options >
Thermal Configuration

(3) Press the F10 key to save the configuration.

(4) Restartthe server.




A) The additional options by firmware update

m About changing the BIOS/Platform Configuration (RBSU) menu
Some options are added or changed by firmware update of this product

The additional options are listed below.
(1) BootOptions * =2 —
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Boot Options from the System Utiliies, the Boot Options
menu appears.
For details about the addiional options, see the table below.
Option Parameter Description
Fitter Non-bootable [Auto] When “Enabled”, the system will not create boot options for fixed drives that are not
Drives*1 Enabled bootable. VWWhen “Auto”, the number of boot options becomes excessive, the
Disabled system will not create boot options for fixed drives that are not bootable to avoid
unintended side effects.

[ I Defauttsetting
*1: an option usable with System ROM Version 200 or later.

(2) Power and Performance Options Menu
In System Utilities, selecting System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options displays
the Power and Performance Options menu.

Ilts additional options are described in the following table:

Option Parameter Descripion
Energy Performance | [Disabled] Use this option to enable/disable Energy Performance Preference.
Preference *1 Enabled
Uncore Frequency [Auto] This option controls the frequency scaling of the processor's
Scaling Mexdmum intemal busses (the uncore.) Setting this option to “Auto”

mr?z) enables the processor to dynamically change frequencies

based on workload. Forcing to the maximum or minimum
frequency enables tuning for latency or power consumption.
Select “custom” to change the maximum and minimum
frequency by the user input (the minimum can't be more than
the maximum).

Uncore Frequency [Enabled] This option controls the Running Average Power Limit

RAPL™4 Disabled (RAPL) balancer is enabled or not. Setting this option to
Enabled, it activates the uncore power budgeting.

Maximum Unoore 0127 [24] User input uncore frequency maximum(MHz).

Frequency *3 This option is displayed only when Uncore Frequency Scaling is setto
Custom.

Minimum Uncore 0127[8] User input uncore frequency minimum(MHz).

Frequency *3 This option is displayed only when Uncore Frequency Scaling is setto
Custom.

Disable Dynamic Disable DLL Switch Enabling/Disabling the switch could affect the power and performance by

Loadline Switch *3 [Not Disable DLL Switch] conaiiion.
DLL (Dynamic Loadine) will switch EPB(Energy/Performance Bias) mode
depending on the P-state behavior.

CPUC1AuD Enabled Allows CPU to automatically demote to C1. Takes effect after reboot.

Demotion *4 [Disabled]

CPUC1AuD Enabled Allows CPU to automatically undemote from C1. Takes effect after reboot.

Undemotion *4 [Disabled]

[ I Defaultsetting

*1: an option usable with System ROM Version 1.72 or later.

*2: aparameter usable with System ROM Version 1.80 or later.

*3: an option usable with System ROM Version 1.80 or later.
*4: an option usable with System ROM Version 254 or later.




(3) Advanced Performance Tuning Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced
Performance Tuning Options from the System Utiities, the Advanced Performance Tuning Options menu appears.
For details about the addiional options, see the table below.

Option Parameter Description
Enhanced Processor Conservative Use this option to select the profile of Enhanced Processor Performance.
Performance Profile *1 [Moderate]
Aggressive
Snoop Response HOldOff | [OF15 Allows the ability to tune the snoop response time of the /O subsystem in the rare case
"1 that a workload's performance is hindered by the recommended default setting.
Increasing the value of this setting exponentially increases the amount of ime that snoop
request can be held off.

[ I Defauttseting
*1: an option usable with System ROM Version 1.52 or later.

(4) Server Security Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Server Security from the
System Utiiies, the Server Security menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Microsoft(R) Secured-core [Disabled] Use this option to configure the server for Microsoft(R) Secured-core Support. When
Support *1 Enabled set to "Enabled", the following setings will be enabled and "Enabled Cores per

Processor" option will be grayed outand cannot be set
- Boot Mode: UEFI Mode
- UEFI Optimized Boot Enabled
- TPM Mode Switch Operation: TPM 2.0
- TPM Visbility: Visble
- Intel(R) TXT Support Enabled
- Intel(R) VT-d: Enabled

[ I Defauttsetting
*1: an option usable with System ROM Version 1.52 or later.

(@) Advanced Trusted Platform Module Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server security > Trusted Platform Module Options >
Advanced Trusted Platform Module Options from the System Ultiiies, the Advanced Trusted Platform Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Omit Boot Device Event*1 [Disabled] Use this option fo record Omit Boot Device Event. If enabled, PCR Boot Atternpt
Enabled Measurements wil be disabled and measurement in PCR[4] will not be recorded.

[ I Defauttsetting
*1: an option usable with Systerm ROM Version 1.52 or later.

(5) Advanced Security Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server Security > Advanced Security Options from the
System Utiities, the Advanced Security Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
UEFI Variable Access [Disabled] Use this option to allow the system BIOS to completely control certain UEF| variables
Fimmware Control *1 Enabled from being written fo by other software such as an OS. When Disabled is selected, all

UEFI variables are writable. WWhen Enabled is selected, all changes made by software
other than the system BIOS to critical UEFI variables wil be blocked. For instance, new
boot options the OS attempt to add to the top of BootOrder will actually be placed atthe
bottom of the Boot Order. Note: When UEFI Variable Access Fimmware Controlis
Enabled, some OS functionality may not work as expected. Ermors may occur while
instaling a new OS.

[ I Defauttsetting
*1: an option usable with Systerm ROM Version 1.52 or later.



(6) Advanced PCle Configuration Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration > Advanced PCle
Configuration from the System Ultliies, the Advanced PCle Configuration menu appears.

For details about the addiional options, see the table below.

Option Parameter Description
PCle Hot-Plug Emor [Hot-Plug Surprise] For this option, do not change the setting from the factory shipped setting unless
Control ™1 eDPC Firmware Control otherwise specified.
eDPC OS Control Use this option to select PCle (NVMe) Hot-Plug support for the platform. When Hot-

Plug Surprise is selected, the platform will attempt to protect the platform from
experiencing an error on a surprise removal event. This option should be selected
for older OS that do not support Enhanced Downstream Port Containment
(eDPC). When eDPC Fimmware Confralis selected, the platform fimmware and OS
wil propery negotiate and log all hot-plug events. This option is cumently not
supported by all OS. When eDPC OS Confrol is selected hot-plug events are
handied by the OS with no involvement by the platform. All logging of events in this
mode will be imited to the OS only. It is important that this option be set property
based on the OS to ensure hotplug events and sumprise removal events are
handled properly by the platform. Please consult OS documentation for additional
details.

[ I Defauttseting
*1: an option usable with System ROM Version 1.52 or later.

m For Inquiries Regarding this Matter
If you have any questions on the contents of this document, please contact the dealer where you purchased the product or our sales representative.

NEC
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