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1. IFLC&IC

AZE (X, NEC Expressb800 H LT NX7700x ¥ U —=X(2H T2 KEEIZEEFMPIZAT(NIST: National
Institute of Standards and Technology) %17 L 7= NIST Special Publication 800-193 Platform Firmware
Resiliency Guidelines] ({#&. NIST SP 800-193) IC#HLL 7= EBICT 2 AEICOWTCRE L T,

R
® NEC Express5800 # & OF NX7700x 1) — X% NIST SP 800-193 I(CHEHL L 7= EAB % 7= 121k, NEC
iLO oA A VEEHEWMADETY, 2 BEUEROFIBIECHICLY NEC ILO ® 1 —HIFEWD THER

eBBENLET,

¥ AZIZEHINTWAAHEL, BRA. Y—ERZOLMIL, REOREEE - I3 EFEETT,
¥ AZICBHINTWIAREF., ZESNDIAEELDH Y 2T, FMIE [BEHRERE] T2BLS W,
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2. ERElE

NEC Express5800 3 & U8 NX7700x > U — X% NIST SP 800 -193 |[C#HL L /- ER%Z T 570 (21F. UTF
@ Starter Pack /=2 3 Y LEOBEAMNKHETY, TR0 EE ISR L, #EX Starter Pack /3 —
TarvlEAT v T FEEBEL TSN,

2.1. NIST SP800-193 xjsk#iiE
NEC Express5800 ¥ £ U8 NX7700x > —XTld, LUTFO#FEICEH LT NIST SP800-193 (CHEHL L 7= A
AARBETT, BHELDEED ILOHRIETI—F—XHA FHr o ZHERTEET,

2.1.1. iLO7 =&k

TARTOY—RZHE T, NIST SP800-193 [ZEM L /- BB A RIBET T,

*25 F 7 AIRTE, Expressb800 mAJAMEY —/NE LU NXTT00x ¥V — X TIEIREEILH Y T A,
721 LS3HBY ) —RENZEEICEVWTEYR—-FFETT,

2.1.2. iLOG6 ¥
TATOH =BT, NIST SP800-193 IZH#EHLL 7R A ATEE T,

2.1.3. iLO5 &%
LUF OHETE (1235 L T D & NIST SP800-193 I 4L L 7 BAA ATRE TS

+ R120i-1M
- R120i-2M

7272 L iLOb ##Ei# (L. NIST SP800-193 (C#E# 4 2 BARBEDIBRAENMMBOME L RL57-6. AFIE
EREAEHRY £T, BEAEOFHMIIOVWTIE, NECT77—R b &7 b & —
(https://www.express.nec.co.jp/howto/question/contact.html) F THERBWEDLE &L,
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2.2. WEETRE & W Ex Starter Pack /X— 3 >~

2.2.1. Express5800100 1) —X

MR ILO HEL Starter Pack /x\—<a v
iLO7 & &t I T D Starter Pack THHR— FFH
iLO6 &1k S8.10-013.03 LiB&

2.2.2. Express5800 100 SrIFEY —/~

FFER iLO B WHETL Starter Pack /x— 3 v
iLO7 &&1 25F 7 RIRAE WREEITHY) FHA
iLO6 &1k S8.30-001.01 LiB&

2.2.3. NX7700 Y —X

&R iLO B WHET Starter Pack /x— 3 v
iLO7 f&&H 25F 7 AIRAE WREEITHY) FHA
iLO6 &1 S8.80-006.03 Lif&

23. N—=2a VSR - BRAE
HNEBEOMBEIZEBINTLS Starter Pack O/NXN—2 3V ORER - BEARIIUT A2 ZTSBEI L,

® [Expressb800100 U —X
https://www.support.nec.co.jp/View.aspx?id=3140107223

® [Expressb800 mr[AMH —
https://www.support.nec.co.jp/View.aspx?id=3170102922

® NX7700x >V —X
https://jpn.nec.com/nx7700x/support/manual/a701x.html
- [0S & Starter Pack 3tk ] #SBZa 0
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3. YVZ2b9xzT7DT7y7TF—F
NEC Express5800 3 & U8 NX7700x & U —X% NIST SP 800 -193 (C#M L /=A% 57=H121F, UTF
DYTEIZTHAVRAP=ILENTWBREE BHEONRN— 3V U EAT Y TT— T 30EAHY £,

(Ifr% Jas
AEBOWSIE, WRY—NITA VR F—LENT-0SAUTOBEDAEREL T, ULTD 0SS THWES
3. XFEZRXRF9v 7L TAEICTEATLES Y,

® Microsoft Windows

® Red Hat Enterprise Linux

TYvITT— " HPRERYZ T8

® ESMPRO/ServerAgentService
® RAID Report Service (RRS)
® RESTful Interface Tool
o HEEFRNELI—TAUT4
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3.1. ESMPRO/ServerAgentService

3.1.1. N—2a R
WRY—=/NIA VR P—=LEN/0SITIGL T, "=V a vEREREL TLLEV, HFEDNN—2 3 B
tThoBEE. Ty T T RETT,

3.1.1.1. Microsoft Windows &5
UTDHET, N—Y 3 VIEBROMWRHNAETT, HRE%. N—Y a3y, 267ULEDBE. 7y 75— F
EEIIRETT, 1 VA F—ILEaNTVWAWERIZ, N—I 3257 UEEA VA =L L TLEE U,

EEEERZIF D2 —F (Administrators) T X F ALICATA Y LET,
AR—=FAZa— FTREREZ—FEARIOTRTOT YU LV
[ESMPRO ServerAgentService] - [/N\— 3 VIEHR] 2R L £,

@
)

fB) "= 32 25T HAA VYA b—LEaNTVEES
KR4 ESMPRO/ServerAgentService
MWEN—=T 3> 25
ALYy hN=232 02567

3.1.1.2. Red Hat Enterprise Linux &

UTFOHET, N—=2 a v BEROERNAETT, BRE. N—TarP237-0UL0BE Ty 77—
MEEIIARETT, 1 VA b—LINTULAEWEEIE, N—Y a3y 2370 UMbz X b=l TL/Zx
Lo

@ roota—H¥TOsSA v LET,
@ FTmavrREEFLET,
# rpm -qa | grep Esmpro-Provider

@) N=23> 237004 A b—ILEaNTWVWDEHE
Esmpro-Provider-2.3.7-0

3.1.2. £9vA—F%
TR URLEYWHRY 7 b7 270X 70— FHRIEETT, BEVOEEICISCTCTERLY EF7>O0—F
#EBLTLIZE W,

3.1.2.1. Express5800 / NX7700x U —X
® Microsoft Windows ARk / Red Hat Enterprise Linux kR
https://www.support.nec.co.jp/View.aspx?id=9010111347

© NEC Corporation 2025 8 \Orchestrating a brighter world NE‘


https://www.support.nec.co.jp/View.aspx?id=9010111347

3.2. RAID Report Service (RRS)

3.2.1. miiRsE
Y — I AEFERT 35E1F. ESMPRO/ServerAgentService DA Y X b —ILHAREBETY, EHMIZ3.1E%
THERL &L,

322 "= avERAE
WRY—=NIZA VR =L ENT 0S IZIEL T, N=YavEREEBL LI, HEDODNRN—=Y 3V
UEtThdrisald. 7y 77— MRETT,

3.2.2.1. Microsoft Windows &5
LUTFDOAET, XN=2 3 VIEBROERHIAETT, N—YavOBEREEREL. UTOHEICIE. Ty
7 — MEERTETT,

- Express5800 & — X : 4.00 Rev 4188 LI EDig&
- Nx7700x 1) — X : 4.00 Rev 4188 M tniga

O BEEEWERAZE D> —H (Administrators) TV X T LICAZA YL, UTO 77 AL EBEET,
C:¥Program Files¥RAID Report Service¥server¥version.txt (*1)
(*1): 41 YA b= BFAEEBE L TWBIFAIE. [1 X b= 7 LK ]¥server¥versiontxt 2 ZTSBEE W,

(1) "= 3> 40Rev4188 A A YR F—ILENTWBHE
Name: RAID Report Service Ver 4.00
Revision: 4188

3.2.2.2. Red Hat Enterprise Linux &5
LUTFORET, N—=2 3 VIEROERNAETT,
NR=2arvDHEREERL. UTDHEICIE. 7y 7 T— MEERRETT,

- Express5800 & — X : 4.00 Rev 4188 LU F DA
- Nx7700x 1) — X : 4.00 Rev 4188 Ut Dig4E

@ roota—¥cToOsA YL, UMFTO7 74 LEREET,
/opt/nec/raidsrv/version.txt

() /N— 3> 400Rev 4188 A Y R F—ILINTWLBREBEE

Name: RAID Report Service Ver 4.0
Revision: 4188
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3.23. £7vA—F%
TRURLEYBRRY 7 bz T70&8 Y y0— RAEETYT, BELVOBEICSLTCTFRLY Ly ya— R
HEBL TS0,

3.2.3.1. Express5800 U —X
® Microsoft Windows i
https://www.support.nec.co.jp/View.aspx?NoClear=0n&id=9010111350
® Red Hat Enterprise Linux iR
https://www.support.nec.co.jp/View.aspx?NoClear=on&id=9010111351

3.2.3.2. Express5800 =AY —/
® Microsoft Windows i
https://www.support.nec.co.jp/View.aspx?NoClear=0n&id=9010111350
® Red Hat Enterprise Linux AR
https://www.support.nec.co.jp/View.aspx?NoClear=0n&id=9010111351

3.2.3.3. NX7700x >V —X
® Microsoft Windows ki
https://www.support.nec.co.jp/View.aspx?NoClear=on&id=9010111444
® Red Hat Enterprise Linux kR
https://www.support.nec.co.jp/View.aspx?NoClear=on&id=9010111445
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3.3. RESTful Interface Tool

3.3.1. wiRSRMH
BRI DY €A,

332, "= avERAE
WHRY —/NTA VR b—LENT OS IS LT, N—YavEREERL TSN, BEDONN—Y 3 ¥
UETHh2HEIE. 7Ty 77— MRETT,

3.3.2.1. Microsoft Windows &5
UTDHET, N—2 3 VIEBOMHERHNAIETT, MHREKE. N—YarH51.00ULEDBE 7y 77—
MMEEIFRETT,

O BEEEERLZIF>1—Y (Administrators) T XF AICAZA Y L F T,
@ arvhrO—RXxLD"Tas T LOEMEHIRBR £/ T BT T LEEE DS
[RESTful Interface Tool| OIBED/NN— 3 v 2FERL 9,

#) "= 3>51.00A 42X F—LENTVWEEE
5.1.0.0

3.3.2.2. Red Hat Enterprise Linux 2
UTFORET, "=V a3 VEROERHNAEETT, BRE. N—Y 325100 ULEDBE Ty 77—
MEEIITETT,

@ roota—H¥TRIA VL, UTFTOT7+ VLB TEREET,
/usr/sbin

@ WBERABFWTUTOaOY Y FEETLTLIEI L,

> ./ilorest

B) N—=2 3> 51.00H4 VA F—LENTWDIHE
RESTful Interface Tool version 5.1.0.0
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333. 4vro—F%
TRURL L UHRY 7 b7z T70XY >y 0— RHAAETT, BEVORBICECCTFRLY £y 0—F
EREL TR,

3.3.3.1. Express5800 U —X
® Microsoft Windows i
https://www.support.nec.co.jp/View.aspx?NoClear=0n&id=9010109151
® Red Hat Enterprise Linux iR
https://www.support.nec.co.jp/View.aspx?NoClear=0n&id=9010110801

3.3.3.2. Express5800 =rIFMEH —/°
® Microsoft Windows i
https://www.support.nec.co.jp/View.aspx?NoClear=on&id=9010111437
® Red Hat Enterprise Linux AR
https://www.support.nec.co.jp/View.aspx?NoClear=0n&id=9010111107

3.3.3.3. NX7700x >V —X
® Microsoft Windows ki
https://www.support.nec.co.jp/View.aspx?NoClear=on&id=9010111437
® Red Hat Enterprise Linux kR
https://www.support.nec.co.jp/View.aspx?NoClear=0n&id=9010111107
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34. FEBRBINE2L—T1 YT 1

3.4.1. gilREH
RKY—ILWZERT2HEIE. UTOXENDETT,
- ESMPRO/ServerAgentService DA ¥ X b — LA MBATT, EMlE 3.1 E%E THERCLEI L,
- RESTful Interface Tool DA Y X b —ILARBETY, FHMllE33EZIHZ LI,

3.42. N=2aVHERAE
WRY —NIZA VA b= ENTF 0S I T, N=2avERZERBLTLEIL, BEDNN—=Ya v
DETHhsrHa1E. Ty 77— MRETT,

3.4.2.1. Microsoft Windows &5
LT QAT N=2 2 VIEROMBL AR T, BRE, N—Ya v 332UE0HE, 7y 77—+
EEIITETT,

O BEEERZIF > —Y(Administrators) TV AT LICAZA > LET,
@ arvbaO—RR2AD"TATT LOBMEBIR" £/13" 7075 L E#EEE" DS
[Product Info Collection Utility(Vx.x.x)] OIEBBE#HZL £,

Bl) "= 3> 33204 YR —ILENTWVWBIEE
Product Info Collection Utility(V3.3.2)

3.4.2.2. Red Hat Enterprise Linux &
UTDOAET, N—Y a VIBEROERNAETT, HRE. N—YarH 286 ULDBE Ty 77—+
FEIERETT,

@ roota—¥TASA YL, AA—FTAVTADALA YA b—ILT 4L 7 FUERTE2D)®D

"version"7 7 A LEBEE X T, (*1)
(F1): A YA b=LTALI PYIEUATO7 7 AL THERTEET,
etc/ezclct/ezclet_path

fBl) "= 32 286HA4A VR E—ILINTWBES
Ver 2.8.6
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343. £7vAa—F%
TRURLEYBRY 7 b 27087y 0— RATEETYT, BEVOBEICSLCTTREY XY ya—F
HEBL TS0,

3.4.3.1. Express5800 U —X
® Microsoft Windows i
https://www.support.nec.co.jp/View.aspx?NoClear=0n&id=9010110130
® Red Hat Enterprise Linux iR
https://www.support.nec.co.jp/View.aspx?NoClear=0n&id=9010110046

3.4.3.2. Express5800 =rIFMEH —/
® Microsoft Windows i
https://www.support.nec.co.jp/View.aspx?NoClear=on&id=9010111436
® Red Hat Enterprise Linux AR
https://www.support.nec.co.jp/View.aspx?NoClear=0n&id=9010111106

3.4.3.3. NX7700x VU —X
® Microsoft Windows ki
https://www.support.nec.co.jp/View.aspx?NoClear=on&id=9010111436
® Red Hat Enterprise Linux kR
https://www.support.nec.co.jp/View.aspx?NoClear=0n&id=9010111106
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4. NEC Express5800 3 X T NX7700x >V —XDEREEE

NEC Express5800 & 8 NX7700x ') — X% NIST SP 800-193 ICH##M L /-BA%EZ T 57-HI21E. V7 b
DT DT T T—MIMATUTOERELEENNHETT, FHICOWTIE, 4.1 ZLEA TR IS W,

" REEENBELNG—

BIOS ® "Secure Boot” RTE DHE L (HEHE)

BIOS & NECILO /¥R 7 — RERE

NEC iLO FREEIEHR DX E

HEBERNEI—TAUVT 4 ZALT 7 FNEHORELEE

NEC iLO @ " Security Settings” :Z%E % "High Security” (CZE T 5
NECILO @ "/KX FEREET 7 & A" RTEDEML

NEC iLO @ "IPMI over KCS* 3% E D EH1Y,

® AEDHTIL. Starter Pack DEA. LU, OSBEOBETTHRICERT A LHICLTLEI L,
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4.1. BIOS @ "Secure Boot” BEDH ML (L)
Zliﬁ’é‘ I¥. BIOS ®"Secure Boot"EREDEIMLEITVE T, MEARTIIHRBECHY ., RRELEM
LAWNESICHLTH, NIST SP 800-193 |- £ MAT4E T,

4.1.1. BiiRSEM

2025 £ 7 ARTE. RERTEIIWRRY —NITA VR b—=ILENT- 0S AT DIHGEDAEHEAIGETT, Faid
OS UATIHFEBLBEWTLEZI L, BBRIFOBERICOZTEL UL, SRRV — "D X T LERAAF
@ [Secure Boot] ME#% ZHEFR 2y,

Windows Server 2025
Windows Server 2022
Windows Server 2019
VMware ESX 9.x
VMware ESXi 8.x
VMware ESXi 7.x

4.1.2. EhEHE
LT OFIEICHEL, BIOS D"Secure Boot"Mi%E % "Enabled” ICEEL £9, WUTF. WHRY—N
iLO7 #BHEEDIH AL 4.1.2.1 E~EH, ILO6 BEEDIFEIL 4122 BITEAET,

4.1.2.1. iLO7 BHEDIZE

(1) NRY—"OEREF (X714, Bics) L. POST zkeg L £,

(2) BETICUATOLYBAy =Y NRRIN/TH, <FI>F—%#T L. System Utilities &
TFLES,

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Server Security >
Secure Boot Settings %R L. Secure Boot Settings » — 2 — £ THEH T,

© NEC Corporation 2025 16 \Orchestrating a brighter world NE'



(4) Attempt Secure Boot D:5E%* [Enabled] IZZEEL £,

NEC BIOS/Platform Configuration (RBSU) Fraen

= MofeFovms> BIOS/Platform Configuration (RBSU) > Server Security > Secure Boot Settings >

SeesEa RPN SV Secure Boot Settings

env \: CZ54RP0810
168,

Dicahlad
68.1.176
STl o oore i ——— 7|
o
0;

Advanced Secure Boot Options

I Enabled s I

Disabled

TIE T h 5 [Enabled] ZBEIRL £9,

(B) UToXyte—IhRRan/zn, [OK] 2T LESET,

() warning

Configuration changed. A system reboot is required for new configuration to take effect.

(6) TExit] ##TF L. Server Security X Za2—IZREY 7,
(7)  [F10: Save)] Z7iZ. [F12: Save and Exit] ICTEEAZREL. Y—"ZBEEEHL £,
8) ULETAREDERTEIZETTY,
X EMARTEREIL. (AT H Y IAA FEER)] 2 TR0,
(XY TV RAA R (HBR)] Z. ATLYAFTEEXT,
https://www.support.nec.co.jp/

( INEC ¥ R—=bFR=KIAER] HoWTROETILEERRL, BB~ 271]
HEoUv oL, [AvTFFyRAHA R EBR)] %8R
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4.1.2.2. iLO6 EHEDIHE

(1) WHRY—NOBEREF > (£71E. BEEs) L. POST z&HL £7,

(2) BETICUTOL S BAvE—AERRINSS, <FI>F—%TF L, System Utilities %
el £,

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Server Security >
Secure Boot Settings % 3#iR L. Secure Boot Settings » — 1 — ¥ THEHX X T,

(4) Attempt Secure Boot D% 7E% [Enabled] ICEEL 9,

NEC BIOS/Platform Configuration (RBSU) 2@
= More Forms > BIOS/Platform Configuration (RBSU) > Server Security > Secure Boot Settings >

NEC Secure Boot Settings
Express5800/R120j-2M

™
Serv I: JPN2370582

iLO IPv4: 1.223 Attempt Secure Boot

iLO IPv6: ED:8CFF.FE31:744A

led Advanced Secure Boot Options
54 v2.20 (05/27/2024)

Disabled N
Enabled [>

Disabled

TILE v h s [Enabled] Z8ERL £9,

(B) UToxXyte—IhRRanizo, [0K] 2T LESET,

() Waming

Configuration changed. A system reboot is required for new configuration to take effect

.

(6) TExit] =T L. Server Security X =21 —IZRY 7,
(7) [F10:Save] F£7-i3. [F12: Save and Exit] ICTHE#REFEL. Y —"ZHELEBL 9,

8) UETARBEOHEFEIZRTTY,
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X FMARTEAER. [AVTF A4 FHBR)] &2 THERIEIL,
(AT F Y RAAF(EHBR)] 3. UTFTEYVAFTEES,
https://www.support.nec.co.jp/

( INEC HR— b R—=2ILARE] HOWROETLELEBRREL, BB~ =2T ]
BV oL, [AVTF Y 2PA REHBR)] %ER)
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4.2. BIOS & NECiLO ®/xX 77 — FE&7E
AZETlE, BIOS & NECILO ®/S X7 — REBZHFEAITWE T,

4.2.1. RSN

REDORREMAFIEH Y FH A

7272l RRT—=FlE, BEOHDIE=FBICLDNRET /LR %EH L0, BEDBN/IIRT — K (AXF/
INXF/BFERELZ8XFUE)EZRET DL IICLTLIEE L,

4.2.2. BIOS D/XR 77— FEREDEAHE
LUFOFIEICHREWL, BIOS D/ T —RDREZTWVWET, UT. HRY—"HILOT BFHEDIFE L
4221 B~EH, ILO BEHEDIHZES (L, 4222 FEITEHKE T,

4.2.2.1. iLO7 BHEDIZE

(1) WHRY—NOBBREF > (£721E. BiELE) L. POST zE£HL £,

(2) BEFICUTOLSIBAyE—UHRRENIZS, <FI>F—%T L. System Utilities %
mELET,

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Server Security
FEIR L. Server Security X — 1 — £ TEMRE T,

(4) SetAdmin Password @ [Press ENTER to input password] I2h— vV /L& &mHE, ENTER F—
T LET,

NEC BIOS/Platform Configuration (RBSU) Q@08

A System Utilities > System Configuration > BIOS/Platform Configuration (RBSU) > Server Security >

STIECCCEONEEPL IV Server Security

Server SN: CZ54RP0810
ILO IPv4: 192.168.1.176 Set Power On Password
ILO IPv6: FEBO::7EAB:2AFF FEBE09FE
U

I Set Admin Password [l ] I

Secure Boot: Enabled
System ROM: UB8 v1.40 (05/22/2025)

Secure Boot Settings

TLS (HTTPS) Options

Server Configuration Lock Opfions
Device Encryption Options

Trusted Platform Module Options
Advanced Security Options

Intel Security Options

Microsoft(R) Secured-core Support

F7: Load Defauts F12: Save and Ext
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(5) NRT—FRAAT7+—LDBRRENLOEBELR/NSRT—RFEADLENTERF—%2TFTLET,

D:8CFF:FE31:744A Set Admin Password

Enter your new password.

(6) HERAAA 7+ —LDERRINEFTOT, B)THRELEZ/ZAT—FEAHAL, ENTER F—
EETLET,

D:8CFF:FE31:744A Set Admin Password

Confirm your new

password.

(7) RRT—FREZTTEZERTIUTOX vy - HRRINIZH, [OK] 2 TFLET,

° Information

Password is set successfully

OK

L3

(8) [TExit] F7=id. ESC ¥ —%4#ET L. System Utilities X =2 —ICEW £7,

(9)  Reboot the System % #EIRL ., H—"zHEEHL 7,

(10) UETABEDREIFTET TT,

X HMARREAEE. (X TFHF A4 FEER)| 72 RS0,
(AT FYRAA R (FBR)] 3. UTEYVAFTEES,
https://www.support.nec.co.jp/

( INEC HH— b E— 2 LRRBRT] HOFRDEFLLERRL, [BRT=217 L]
oV oL (XY TF Y204 FESER)] %2R)

© NEC Corporation 2025 21 \Orchestrating a brighter world NE'



4.2.2.2. iLO6 BHEDIHE

(1) WHRY—NOBEREF > (£7-1E. BES) L. POST zLHL £,

(2 BERETICUTOLYBAy—IhRRIN/TD, <FI>F—%#T L. System Utilities &
EELET,

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Server Security

BIR L. Server Security X — 1 — £ TEHRE T,

(4) Set Admin Password o [Press ENTER to input password] (Zh— VL& &bHHE, ENTER F—

ZHTLES,

NEC BIOS/Platform Configuration (RBSU)

M System Utilities > System Configuration > BIOS/Platform Configuration (RBSU) > Server Security >

NEC Server Security

Set Power On Password

Set Admin Password

Secure Boot Settings

TLS (HTTPS) Options

Server Configuration Lock Options
Device Encryption Options

Trusted Platform Module Options
Advanced Security Options

Intel Security Options

Microsoft(R) Secured-core Support

(B) NRT—=FANT7+—LdRRENTOBEL/NXRT —FE AN L ENTERF—-ZHTL £,

Enter your new password.

i e e i i e T g

(6) HERRAANNT7+—LAFRRENETDT, BT

EHTLES,

P:8CFF.FE31:744A

Confirm your new
password.

Set Admin Password

© NEC Corporation 2025
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(7) RRT—FREZTTZERTIUTOA vy = AFRENZH, [OK] 28 FLES,

° Information

Password is set successfully

OK S

(8) [Exit] F7=1Z. ESC ¥ —%4#TF L. System Utilities X=Za2—IC&EY 7,
(9)  Reboot the System %= ZEiRL., YV—"zHFEEHL £,
(10) UETABOREIFTT TY,
X EHRAREAEE. (X TH Y2 A FELRR) | % CHERLE WL,
(XY TFYRAAFEEBR)] 3. UTFTLYAFTEES,
https://www.support.nec.co.jp/

( INEC HR—FR—ZILABREKR] HORNROETILELERRL, [ER~vZ17 ]
Dy oL, [XUTF Yy RAA4 R (RBIFE)] %EIR)
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4.2.3. NECiLO ®/¥RX 7 — FEREDEMS E

LUFOFIEICHEWL, NECILO D/RXR T —FDBREEZTVWET, UT. WRY—/1"H iLO7 BHEDIGFE L

4231 B~HEH, ILO6 BHEDIZAIE, 4232FIEAET,

4.2.3.1. iLO7 BHEDIHE

(1) iLOWeb A& —7xz—RiICATA L ET,

(2) EA=a2—0ilLO Settings Z#IR L. User management > Users ~& EHFE T,

() URMIRRININRRT—FERET 2LV OEBIIHDF v IRy IR Fv %

AN(D). Actions(2) » o Edit User®) Z#ERL £,

NEC iLO 7

« iLO Settings / User Management

@ Users
Dashboard

Firmware

Local Users

Host

s
ety v Login Name v User Name Status

iLo ‘ﬁllngs @ Administrator Administrator @ Enabled

Service Account

() No Data Available.

Role

User

®

Not Configure ® Import CAC/Smart Card Certificate

(@ Authorize New SSH Key

& Disable User

[y Delete User
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(4) Change password \=F = v 7 % A% (D) & HT< % New Password AJJ 7 # — 4. Confirm
Password AJ 7 + — LIC, 38EA/SX 7 — F%%E L (@) [Update] %#&ER@)L £7,

Edit User ® X

User Information

Login Name

Administrator

User Name

@ Administrator

V' change Password |

User Information
Login Name
Administrator
User Permissicns
User Name
Role
Administrator
Custom v
Change Password @
Privileges New Password
..........
Select All
B Login Confirm Password
@ Remote Console e
(9 Virtual Power and Reset
° S A Zncs
& virtual Media NRT—FZRELET,

B Host BIOS

£& Configure iLO Settings
B Administer User Accounts
&, Host NIC

B Host Storage

. Recovery Set

®

(5) UETABOHEEIZTZT T,

X AR EREC/NRAT—RICET 204 F T4 [ILOT 2—¥—XH4 F] %
THERCTZE W,
[LO7 2—H—=XHA F] g, UTFLYVAFTEEXT,
https://www.support.nec.co.jp/
( INEC 4K — b HR—2ILARER] HORROETLEZEREL, [EHRA~Y=1T V]
oy Uy oL, lILOT 2a—Y—=XHA K| %K)
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4.2.3.2. iLO6 EHEDIHE

(1) iLOWeb A& —7z—RiIcAZA L £,

1 NEC

iLO 6

Express5800

Firmware Vorsion 1.59
EMCIPNZT056

NEC

iLO6

Log In

(2) A& A= a2—o Administration %:#IR L. User Administration X 7~  EH 7,

(3) URMIZRRENI/NRT—F%

AN, Edit&#ERLE7,

Administration - User Administration [ORNOIN::]

User Administration Directory Groups

Local Users

Administrator Administrator
O a a

Licansing Language Firmware Verification

Login Name User Name

00 BLE4EE
B I N
B Y Y

HETEII—YVOERBIHDITF v IRy I RIZF v %

————
| New |I| Edit "l Delete || Disable |

(4) Change password \=F = v 7% A% (@) & HT< % New Password A7 # — L. Confirm
Password AJ 7 # — L2, 38EAR/ZX 7 — K2R E L (D) [Update] %:ER(®)L £7,

Edit Local User

User Information

Login Name
Administrator

User Name

@ Administrator

X

Change password

User Permissions

Privileges

select all

Login

Remalte Console

Virtua
Virtual Madia

Host BIOS

Configure iLO Setfings
Administer User Accounts
Host NIC

Hosl Storage

Rec
VIMDCMI Privilege based on above saftings

RERRRRERREEE
B WEPETMDIG Ok

ary Sel

3
-

administrator

Sanvice Account

Update User @

User Information

Login Name
Administrator

Usar Name
Administrator

Change password @

New Password

Carfirrm Pasaword

MEGSR T — RAEBEL £,
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(5) UEFTAREOHZEFEIZZT T,

X FMAREREC/NNZAT—=FNIZETHE2HANT4 1%, TILO6 21— —XHA ] %
THERRCTZ2E Wy,
[ILO6 2—H—XHA F] g, UTFLYVAFTEET,
https://www.support.nec.co.jp/
( INEC HR— b R—ZLARR] hoRROETLEZRRL, [BFE~v=2TI)]
Uy L, [IL06 2—H—XHA K] %#3FER)
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4.3. NEC iLO SREEE#RDERTE
NEC Express5800 # & T8 NX7700x &Y —X® 0S Eno NECHY 7 b = 7ANEC ILOICT 7R T
EDLIICNECILO DAV A VERRLE®R Z AN L ¢, AFEIE, ILOT S, iLO6 FEHMK e  ICR L FIR

EmYET,

ER

o ARREIR, ST AL BELUBOFIELY S, RICEFTTHLIICLTLESL, LICETLAEVWGAE,
RREETIETOE, BEFE - BHEARY bARERICBELIEL AThNAWAEELRH Y £,

4.3.1. EifRSM
$$¢ ﬁ%#—N"471F—»éﬂtOSﬁMT?%%%ﬁ@&%%Li¢OMT®OSE§%L@
Bl 44 BIERFT,

® Microsoft Windows

® Red Hat Enterprise Linux

4.3.2. N—=2aVHERAE
WHRY—NTA VR b—LEN 0SS 1T LT, "=V avERAERBLTLEES L, BEDONA—V 3 v
UErTHd5EE. 7Ty 7T T— FETT,

4.3.2.1. Microsoft Windows &5
UTFDOHET, N=2 3 VIEROERHNAIEETT, N—YavOEREEMRL, N—Y 3 H 1.00 U E
DFEICIE. Ty T T — MMEEIZRETT,

O RZ—IbAXZa— FEEFAZ—PEAOCIXRTCOT VLY [arba—LxiL] - [707 74
& Hhe INECILOTH T v bEFEY -] O [N=U 3] ZHERL TSI,

() "= 310084 VR F—LENTLBES
BEZ NECILO 7H v F&ESHY —IL
BWHEAN—T 3> 1 1.00

<fE>
NECILO 7Hh v FEFRY —ILARREINHEWEFEEIZ, 1A=L ENTUHWEFA,
TRoX T ryO—FELYED2—ILBEXTO—FLT, FIRA VA =L LTLIZE LY,
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4.3.2.2. Red Hat Enterprise Linux &
UTOAET, N=2aVEROEZRNAETT, N—TYarvOEREEmRL, N—Y 3 h 1.00 UL
DFEIIE, Ty T T— MEEIRETT,

@ roota—H¥TRIAVLET,
@ TFTRavrrRzEERTLET,
# rpm -qa | grep iLOUserSet

) "= 321004 YA b—LEaNTVWBES
iLOUserSet-1.0.0-0

<WHE>
iLOUserSet AR/RRENABEWERIFZ, A VYA b—LENTWEH A,
THEDOX T vyA—RELYVED 21— LAEX T A—RLT, FRA VI =L LTLEE L,

433. ¥yvAa—F%
TRURLEYBRY 7 bz T70& Yy 0— RAFRETT, BELOBEICSCTCTELY LY ya—F
EEMBL TS,

® Microsoft Windows Rk / Red Hat Enterprise Linux kR
https://www.support.nec.co.jp/View.aspx?id=9010111347
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4.3.4. EhEHiE

WHRY —/NITA X b= En7= 0S I LT, NECILO mE2;

4.3.4.1. Microsoft Windows kR
(1) BEEERAZF > — Y (Administrators) TV AT ALIZHA A (ATFH )L TLEE Ly,

BROEFAEITWET,

(2) NECILO 7 Hh > &SRV — LA A VA —LFBIZHSTA VYA =L LTLIEE L, TTICA >
A k= IBEHADHEIZ. AFIEIZFRETT,

(3) Windows Y X T LY —ipbavwry F7ary 7 a8 L £,

(4) RY — LD 7 A+ LZICALY FTA4 Lo MU ABELET,
(5] : cd C:¥Program Files¥iLOUserSet)

(5) F2Dav >y FAEEFTLTC, ILOTHT Y MEBREEHKLET,
iLOUserSet -u "UserName" -p "Password"

6) A%y K707 kI Registered." hERE NNIFERIIRT TF,
VAT LOBERIIAETT,

RY —IVETERICTREOIAYY FERTT 2 ETHLETHRREERTEET,
echo %ERRORLEVEL%

i

o FMlALFIRIEITE7 7ML ElSBILEL,

S

C:¥Program Files¥iLOUserSet

77 AIILE

iLOUserSetJPtxt

iLOUserSetEN.txt

© NEC Corporation 2025

30

\Orchestrating a brighter world N E'



4.3.4.2. Red Hat Enterprise Linux kR
(1) root 2—YTOIF/1 > LET,

(2) NECILO 7 hH v b&EFY —ILAEA VA F—LFIBIZHSTA VA =L LTLEE L,

TTICA YR b= VEADIFEIF. AFIRIIFTETT,

() RY—LDOEMT AL 7 FUICALY T AL NUABELET,
# cd /opt/nec/ilouserset/

4) UTFToa<wy REEFTLES,

# ./iLOUserSet -u username -p password

ETLIBREA v -V ESBLTIELI N,

o HMAFIREITE7 7ML EISRBIFLLEL,

S

/opt/nec/ilouserset/

77 A I

iLOUserSet(Lin)_jp.txt

iLOUserSet(Lin)_en.txt
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4.4, KEBFHRNEL—-—T1VT14 2ALT7Y MFRADOEELE
NEC Expressb800 3 L T8 NX7700x > U —XIZHWT, [EBBEHRNELI—FT U T 1] ZHAVT, BJE
HERETHROKRCHEEZERL 9, KEL, ILO7T BEHE, LO6BHEE L HICRILFIEEAY £,

4.4.1. BIIREMH
KEE, HERF—NITA V2 R —LENF 0S AT CHBEADHEHL £, UTFD 0S LKL LAL
BAE. 45 BICEHET,

® Microsoft Windows

® Red Hat Enterprise Linux

4.4.2. RiEHE
WHRY—/NCA Y2 =L EN 0S IS LT, [RBERINELI-T 4 UT 4] OXA LTV FEROEE
ETVET,

4.4.2.1. Microsoft Windows ki
LT by —ILDBTET7 74 (collect.inf) TEA LT 7 FEBROZTEAZITVET,

(1) BBEEERZF > 1 —H (Administrators) TV R T LIZHA A (B TF )L TLEE L,

(2) ESMPRO/ServerAgentService DA v X b —IL 7 # LKXBEBT D tool 7 # L X E T D collect.inf %
EET, (KF 740 bDA YR b= 74 LKZIE"CH¥ESM" TS, )

B) AA—FT4YUTADAYRF=IT7HILZXETD stdclct 7 # L XEET D collect.inf %
x4, (F7HL DA R =T+ LKL "c¥ezelct"TT, )

(4) (2),(3) TR 7= collect.inf D, LUIFTHREL TWB XA L7 7 FEERE"900000" % "1800000"ICZEFE L T
RELTLEE Y,
> [timeout]
> 900000
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4.4.2.2. Red Hat Enterprise Linux kR
AL 7 Y —ILDERETZ 7 4 L(collectinf) TR A LT 7 FEROEEAITVNET,

(1) root 2—H¥TRITA Y LET,

(2) ESMPRO/ServerAgentService D4 > X b —JLEEF ® collectsa.sh #F = £ 3,
(3 : /opt/nec/esmpro_sa/tools/collectsa.sh)

B) RA=TA4IVTADA VYA —ILT 4 L7 FUET® collectsa.sh ZFHE £7,
AVAP=LTA4 LI PVIEATO7 7 AL THERTEET,
(A A b=LFT 4 L2 KU :etc/ezclct/ezclct_path)

(4) (2),(3) TBIL 7= collectsa.sh D, UTFTHELTWB XA L7 FERI"1500"%"3000" (& FE L TR

FLTLIEE W,
> EZCLCT_WAITTIME=1500
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4.5. NECiLO @ ” Security Settings” 2% % "High Security” ICEXET 3

ARETlE. NECILO DEES1LERIE % "High Security” (CEE L., L VBELKEF 2 ) T4 RETERTES
FHICEREL XY, ILOT ZEHH TIE Secure Standard(Default) 32E A" High Security 5REHEE D7, K%
EETRETT,

4.5.1. BR%EMG
REDRIREMFIEH Y A,
4.5.2. EiEH*

4.5.2.1. iLO6 BHEDIHE

T oFIEICHE L, NECILO DRESLERE % "High Security” ICEE L £7,

(1) iLOWeb A > & —7z—XIZRTA VL ET,

= NEC
iLO 6
iLO 6
Express5800 —
e

(2) T A=a—o Security Z3EIR L. Encryption X 7 ~EEHFE T,
(3) Update Security Settings MIAED Security State D 7L X7 > H 5
High Security %33R L. [Apply] %#&RL £,

Update Security Settings

Security Stabe
High Security

Dizable Weak Ciphers
TLS 1.0
TLS 11

Mote: TLS 1.2 and TLS 1.3 can not be disabled in any mode
Apply

4) LUToXytw—IhERRENEFTDOT, [Yes, apply and reset] #EIRL £,

Apply and Reset

Applying new settings requires an iLO reset Would you like fo
apply the new settings and reset ILO mow?

Yes, apply and reset
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(5) BEITRAZ 7Y F&N, iLOReset AETENETDT, DRSS VEEINEZRREINDET
Fbxd,
(6) UtTABOEEIZTT T,

X EMAREAEIE. [IL06 2 —H—XHA K] & THERLIZE W,
[(ILO6 2—H—XHA F] g, UTFLYVAFTEET,
https://www.support.nec.co.jp/
( INEC 4K — b HR—2ILARER] hORROETLZEREL, [EHRE~v=1T L]
Uy oL, [ILO6 2—H—=XH4 K| %#R)

4.6. NECiLO @ "FR FEREET 7 REEE” REDEML

AETIE.NECILO ® KX MFRAET 7 C AMEBEDERED B Z1TH> 2 & T.0S EDY 7 b7 7H NEC
iLO IC7 272 X3F 5, NEC iLO ORERHIVELRIREBTCHERATESLLSICEEL Y, iLOT EBHEET
. RERTEEFTRETT,

4.6.1. mUiRSH
AEOFHREMHIEH Y £ A,

4.6.2. EhehHE

LUFoOFIEICHE L, NECILO @ "Require Host Authentication“s% X % "Enabled” IZZE L £,

4.6.2.1. iLO6 BHEHIEDIHZE

(1) iLOWeb A& —7z—RiICATA L £T,

s NEE NEC

iLO 6
>, iLOG
[—
Express5800
Fimuare Version 159
EMCIPNZITOSSZ en-Engish

(2) EA=a2—0 Security #FIR L. Access Settings Z 7 ~LEHE T,
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(3) T[iLO] mEDE~Y—7 =R £,

iLO |§
Global Component Integrity Disabled
Component Integrity Policy Nao Policy
Downloadable Virtual Serial Port Log Disabled
Idie Connection Timeout {minutes) 30
iLO Functionality Enabled
iLO ROM-Based Setup Utility Enabled
iLO Web Interface Enabled
Remote Console Thumbnail Enabled
Require Host Authentication Disabled
Require Login for iLO RBSU Disabled
Serial Command Line Interface Speed 9600
Serial Command Line Interface Status  Enabled - Authentication Required
Show iLO IP during POST Enabled
Show Server Health on External Monitor Enabled
WVGA Port Detect Override Enabled
Virtual NIC Disabled

(4) Require Host Authentication \=F = v 7 % An. [OK] #=IRL £,

Edit iLO Settings X

D Global Component Integrity

Component inlegrity Policy
No Policy v

D Downloadable Virtual Serial Port Log

Idie Connection Timeout (minutes)
30

ILO Web Interface

ILO ROM-Based Setup Utiity

Remote Console Thumbnail

[CF Require Host Authentication

[0 Require Login for iLO RBSU

Senal Command Line Interface Speed
9600

Serial Command Line Interface Status
Enabled - Authentication Required v

Show iLO IP during POST

Show Server Health on External Monitor

“
. VGA Port Detect Override
O

Virtual NIC

i i

(5) ULTARBOBREIZZRT T,
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X EMAREAEIE. [IL06 12— —XHA F] 2 THERIIZE L,
[ILO6 2—H—XHA F] lF. UTFTLYVAFTEEXT,
https://www.support.nec.co.jp/
( INEC HR— b R—=2ILARE] HOWROETLELEBRREL, BB~ =2T ]
7Yy oL, [ILO6 2—Y—=XA4 K] %#3R)
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4.7. NECiLO o "IPMI over KCS* E%ZTE DERhIL

AEZTlZ. NECILO @ " IPMI over KCS “

REDEMLZEITWES, KEXEZITH>ZET. 0SSy 7

P72 7A IPMI ZAHWT NECILO ADT 7 EZAATELWVWL D ICEREL £9, UT. WRY —HILOT
HEDIGEIE 47.2.1 E~EH ILO6 BHEDHZ AL, 4722 BITEAET,

4.7.1. mriREM

REDRREMHIEH Y £ A,

4.7.2. A&

4.7.2.1. iLO7 E#HE OIS
LUT O FJEICHEL, NECILO 0" IPMI over KCS “& 7 % "Disabled”

(1) iLOWeb A v &Z—7z—RICBTZAVLET,

4

ICEBELET,

/ NEC iLO 7

A,

(2) EA=a2—0ilLO Settings ##IR L. Access ~EEHFT,

(3) [IPMI) nEDOREY— 7 ZRRL £7,

NEC :
NEC Corporation Quick Glance ® 0
NEC iLO 7
« iLO Settings
@ Access
Dashboard
&
Firmware
Host IPMI/DCMI over LAN Disabled
L7 IPMI/DCMI over LAN 623
Security Port
IPMI over KCS Enabled
LO Settings)
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(4) IPMIover KCS F = v 7 % s L. [Update] %:ERL £7,

IPMI X

IPMI/DCMI over LAN

IPMI/DCMI over LAN Port

]

623 5

(] 1PMI over kcs

(5) UETABOEZREIFTT T,

¥ EMARTEAEI. [ILOT 2—Y—XHA K] #THERLIEE W,
[ILO7 2—H—=XA4 F] 13, ATEVAFTEET,
https://www.support.nec.co.jp/
(INEC HHR—=PFR=—RILAKRR] HORROETILEEZRRL, [BER~v=2T]
oy oL, lILOT 2a—H—=XH4 K| %&ER)
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4.7.2.2. iLO6 E#HEDIEE
LU OFIBICHEL, NECILO 0" IPMI over KCS “3%7E % "Disabled” ICEE L 7,

(1) iLOWeb A v & —7z—RiICcAZA L £,

NEC NEC
iLO 6
iLO 6
Express5800

EMCIPN2370587

|
Fimmware Version 1.59 ]
-

(2) EAX=a2—0 Security #FIR L. Access Settings Z 7 ~EEHE T,

(3) [Network] DIEMhE~Y— 7 #RIRL T,

Network
Anonymous Data Enabled
Enhanced Download Performance Enabled
IPMUDCMI over LAN Disabled
IPMUDCMI over LAN Port 23
IPMI over KCS Enabled
Remote Console Enabled
Remaote Console Port 17900
Secure Shell (S5H) Enabled
Secure Shell (S5H) Port 22
SNMP Enabled
SNMP Paort 161
SNMP Trap Port 162
Virtual Media Enabled
Viriual Media Port 17988
Virtual Serial Port Log Over CLI Disabled
Web Server Enabled
Web Server Non-SSL Porl Enabled Enabled
Web Server Non-S5L Por 80
Web Server 5L Porl 443
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(4) IPMlover KCS D F = v 7 %4 L. [OK] == IRL £,

Edit Network Settings X
Ancnymous Data Wimw XML

Enhanced Download Perfformance

[0 PMUDCMI cver LAN
PMIDCMI owar LAN Port
821

O Pmiever koS

E Remots Console

Femoie Consale Fort
17880

Sacure Shell (S5H

Secura Shall (55H) Port
2

[#] swwe

SHMF Fart

151

SHMFP Trap Port

W2

E virtual Media
Virtual Media Pert
17888

|: virtual Samal Port Log Cwar CL
E Wb Serer

[#] Web Server Mon-2SL Port Enabled

Web Server Non-55L Port
80

Web Barver BSL Port

443

(5) UETABEBOHEEIFTZT T,

X EMARTEAEIE. [IL06 2 —H—XHA K] # THERLIZE W,
[(ILO6 2—H—XHA F] ld. UTFLYVAFTEEXT,
https://www.support.nec.co.jp/
( INEC 4K — b HR—2ILARER] HORROETLEZEREL, [EHRA~Y=1T V]
#27Uy oL, lILO6 2—¥—XH4 K| %#&IR)

B ET, NEC Express5800 # & U NX7700x > U — X NIST SP 800-193 (CHEH L /=R % T 570D F
IBIZ5ET T,
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EHERE

RE Bt BHAR
1.0 2024/08 - AR
1.1 2024/09 ‘2E FRiEREETLLE L,

I REEICUTOMEZBML £ L7,
Express5800 > 1) — X
R110k-1M (2nd-Gen) / T110k-M (2nd-Gen) / R120i-1M / R120i-2M
NX7700x > 1) — X
A7012M-2 / AT010E-2 / A7010E-2c

1.2 2024/10 $ 228 N—2 3 VHER - BAAEICNXTI00x ) — XD
Starter Pack O/X—2 3 v O®ER - BRAAEZEBML £ L7,
1.3 2025/03 - 3.232%E, 3332F BLU3432FIcHRAKEY—~D

EVa—Xyrao—REEEBMNLE L,

W REBICUTOREZEML £ L7,
Expressb800 Sa] HIEY — /X

1.4 2025/04 - 3.1.1 ESMPRO ServerAgentService D/N—>a v &EBHL F L7,
- 3.2.2 RAID Report Service d/N—2 3 v 2B L £ L7,
1.5 2025/06 - 3.1.1 = ESMPRO ServerAgentService D/X—> 3> 2 FHL £ L7,
- 3.2.2 = RAID Report Service dD/X— 3 > %FHL F L7,
- 4.3 % NECILO REHEHRDEREE=EHML £ L7,
2.0 2025/07 CiLOT7 #E#EICc DLW T, REEEBML E L7,

=
=
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